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1. BBegeHue

Kpuntollpo JTLS saBaseTca nNporpaMMHbIM KOMMJEKCOM 3aliuTbl  MHpopMauun,
pa3paboTaHHbIM Ha ocHoBe Kpuntollpo JCP 2.0 n peanusywowmnm npoTokosbl SSL u TLS B
COOTBETCTBUM C POCCUNCKMMU KpunTorpauyeckumm anroputmMamm, npenocTaBisgseMbiMu
kpunTonposangepamu Kpuntollpo JCP (CK3W Kpuntollpo JCP 2.0) nnn Kpuntollpo JCSP (CK3U
KpunTtollpo CSP 5.0 KC1 ncnonHeHune 1-Java).

OcHoBHble hyHKUMK, peannsyemble KpunTollpo JTLS:

e [IBe cxeMbl ayTeHTUdMKaumm ¢ ncnonb3osaHmeMm obmMeHa KatoYen no anropntTMam
Onddun-XannmaHa n xawmposaHus B cootseTcTeumn ¢ FOCT P 34.11-94 n TOCT P 34.11-2012.
O OAHOCTOPOHHSAS - aHOHUMHbIN KJINEHT, ayTeHTudnumpyemsiin cepsep;
O [OBYXCTOPOHHSAS - ayTEeHTUULUMPYEMbIE KIINEHT N CepBep.
B cny4vae ayTeHTU(MKaLMM KANEHTa Ha KJ0Ye NOAMUCU NMPUMEHSIOTCSA afirOpPUTMbl BbipaboTKu
9NeKTPOHHOW noanucn B cootseTcTBUM € FTOCT P 34.10-2001 nan FOCT P 34.10-2012 n npoBepkKun
B cootBeTcTBUM € TOCT P 34.10-2001 nam FOCT P 34.10-2012.
* wngposaHme coeguHeHns B cootsetcTBun ¢ FOCT 28147-89;
*  uMUTO3aLWUTa NepefaBaeMblX AaHHbIX B cooTBeTCcTBUN € TOCT 28147-89.
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2. YcTtaHoBka KpunTollpo JTLS

MpenBaputenbHo yctaHoBuTb KpunTtollpo JCP (Bkaw4daa mooynn wngposaHusa). Ons
obecnevyeHns BO3MOXXHOCTU WCMNOJIb30BaHUSA (yHKLUMOHanNa kKpunTtonpoBanaepa Kpuntollpo
JCSP Heobxogumo ycTaHoBUTb U ero (nogpobHee, cmMoTpu PykoBOACTBO agMMHUCTpaTOpa
6e3onacHOCTM N WHCTPYKUMIO MO MCMNO0JIb30BaHMIO). [anee yCTaHOBKY MOXXHO BbIMOJHUTb
OBYMSA NyTAMU:

* BbinonHuTb KoMaHAy "<JRE>/bin/java -jar cpSSL.jar" v 3aTemM BBECTU CEPUAHBIN
HOMep Yepe3 KOHTPOJIbHYIO NaHesNb

®  BbIMNONMHWTL YCTAHOBKY C BBOAOM CEPUNHOIO HOMEpa
<JRE>/bin/java -cp cpSSL.jar ru.CryptoPro.ssl.JTLSInstall -install
-verbose -sslserial XXXXX-XXXXX-XXXXX-XXXXX-XXXXX -sslcompany "My Company"
BmecTto -sslcompany "My Company' BO3MOXXHO MCMOJIb30BaHMeE Kitoda -sslcombase
"company_name_in_base64", koTopoMy nepenaeTcsi Ha3BaHMe KOMMNaHun B BASE6G4.

Wcnonb3oBaHue Kpuntollpo JTLS BO3MOXHO TOJIbKO Ha Java 1.7 wn 1.8. [Onsa
MPEOAOSIEHNA 3KCMOPTHbIX OFpaHU4YeHUNn Ha CTOMKylo Kpuntorpaduio cm. OcobeHHoCTH
noakadeHusa Kpuntollpo JTLS.

YcTaHOBKa MOAYNS TaK e MoXeT ObiTb BbiNOJSIHEHA C MOMOLLbIO rpadunyeckoro
(setup.exe, setup_gui.sh) wnn  KoHconbHOro  (setup_console.bat, setup_console.sh)
WHCTaNNATOpPOB, KaK oTAeNbHoro KomnoHeHTa JCP (cM. «PyKOBOACTBO agMMHUCTpaTOpa
6e3onacHocTu» Kpuntollpo JCP n «PykoBoACTBO agMUHUCTpaTopa 6e3onacHocTn» Kpuntollpo
JCSP).
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3. PaboTa 4yepes BHewHnn nHtepdenc JSSE

NMK3N KpunTtollpo JTLS peanusyeT cTaHOapTHbIM WUHTepgenc Java Secure Socket
Extension (JSSE) v.1.7 un obecrneymBaeT BbINOJIHEHME 3alUULLEHHON Nepefadyn AaHHbIX MO
npoTokonam SSL n TLS B COOTBETCTBUU C POCCUNCKUMU KPUMTOrpaniecKumMmm anropmtMmamum
yepes CTaHOAPTHbIN nHTepgenc JSSE.

3.1.0cobeHHocTn nogkntodeHnsa Kpuntollpo JTLS

N3-3a Toro, 4to o6bi4HO B JSSE, nomMmMMO camoro uHTepdenca, BKJOYATCA WU
HeKoTopble ero peanusauunm (NpyuMepom Takon peanmsaumm Ha SUNOBCKOW BUpPTyanbHOWN
MalWnHe 9BASeTCAa npoBamaep com.sun.net.ssl.internal.ssl.Provider), cywecTByloT
HekoTopble ocobeHHOCTU ncnosb3oBaHua NMK3W Kpuntollpo JTLS.

Bo3mMo)XHa cuTyauus, Korga ycTaHoBiieHHas JRE MMeeT 3KCMOpTHble OrpaHuYyeHus.
CLUA 3anpewaeT 3kcnopT "cuabHon" kpuntorpadum n JCP ¢ annHon Knda 256 6ut nonagaeTt
nog 3TO orpaHuydeHue. OrpaHMyeHUs ycTaHasauBawTCA dannamu local policy.jar wu
US_export_policy.jar B KaTanore <JRE>/jre/lib/security. [Onsa CHATUSA 3KCNOPTHbIX
orpaHm4yeHUn Heobxoammo ckayvaTb ann jce_policy.zip C MOAUTUKAMWU CO CTPaHULLbI
http://www.oracle.com/technetwork/java/javase/downloads/index.html , Bblbupasa  "Java
Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files" Bepcun 6 nnu 7. Ons
OTJlafKN »Xe MOXHO MPOCTO ckonmmpoBaTb US_export_policy.jar B local_policy.jar (oba
harna [0JHKHbI MPUCYTCTBOBATD).

3.2.icnonb3oBaHune Kpuntollpo JTLS 4yepes BHewHUi
nHTepdenc |SSE

Mocne Toro, kak KpunTtollpo JTLS noakntoyeH, ganbHenwasa paboTa ¢ npoTokoaamm SSL
n TLS B COOTBETCTBUN C POCCUNCKUMU KPUNTOrpadhuyecKnMmn aaroputmMamMmm ocyulecTBnseTcs
yepes CTaHAapTHbIN nHTepdenc JSSE, HanpuMep, Nnpu nomMoLLn metona getDefault () kKnaccos
SSLServerSocketFactory n SSLSocketFactory.

e Ecnn paHHas CTOpOHa ABNAETCSA CepBepoM, TO yCTaHOBJIEHNE 3aLUULLEHHOrO Mo
npoTtokonam SSL n TLS coeanHeHMs ocyLLecTBAAETCA NPy NOMOLLN (PYHKLMOHANIbHOCTH
knacca SSLServerSocket. Inda nonyvyeHna obbekTa Takoro Knacca, MMerLLLero
BO3MOXXHOCTb OCYLLECTB/ATb 3alMLLEeHHbIA 0OMeH AaHHbIMW B COOTBETCTBUM C
POCCUNCKNMN KpUNTOrpachnyeckumMm anroputMmamm, Heobxoammo caenaTb cnepytollee:
// NopT, MO KOTOPOMY AaHHbIA cepBep ycTaHaBAuMBaeT COefVHeHue

int port;
SSLServerSocketFactory sslSrvFact =

(SSLServerSocketFactory) SSLServerSocketFactory

.getDefault();
SSLServerSocket ss = (SSLServerSocket)sslSrvFact.createServerSocket(port);
3awmueHHoe coeamHeHme B obuieM cnydae MoxXKeT BbITb OCYLLECTBIEHO 1 NPX NOMOLLN
knacca ServerSocket (06bekTbl MMEHHO 3TOro kJjacCa BO3BpallaldTCaA MeToAO0M
createServerSocket(port)). OgHakKo, TakoW KJlacC MMeeT MEeHbLUYIO (PYHKLMOHANbHOCTbD,
YyeM ero pacwumpeHme - knacc SSLServerSocket. Bbibop TOro, Kakmm Kiaccom

nosib3oBaThbCs, 0Ga3npyeTcs Ha HeobXOAUMOCTM YCTAHOBAEHUS TeX WU  UHbIX
aTpubyToB npouecca obmeHa.

e Ecnn paHHasa CTOpoOHa SABNAETCS KJMEHTOM, TO YCTaHOBJIEHME 3aLlUULLLEHHOMO MO
npoTokonam SSL n TLS coegnHeHmns ocyLecTBAAETCA NPy NOMOLLN PYHKLMOHAbHOCTH
knacca SSLSocket. [1ns nonyyeHns obbekTa Takoro Kaacca, UMeLWero BO3MOXXHOCTb
OCYLLEeCTBAATb 3alULLEHHbIN 06MeH AaHHbIMW B COOTBETCTBUUN C POCCUNCKNMN
KpunTorpadguniecknummn anropntMmamm, Heobxognmo caenaTb cnepytoLlee:

// nopT cepBepa, NO KOTOPOMY yCTaHaB/MBaeTCs COeAUHEHue
int port;

// wMms xocTa cepBepa, MO KOTOPOMY YyCTaHaB/MBaeTCH COoeguHeHune



https://docs.oracle.com/javase/7/docs/api/javax/net/ssl/SSLSocket.html
https://docs.oracle.com/javase/7/docs/api/javax/net/ssl/SSLServerSocket.html
https://docs.oracle.com/javase/7/docs/api/java/net/ServerSocket.html
https://docs.oracle.com/javase/7/docs/api/javax/net/ssl/SSLServerSocket.html
https://docs.oracle.com/javase/7/docs/api/javax/net/ssl/SSLSocketFactory.html
https://docs.oracle.com/javase/7/docs/api/javax/net/ssl/SSLServerSocketFactory.html
http://www.oracle.com/technetwork/java/javase/downloads/index.html
https://docs.oracle.com/javase/7/docs/technotes/guides/security/jsse/JSSERefGuide.html
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String host

SSLSocketFactory sslFact =
(SSLSocketFactory) SSLSocketFactory.getDefault();
SSLSocket soc = (SSLSocket)sslFact.createSocket(host, port);

3awmueHHoe coegmHeHme B obieM cnyyvae MoXKeT 6biTb OCYLLECTBAIEHO 1 NPX MOMOLLN
knacca Socket (obbekTbl MMEHHO 3TOr0 KJjiacCa BO3BpallaloTCad MeToaoM
createSocket(host, port)). OgHako, Takon Knacc MMeeT MeHbLIY PYHKUNOHANbHOCTb,
4yeM ero pacwmpeHme - kKnacc SSLSocket. Bbibop TOro, Kakum KsacCoM MoJsib30BaTbCH,
6a3npyeTca Ha HeobXOAUMOCTWU YCTaHOBJIEHUS TeX WAU WHbIX aTpubyToB npouecca
obmeHa.

Opyron cnocob co3paTh 3alMLWEHHbIN SSL KOHTEKCT:

KeyStore trustStore = KeyStore.getInstance(JCP.CERT_STORE_NAME);

trustStore.load(new FileInputStream(“path_to_trust_store”),
“trust_store_password”.toCharArray()); // XpaHunuue KOPHEBbIX CepTUPUKaTOB

// ECNnW KOHTEKCT ANs cepBepa WM ANs KAMEHTa C ayTeHTudukaumei

if (isServer || clientNeedsAuth) {
KeyManagerFactory kmf = KeyManagerFactory.getInstance("GostX509");
KeyStore keyStore = KeyStore.getInstance(JCP.HD_STORE _NAME);
keyStore.load(null, null);

kmf.init(keyStore, “key_store_password”.toCharArray()); // MNaponb K KOHTeliHepy
cepsepa WM KAveHTa

Y /7 if

TrustManagerFactory tmf = TrustManagerFactory.getInstance("GostX509");

tmf.init(trustStore);

SSLContext sslCtx = SSLContext.getInstance("GostTLS"); // 3awuueHHbIi KOHTEKCT

sslCtx.init(kmf != null ? kmf.getKeyManagers() : null,
tmf.getTrustManagers(), null);

N3 SSLContext panee Mo>xHo nony4nTb SSLSocketFactory n cosgaBaTb COKeThl.

MpuMepbl CO34aHUA 3alULLEHHOro coeiuHeHUa MexXxAay KJIWEeHTOM U CepBepoM Mo
npotokony TLS npueoaAatca B Samples/|TLS samples, Bxoaswmx B MakeT MNOCTaBKU
Kpuntollpo JCP. MakeT ComLine moayna Samples conoepxmnT npuMmepbl cepBepa N KIJNEHTA,
3anyckaemble U3 KOMaHAHOW CTPOKW.

MopoepxuBaemble NpoTokonbl: GostTLS - cooTBeTcTByeT TLS v. 1.0, GostTLSv1.1 -
cootBeTcTBYeT TLS v. 1.1 n GostTLSv1.2 - cooTBeTcTBYeT TLS v. 1.2.



https://docs.oracle.com/javase/7/docs/api/javax/net/ssl/SSLSocket.html
https://docs.oracle.com/javase/7/docs/api/java/net/Socket.html
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4. YnpaBneHune KJio4amMy U cepTuprkaTamMim

B MK3W KpunTtollpo JTLS B npouecce ycTaHOBJIEHMSA 3alUMLLEHHOr0 COeaUHEHUNs Mo
npoTokonam SSL n TLS ncnonb3yoTcsa cnepyowme Tpym Tuna o6 beKToB:
®  3aKpbITbIA K04 0O6MeHa;
o cepTuduKaT (MM LenoYKa CePTUPUKATOB) OTKPLITOrO KJto4a, COOTBETCTBYOLLEro
3aKPbITOMY KJHOYY;
®  [OBEpEeHHbIN cepTudUKaT a9 NPOBEPKU cepTudUKaTa (MIn Lenovykm cepTndmnkaTos)
MPOTUBOMONOXXHON CTOPOHbI.

B 3aBMCMMOCTM OT poOsiM AaHHOW CTOPOHbI (KJIMEHT WX CepBep), a Takxe OT TuMa
ayTeHTUdukaumm (0OHOCTOPOHHAA  WANM  OBYCTOPOHHASA)  CYWecTBYOT  0COBeHHOCTU
NCMNOJIb30BaHNA OaHHbIX 0O bEKTOB.

4.1.YnpaBiieHne Ka4aMn n cepTudpmKaTaMmy cepsepom

4.1.1.06wme nosioXXeHus

B MK3W Kpuntollpo JTLS ayteHTudumkauma MoxeT ObiTb OAHOCTOPOHHEN WK
OBYCTOpOHHen (T.e. cepBep BCEIA oTnpaBnseT CBOW cepTUdUKAT ayTeHTuduKaumm
KNMeHTy). MNo3ToMy, ecnn faHHasa CTOpoHa ABNAETCS CepBEPOM, TO Heobxoammo, 4ToObl y Hee
CyWeCcTBOBaAM 3aKpbITbiM  KJ/IKOY U COOTBETCTBYWOWUN eMy cepTudukaT (uernoyka
cepTuUKaToB) ayTEHTU(UKALMN, B COOTBETCTBUM C KOTOpPbIMM U ByaeT yCTaHaBAMBaTbCSH
3allmuleHHoe coenuHeHure. MNpnyem, OOoMyCTUMblI K UCMNOJIb30BaHMIO TOJIBKO clieytoume napsbl
(3aKpbITbIN K04 0OMEHa 1 COOTBETCTBYOLLNN eMy cepTUhUKaT ayTeHTUDMKaLNN):

*  3aKPbITbIN KJOY COOTBETCTBYET afropntMam obmeHa Auddpu-XannamaHa v
noanuncm NOCT 34.10-2001 wvan FOCT 34.10-2012;

e cepTUdUKaAT MMeeT crefyrumne pacwmpeHns: pacwmpeHue "cnosib3oBaHus
kato4a" BktodaeT B cebsa "LLUngpoBaHne kntoden" nam "CornacoBaHue Kawyen'",
paclinpeHne "Yny4dlleHHbIn Kao4Y" nMmeeT 3HavyeHune "lMpoBepka NOAMHHOCTY
cepsepa".

4.1.2.[lencTBna nepen HavyasioMm obMeHa C KJIMEeHTOM

TakuMm obpasoMm, nepen HavyasiOM OCYLLECTBJIEHUA COEOUHEHUS C KAMEHTOM, Takue
3aKPbITbIA KOY N COOTBETCTBYIOLWNNA eMy cepTUPMKaT (Lernovyka cepTudmnkaToB) Heobxoanmo
CcO034aTb N 3aTEM MOJIOXKNTb B KJl0OHEBOE XpaHWnue, N3 KOToporo oHn n 6yp,yT NMPOo4YnNTaHbl B
npouecce obMeHa. MeToabl BbIMOJIHEHUS 3TUX ornepauui nogpobHoO onmncaHbl B PYKOBOACTBAX
nporpamMmucTa Kpuntollpo JCP un Kputollpo JCSP, a Takxe B pyKoBOACTBe MporpamMMucTa
KpunTtollpo JCP (Moaynn wugpoBaHns). Huxe npmBoaaTca NnpMMepbl TakKMx MeTO40B.

Co3paHue 3aKpbITOro KJYa obMeHa M COOTBETCTBYIOLWLErO €My OTKPbITOro KJo4a
ocylwiecTBngeTca npum  NOMOWM MeToOOoB CTaHOapTHOro kKnacca KeyPairGenerator,
MPOUHNUNANN3NPOBAHHOIO UMeHeM "GOST3410DHEL" (3TO MMsS COOTBETCTBYET alropuMTMam
obmeHa Aunddu-XannamaHa n nognucm FOCT P 34.10-2001

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DH");
KeyPair pair = kg.generateKeyPair();

// 3aKpbiTblA K4 obmMeHa

PrivateKey privKey = pair.getPrivate();

// COOTBETCTBYWWMWA €My OTKPbITbI KoY

PublicKey pubKey = pair.getPublic();

Co3paHue cepTuukata ayTeHTUdUKauumM npm  nNoMoWM  MeTOLOB  KJjacca
GostCertificateRequest, npepcrasnsaowero cobon AOMONAHUTENBHYIO BO3MOXXHOCTb paboThl
C cepTuukaTamm, peanmloBaHHyt Ha 6a3ze CK3U KpunTtollpo JCP:

String keyAlg = "GOST3410DHEL";
String certName = "CN=newCert, 0=CryptoPro, C=RU";
String httpAddress = "http://www.cryptopro.ru/certsrv/";

// co3pgaHue 3anpoca Ha cepTudmkaT ayTeHTudukaumm cepsepa
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GostCertificateRequest request = new GostCertificateRequest();

request.setKeyUsage(GostCertificateRequest.CRYPT_DEFAULT);
request.addExtKeyUsage(GostCertificateRequest.INTS_PKIX_CLIENT_AUTH);
request.addExtKeyUsage(GostCertificateRequest.INTS_PKIX_SERVER_AUTH);
request.setPublicKeyInfo(pubKey);

request.setSubjectInfo(certName);

request.encodeAndSign(privKey);

// oTnpaBKa 3anpoca UeHTpy cepTudukaumMm U MNosayyeHue OT LeHTpa

// cepTupukata B DER-KOAMPOBKE

byte[] encoded = request.getEncodedCert(httpAddress);

// reHepauyus X509-cepTudukaTta M3 3aKOAUPOBAHHOIO NpeAcTaB/ieHUs cepTudnkata
CertificateFactory cf = CertificateFactory.getInstance("X509");

java.security.cert.Certificate cert = cf.generateCertificate(new
ByteArrayInputStream(encoded));

3anncb CO34aHHOIMO 3aKPbITOr0O KJ/4Ya M LEernovYkn cepTudMKaToB, COCTOSALLEN W3
cepTudmnkaTa ayTeHTUPUKaAUMM N KOPHEBOro cepTuukaTa uUeHTpa cepTudunkaumm, Ha
XKECTKNIN ANCK:

String password = "password";
String alias = "newKey";
String certPath = "C:\\certificate.cer"; // daiin, B KOTOpLI 6blN NpeaBapuTesibHO

// cOXpaHeH KOpHeBOW cepTudmkaT uUeHTpa
CertificateFactory cf = CertificateFactory.getInstance("X509");
FileInputStream fis = new FileInputStream(certPath);

java.security.cert.Certificate certRoot = cf.generateCertificate(new
BufferedInputStream(fis));

java.security.cert.Certificate[] certs = new java.security.cert.Certificate[2];
certs[0] = certRoot;

certs[1] = cert;

KeyStore hdImageStore = KeyStore.getInstance("HDImageStore");
hdImageStore.load(null, null);

hdImageStore.setKeyEntry(alias, privKey, password.toCharArray(), certs);

hdImageStore.store(null, null);

B oaHHbIX npuMepax NpPMBOAUIOCH UCMOJIb30BaHMUE TECTOBOro LeHTpa cepTudumkaumnm
KpunTollpo.

TakXXe MOXHO BOCMOJZIb30BaTbCA rOTOBbIMW KnAaccamm naketa ComLine w3 Moayns
Samples, Bxogswero B coctaB Kpuntollpo JCP. 3anyctute ComLine C BbI30OBOM HY>XHOIO
Knacca nmbo caM Knacc, UCMonb3ya cneaylolmne napameTpbl KOMaHOHOW CTPOKU:

java ComLine NameofClass args wiam java NameofClass args

HanpumMmep:

java ComLine KeyPairGen -alias name_of_key -dname CN=autor,OU=Security, 0=CryptoPro, C=RU
-reqCertpath C:/req.txt

nnn

java KeyPairGen -alias name_of_key -dname CN=autor,OU=Security,0=CryptoPro, C=RU
-reqCertpath C:/req.txt

Mpn 3TOM NPONCXOANAT: FreHepnpoBaHNE KJOYEeBOW Napbl (B COOTBETCTBME anropmtMam
obmeHa [HOuddu-XenmaHa un noanucu TOCT P 34.10-2001) ”n COOTBETCTBYHOLWIEro €N
caMonoanucaHHOro ceptudukaTa, 3annucb KUX Ha HOCUTEsb, reHepauus 3anpoca (DER) Ha
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cepTudukaT 1 3anucb ero B arnn, noaydeHne ceptudmkaTa U3 3anpoca, NnpeacTaBieHHOro B
DER-kOOMpPOBKE 1 3anMnCb €ro B XxpaHuauiie v B ana, nocTpoeHne Lenoykmn ceptnudrnKkaTos.

4.1.3.PaboTa c kato4amm obmeHa n ceptTudmnkaTamm
ayTeHTUuunKaumnmn

Cam npouecc obMeHa Ha4yMHAeTCs C TOro, 4TO onpenenseTcs, Kakas WMeHHO napa
(3aKpbITbIN K04 06MeHa - cepTudmkaT ayTeHTUdrKaunm cepeepa) byaeT ncnosb3oBaH. OAns
3TOro mMoJIb30BaTes0, BLIMOJIHAKLWIEMY pPOJib CepBepa, HeobxoOAMMO YyKasaTb, U3 KakKoro
KJIlO4EeBOro XpaHunuuwa byaeT npoymMTaHa Tpebyemas napa. YKa3blBaeTcsl 3TO MpPW MOMOLLM
CUCTEMHbIX HaCTpoeK creayolwmnm obpasom:

System.setProperty("javax.net.ssl.keyStoreType", "HDImageStore");

System.setProperty("javax.net.ssl.keyStorePassword", "password");

HacTtponka "javax.net.ssl.keyStoreType" 3agaeT Tun KJ/KOYEBOro HocuTens, C
KoToporo OygeT npoymTaH 3aKpbiTbin KAKOY W COOTBETCTBYHOWMNA eMy cepTudukar
ayTeHTUdMKaumm (uenoyka cepTudukaTtosB). Takmm obpa3om, B KavyecTBe Tuna HoCcuTens
HY>XHO yKa3biBaTb TOT HOCUTE/b, Ha KOTOPbIN NMpeaBapuTenbHO Oblla 3anncaHa Tpebyemas
napa. Ecnn Takyt HacTPoOMKy He NPou3BOANTb, TO MO YMOJIYaHUIO B Ka4yecTBe HocuTens bynet
NCMOJIb30BaH XXECTKNIN AUCK.

HacTponka "javax.net.ssl.keyStorePassword" onpepenseT naposfib Ha 3aKpbITbIN
Koy obMeHa. TakuMm obpa3oM, B Ka4eCTBE Maposis HY»XXHO yKa3bliBaTb TOT MapoJib, C KOTOPbIM
Ha HocuTenb Oblna 3anucaHa Tpebyemasa kiw4YeBas Napa. Ecnanm Takylo HaCTpPoOMKy He
MPoOn3BOAUTb, TO MO YMOsHaHMIo ByoeT ncnosb30BaTbhCA HYJ/1IEBOW Maposib.

Takum obpa3om, C 3agaHHOro HocuTena "javax.net.ssl.keyStoreType" 6ynyTt
npoYnTaHbl BCE XpaHAWMecs Ha HeM 3aKpblTble K/YM U cepTudukaTbl (Lenoyvku
cepTudukaToB), yAaoBneTeBopslowmMe napono  "javax.net.ssl.keyStorePassword" wn
TpeboBaHMAM:

®  3aKPbITbIA KJIHOY COOTBETCTBYET aJiroputTmMam obmMeHa Aunddpun-XannmaHa u
nognucm FOCT 34.10-2001 van FOCT 34.10-2012;

e cepTUdUKAT UMEeeT ciefytoLme paclumpeHns: pacwmpeHme "Ncnonb3oBaHus
KJto4a" BkoYaeT B cebs "LLndgposaHune knoden" nnm "CornacoBaHume kawden";
paclivpeHne "YnyyleHHbIn KA4Y" nmeeT 3HavyeHue "lMpoBepKa NoaJIMHHOCTY

cepsepa".
B kauyecTBe paboyen napbl 6yneT BoibpaHa nepeas.

4.1.4.PaboTa c noBepeHHbIMU cepTUrKaTamMmn

B cnydyae [OBYCTOPOHHEN ayTeHTUdUKauuu, KJIANEHT TrpuUcblslaeT cepBepy CBOM
cepTndukaTt ayteHTudunkaumun. Cepsep npu 3TOM [0JIKEH MPOBEPUTb, YTO cepTUdukaTy
KIneHTa MOXHO poBepaTb. Ona 3Tux uyenen B MNMK3W Kpuntollpo JTLS wucnonb3yeTtcs Tak
Ha3blBaeMOe MHOXXEeCTBO [OBEPEeHHbIX CepTUMUKaATOB, KOTOpoe onpenensaercsas npu nomoLim
cnenyrowmnx CUCTEMHbIX HaCTPOeK:

System.setProperty("javax.net.ssl.trustStoreType", "HDImageStore");
System.setProperty("javax.net.ssl.trustStore", "C:\\Java\\jcp\\trust");

System.setProperty("javax.net.ssl.trustStorePassword", "password");

HacTpownka "javax.net.ssl.trustStoreType" onpegenseTr  TUN  XpaHWauwa
ceptndpukatos. B Kpuntollpo JCP mn Kpuntollpo JCSP xpaHwuinwie cepTUUKaTOB, Kak
npaBuiIo, accoLunmpyeTcs C HEeKOTOPbIM KJIl0YEBbIM HOCUTeNeM (rnpu 3TOM TUM XpaHUAULLa
cepTuduMKaToOB coBNafaeT C TUMOM KJIIOYEBOro HocuTens). Takum obpasom, ecnv B AaHHON
HacTpoOMKe B KayecTBe TUMa XpaHWIULWLA YKasblBaeT TUM KJOYEBOro HoCUTeNs, TO C
yKasaHHoOro Hocutens 6yayT nNpoyYnMTaHbl BCE KOPHEeBble CepTUdMKaTbl LEenoYek u 3Tu
ceptudumkaTbl byayT nobasneHbl BO MHOXECTBO [OBEPEHHbIX CepTUPMKaTOB (ecnun uernoyka
COCTOMT M3 O0AJHOro cepTudmkaTa, TO I3TOT cepTudumkaT Takxe OypeT cYUTaTbCS
[oBepeHHbIM). ECNM Takylo HacTpOMKY He NpoM3BOAUTb, TO MO YMOJYaHWUIO B KavyecTBe Tuna
XpaHunuwa ceptugukaToB byaeT NCNOSb30BaH XECTKUA OUCK.

HacTtponka "javax.net.ssl.trustStore" 3agaeT NyTb K XpaHUAULLY CEPTURUKATOB,
COOTBETCTBYOLLEMY TANYy "javax.net.ssl.trustStoreType". Takoe XpaHunanwe
ncnonb3yeTca B TOM CJlydae, Korga ceptudukaT KJMeHTa MOoANMUCaH HEeKOTOpbiM LLeHTPOM
cepTudmKaLnn, KOPHEBOW CcepTUdMKaT KOTOPOro He yyacTByeT HWM B OAHOW Lenouke,
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NpoYNTaHHOM C HocuTens "javax.net.ssl.trustStoreType", o4HaKO cepBepy U3BECTHO, 4TO
TakoMy LEeHTpYy cepTuukaumm MOXHO [AoBepATb. [na 3Toro, cepsepy npenBapuTesibHO
HeobXoAMMO MONIOXKNTb KOPHEBOW CepTUMUKAT 3TOro LEeHTpa B XpaHWIULLE CepTUPUKATOB
"javax.net.ssl.trustStore" cneaytwowmm obpasom:

String certPath = "C:\\certificate.cer"; // ¢aiin, B KOTOpLIA 6Obln NpeaBapuTenbHO
// COXpaHeH KOpPHEeBOWN cepTuduKaT UeHTpa

KeyStore ks = KeyStore.getInstance("HDImageStore");

ks.load(null, null);

CertificateFactory cf = CertificateFactory.getInstance("X509");

FileInputStream fis = new FileInputStream(certPath);

java.security.cert.Certificate cert = cf.generateCertificate(new
BufferedInputStream(fis));

ks.setCertificateEntry("certificate", cert);
FileOutputStream fos = null;

fos = new FileOutputStream("C:\\Java\\jcp\\trust");
ks.store(fos, "password".toCharArray());

fos.close();

N3 yKazaHHOro xpaHunumiwa cepTudukaToB 6yayT npo4YnTaHbl BCe CEPTUPMKATLI, 1 OHK
Takxe 6yayT pnobaBneHbl BO MHOXECTBO [OOBEPEHHbLIX CcepTudukaToB. Ecnm paHHylo
HacCTPOWNKY He MPoM3BOAUTb, TO MO YMOJIHAHMIO XPaHUAMLWE CepTUPNKATOB MUCMNOb30BaTbCA
He byneT (B KayecTBe OOBePEHHbIX ByayT MCMNO/b30BaThbCA TOJIbKO KOPHEBbIE CepTUdUKATLI
Lenoyek, MpPoYnUTaHHbIX C HocUTens"javax.net.ssl.trustStoreType").

HacTtponka "javax.net.ssl.trustStorePassword" onpefenseTr napojsb Ha AOCTyN K
XpaHuUAuLy cepTudunkaToB (Maposib, C KOTOPbIM 3TO XpaHunuwie 6bi10 coxpaHeHo). Ecnwu
TaKyl0 HaCTPOMKY He MPOU3BOANTb, TO NAPOJib CHNTAETCA HYNEBbIM.

MoBTOPUM, 4YTO onpefesieHHoe TakuM 06pa3oM MHOXXECTBO [A0BEepPEeHHbIX CEPTUPMKATOB
CepBepoM UCMOJIb3yeTCa TOJIbKO B CJlydae [OBYCTOPOHHEN ayTeHTUdukaumm (T.e. B 3TOM
c/ly4ae OHO He AOJ/HKHO OblTb MycCTbiM). B crnyyYae OBYCTOPOHHEN ayTeHTUUKauum cepeep
OTpaBNsieT KJMEHTY CMNUCOK WMEH u3paTesieil, KOTOpbiIM OH [oBepseT. DTOT ChUCOK
hopmMumpyeTca U3 nMmeH Cyb beKTOB BCEX [OBEPEHHbIX CEPTUMUKATOB.

Mpwn nonyyYyeHUn cepTudmkKaTa ayTeHTUhUKaumm (LenoyYkmn cepTMnKaToB) OT KJINEHTA,
OH CYMTAETCS YCMeLwHo NPOBEPEHHBIM B OHOM U3 YETbIPeX CJly4aeB:

e cepTuUUKaT ayTEHTUPMKALMN (KOHEYHBIN CEpTUPMKAT LLEMOYKN) COLEPKNTCSA
BO MHO>XeCTBE [JOBEPEHHbIX CepTUPMKATOB;

e KJveHTOM bblsla OTNpaB/ieHa Lenoyka cepTudurkaTos, ceptTudumkaT
ayTeHTUdunKaunm (KOHeYHbIn cepTUPUKAT) He ABNISEeTCA AOBEPEHHbBIM, HO OBEPEHHbIM
ABNAETCHA OAVH U3 NPOMEXYTO4YHbIX CEPTUDUKATOB NN KOPHEBOW CepTUUKAT
Leno4ku. Torga ocyLecTBASETCSA NPoOBepKa LLenoYKM OT KOHEYHOro A0 Takoro
[oBepeHHoro cepTudukaTa. ECnm Lenoyvyka npoBepeHa, TO N CepTUPUKAT CcHMTaeTCH
NPOBEPEHHbIM;

* HMW OAWH U3 CEPTUPUKATOB LIEMNOYKN HE BNSETCA OBEPEHHbLIM, HO UMS
n3pgaTens KOPHEBOro, HO NPY 3TOM He CaMOMNOANMNCAaHHOr0, cepTUdmUKaTa LEenoyKu
COLLEePXXMTCS B CMNCKE AOBEPEHHbLIX MMEH. Torfa oCyLLeCcTB/SeTCA NpoBepKa LernoYkun
cepTUMKaTOB, COCTOALWEN U3 NepeaHHON LernoYykn N AoBEePEeHHOro ceptudmkaTa,
nMsA cybbekTa KOTOPOro coBnajaeT C MMeHeM n3faTtens nepefaHHOro KOpHeBoro.
Ecnv uenoyka npoBepeHa, TO U cepTUPUKaT CHNTAETCH NPOBEPEHHbBIM;

i B MPOTMBHOM CJlyHae, OCyLlleCTBIAeTCd NMonbiTKa NOCTPOEHNA Leno4yKn
cepTUMKaTOB Ha OCHOBE NMepefaHHON LLernoYvYkn N BCEro MHOXXECTBa A0BepPeHHbIX
cepTucukaToB. Ecnm Lenoyka nocTpoeHa, To CepTUPUKAT CHNTAETCHA NPOBEPEHHbLIM.
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4.2.YnpasneHune Kn4amMm 1 ceptumnKaTamMm KIIMeHToM

4.2.1.06wme nonoxxeHms

C TO4YKM 3peHna poan KJIMeHTa OCHOBHOE pa3findme B YMpaBJieHUU KJ4YaMu
npoBoanTCsa 0N 3demMepanbHOro n HeademepasbHoro obmeHa. HeagemepanbHbil 06MeH B
MK3N Kpuntolpo JTLS ponycTumMm TOJIbKO AnS  Kawoden obmeHa, COOTBETCTBYHOLMX
anroputmam obmeHa Auddu-XannmaHa un noanucu FOCT P 34.10-2001 vnanm FOCT P 34.10-
2012. Bo BCex OCTalJlbHbIX Cryyasax, 3demepasibHbli 0bMeH NpoM3BOAUTCA Ha KJo4vax,
cooTBeTCcTBYIOWMX anropntmy NOCT P 34.10-2001 wvnan TOCT P 34.10-2012.

HanomMHumMm, 4TO 3q)eMepaanb||7| obmeH OCyLeCTBNAETCA B ABYX CJlyHadX:

® B C/lyyae OAHOCTOPOHHEN ayTeHTUDUKALUN, KOrAa 3aKpbIThIA K04 obMeHa KnneHTa
BoObLLLEe He NCMONb3yeTCs;

e B C/lydyae ABYCTOPOHHEN ayTeHTUMMKALNN, KOFAa 3aKpbITbI KoY oBMeHa KJIMeHTa He
COOTBETCTBYET MO NapamMeTpaM NnepefaHHOMY CEPBEPOM OTKPLITOMY KJIOUY, HO Mpu 3TOM
CO3[,aeTCs 3JIEKTPOHHAS MOAMUCL Ha 3aKPLITOM Kitove obmeHa.

Kak crnefyeT u3 onumcaHHOro Bbille, B C/lyYae OBYCTOPOHHEN ayTeHTUdUuKaumm, ecnm
[aHHasi CTOPOHa SIBNAETCS KJMEHTOM, HeobxoauMMo 4Tobbl y Hee CyLlecTBOBaJM 3aKpbIThIN
KN4 1M COOTBETCTBYWOLMA eMy cepTUdUKaT (Lernovyka cepTUPMKATOB) ayTeHTUUKauum.
MpuyeM, [oNyCTUMbI K UCMOJIb30BaHMIO TOJIbKO Cliefytowme napbl (3aKpbiTbi KoY obMeHa 1
COOTBETCTBYHOLMIA eMy CEPTUDMKAT ayTEHTUDMKALNN):

®  3aKPbITbIA KJIHOY COOTBETCTBYET aJiroputmMam obmMeHa Aunddpun-XannmaHa u
noanuncm NOCT 34.10-2001 wvan FTOCT 34.10-2012;

* cepTU(dUKaT UMeeT cneyloume paclumpeHns: pacwmperme "Micnonb3oBaHns
Ko4a" BkAoYaeT B ceba "LLndposaHune knoden" nnm "CornacoBaHme kao4den";
paclivpeHne "Yny4dleHHbIn Ka4Y" nmeeT 3HavyeHue "lpoBepKa NoaJIMHHOCTH
KnveHTa".

4.2.2.0encTBus nepen Ha4anom obmMeHa C cepBepoMm

Taknm obpasom, nepepn Ha4vasloM OCYLLECTBAEHUS COeAVHEHMS C CepBEpPOM B Ciay4ae
OBYCTOPOHHEN ayTeHTUUKaumm, Takme 3aKpbITbiM KJIHOY U COOTBETCTBYWOLIMA eMy
cepTudurkaT (Lenoyky cepTudurkaToB) He0BX0AMMO CO3[aTb M 3aTeM MOJIOKUTL B KJllOYEBOE
XpaHuauie, n3 KoOToporo oHu u 6yayT npodmTaHbl B npouecce obmeHa. OcyuiecTBreHue
TakKux OeNCTBUN NPOM3BOAUTCS aHANIOrMYHO ONMMCaHUI0 ANa cepeepa. EAnHCTBEHHaa pasHuua
COCTOMT B TOM, 4YTO CO3[aBaeMbll cepTUduUKaT ayTeHTUPUKaumum nMeeT paclnNpeHuns
cepTuukaTa ayTeHTUPUKaumm knmeHTta. Co3gaHne Takux cepTUUKaToB NPOU3BOAUTCA MO
cnefyloLlen cxeme:

String keyAlg = "GOST3410DH";
String certName = "CN=newCert, 0=CryptoPro, C=RU";
String httpAddress = "http://www.cryptopro.ru/certsrv/";

// co3paHve 3anpoca Ha cepTudukaTt ayTeHTudukauum cepsepa
GostCertificateRequest request = new GostCertificateRequest();
request.setKeyUsage(GostCertificateRequest.CRYPT_DEFAULT);
request.addExtKeyUsage(GostCertificateRequest.INTS_PKIX_CLIENT_AUTH);
request.setPublicKeyInfo(pubKey);

request.encodeAndSign(privKey);

// oTnpaBKa 3anpoca LUeHTpY cepTudmkaumm n noayyeHue oT ueHTpa

// cepTudukata B DER-KOAMPOBKE

byte[] encoded = request.getEncodedCert(httpAddress);

// reHepauusi X509-cepTudukaTa M3 3aKOAMPOBAHHOrO MpefcTaB/eHMs cepTudukaTa
CertificateFactory cf = CertificateFactory.getInstance("X509");

java.security.cert.Certificate cert = cf.generateCertificate(new
ByteArrayInputStream(encoded));

12



JKTAN.00087-01 90 09. Kpunrtollpo JTLS. PykoBoacTBo mporpaMmucTa
4.2.3.PaboTa c knto4amm obmeHa n ceptTudmnkaTamm
ayTeHTUdpuKaunmn

DTa paboTa ocywecTBAseT TONbKO B CJlydae [ABYCTOPOHHEN ayTeHTuhukaumm wu
aHasorMyHa onucaHwio A[ns cepBepa. EQMHCTBEHHas pasHMUa cocToMT B Bbibope napsbl
(3aKpbITbIA K04 OobMeHa - cepTUduMKaT ayTeHTudhukauumm). Ecnm B ciyyvae cepsepa, B
KayecTBe paboyel napbl BbibMpaeTcs nepBasi NOAXOAALWAA Napa, NPOYNTaHHAsA C KJOYEBOro
HOCUTenNs, TO B IaHHOM CJly4ae BO3MOXXHbI 1Ba BapuaHTa:

* eC/In Ha HoCUTeNe CyLLeCcTBYeT NoaxoasWmni cepTudukaT (Lenovka
cepTndUKaToB) U NPU 3TOM YA0BJIETBOPAIOLLNIN NepefaHHOMY CEPBEPOM CMUCKY
[OBepeHHbIX UMeH n3gaTtenen, a OTKPbITbIA KJIOY 3TOro cepTuduKaTa coBrnagaeT rno
napaMeTpam C OTKPbITbIM KJIIOHOM cepTudmrKaTa cepBepa, TO 3TOT cepTudukaT byaeT
nepefaH cepeepy, a Ha COOTBETCTBYIOLLLEM €My 3aKPbITOM KJlto4e ByeT ocyLecTBieH
obmeH;

* B MPOTMBHOM cny4ae, byneT BbibpaH Nepsbi NOAXOAALWMNA CEPTUDMKAT,
co3faHa 3hemepalsibHas KtoYeBas rnapa C napameTpaMm OTKPLITOro KJto4a cepsepa n
oTnpasJsieHo coobuieHne CERTIFICATE_VERIFY B coOoTBETCTBUM C CO34aHHON
3themepanbHOM Mapon N BblbpaHHbIM CEPTUHNKATOM.

4.2.4.PaboTa c noBepeHHbIMU cepTUdrKaTamMmn

MNMockonbKy cHmTaeTcs, 4To cepsep BCEMA npuckinaeT cBo cepTUGUKAT KIANEHTY, TO
nposepka cepTuuKaTa KJIMEHTOM ocyuwecTeinseTca Bcerga. OHa OCHOBbLIBaeTCcsa Ha
MHOXeCTBEe [OBEpPeHHbLIX CepTUPUKaToB KJueHTa, dopMUpyeMoro ”n WUCMosib3yemoro
aHaJIorM4yHoO onmcaHuio cepsepa. O4eBMAHO, YTO 3TO MHOXXECTBO A0J/IKHO BbITb HE MYCThIM.
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5. Peannsyemble LWUNGP-CIOUTLI U COBMECTUMOCTb MO HUM
C pa3nunydHoiMu BepcnamMmm Kpuntollpo CSP

5.1.0nucaHune peanmsyembix Kpuntollpo JTLS wundp-cronT

MK3W KpunTollpo JTLS peannsyeT Tpu BapmaHTa WNQPP-CIOUT. B peannsoBaHHbIX WKp-
CIOUTax NCMONb3YOTCA cnegyoLline anropuTMmbl:

* aJropuT™m Kato4esoro obmeHa Ouddu-XsanamaHa B COOTBETCTBUN C aJIFTOPUTMOM
anekTpoHHon noanucn FOCT P 34.10-2001 nnn FOCT P 34.10-2012.

e anropuTt™m xawmpoBaHunsa B cooteeTCcTBUM € TOCT P 34.11-94 nan rOCT P 34.11-
2012;

e aJropuT™M BbIpaboTKN 31eKTPOHHON Nnoanucu B cootsetTcTBum ¢ FOCT P 34.10-
2001 nan FOCT P 34.10-2012. BoipaboTka 31 ocyLlecTBASE€TCA B TOM C/lyyae, Korga
JaHHasa CTOpOHa ABASETCA KIMeHToM, TpebyeTcs ee ayTeHTUPMKALMA, HO NapaMeTpbl
kto4Ya Il knMeHTa He COOTBETCTBYIOT NapamMeTpaM KJoda rnposepku 31 cepeepa;

* aJIFOPUTM MNPOBEPKN 3JIEKTPOHHOM noanucu B cootsetTcTeum ¢ FOCT P 34.10-
2001 vnn F'OCT P 34.10-2012. MNMpoBepka I3[ ocyLwecTBNsgeTCA B TOM CJ/iydae, Korga
0aHHas CTOpPOHa SIBNSETCA CepBepoOM, TpeboBanacb ayTEHTUPUKALMNS KIIMEHTA, HO
napameTpsbl K/toYa Il KIneHTa He COOTBETCTBOBaJIM NapaMeTpaM KJtova nposepku 3l
cepBepa;

* AJrOpUTM WM POBaHUSA coefnHeHns B cooTBeTcTBMKU ¢ TOCT 28147-89;

e ANropuTM MMUTO3ALLUNTBLI NepefaBaeMbliX AaHHbIX B cooTBeTCcTBUU € TOCT
28147-89.

Huxe npusoantcsa Tabnmua C KpaTKUM onucaHuem peanusyembix Kpuntollpo JTLS
wngp-crouT:

) NoeHTngmnkaTop WNgp-|ANropuT™M Kaloyen| Pexxmnm WngpoBaHns OaHHbIX no
ms lncpp-cronTel CIOUTHI obmeHa anroputmy NOCT P 28147-89
TLS_CIPHER_2012 0xff85 FOCT 34.10-2012 (FammupoBaHune
TLS_CIPHER_2001 0x81 FOCT 34.10-2001 (FammupoBaHue

B paHHon Tabnuue WnNdp-clonTbl NepedYncsieHbl B Nopsake yMeHbLUEeHUS NpuopuTeTa.
CoOTBETCTBEHHO, NpPWU MOJIYYEHUN OT KJMEHTa CNucka wWwugp-ClonT, cepBep BbibnpaeT
NOAXOASLLYIO LUNGP-CIOUTY C HAUBObLLMM NPUOPUTETOM.

5.2.NMoopep>xka Wndp-CoUT KJINEHTOM N CEPBEPOM B
KpunTollpo JTLS

Mpn wnHUUMannsauumnm npouecca obmeHa, Tekylwas CTOpOoHa GOpPMUPYET CMUCOK
noonep>XMBaeMbIX LWNGP-CIOUT. ITOT CNMCOK ByaeT pa3myaTbCa B 3aBUCUMOCTM OT TOro,
ABNAETCA TeKywas CTOPOHa K/MEeHTOM WM cepBepoM. llopnepxmBaemble LWNEPP-CIONTHI
3aHOCATCA B CMUCOK B COOTBETCTBUM C MOPAAKOM MX MpuopmuTeTa (NepBOA 3aHOCUTCS WNAP-
cionta c Haubonbwum npuopuTeToM). HanbHenwnn npouecc obmMeHa TeKyLlelnl CTOPOHOWN
byneT oCcylecTBAATLCSA B COOTBETCTBUM C CHOPMUPOBAHHBLIM CNUCKOM. OTNpaBKa KAMEHTOM
CMMCKa CepBepy OCYLWECTBAAETCHS MMEHHO B TakOM BUAE, B KakKOM OH 6bin chopMupoBaH (B
nopsagke ymeHblleHus npuopuTeTa). Pazbop nonyyYyeHHOro OT KAMEHTa CrNWUCKa CepBepoM
TaK)Xe OCYLLEeCTB/ISIeTCSA B NOPAAKE YMEHbLUEHUS NMPpUopuTeTa.

e TLS_CIPHER_2012 - nogaep»xusaetcsa obenmn ctopoHamu. ECam faHHas cTopoHa
ABJISETCSA CEPBEPOM, N B NOJIYHEHHOM €10 CNUCKe NoaLep)XMBaeMblX KJIMEHTOM WNgp-CONT
copoepxutca TLS CIPHER 2012, To UMeHHO OHa 1 BbibupaeTcs B kadecTBe paboyen. Ecnn paHHas
CTOpOHa ABMSAETCA KINEHTOM, TO Wwndp-ctonta TLS CIPHER 2012 oTnpaBnaeTcs NepBoOi B CNCKe
noanepXXuBaembix.

e TLS_CIPHER_2001 - nogaepxusaeTtca obenmm ctopoHamu. Echm gaHHasa ctopoHa
ABJISETCA CEPBEPOM, N B MNOJIYHEHHOM €10 CMUCKe MNOoALEePKMBAEMbIX KJINEHTOM LWNPP-CIONT He
copepxanocb TLS CIPHER 2012, To B KavecTBe paboyein Bbibupaetca TLS CIPHER 2001. Ecnu
JaHHas CTOpOHa SBASeTCA KJIMEHTOM, To wudp-couta TLS C/IPHER 2001 oTnpaBnsieTcs BTOPOMn
B CNUCKe noafep>XnBaembix.

TakuM obpa3oM, hopMUMpPYyIOTCA Cenyolmne CNMcKn Noaaep X MBaemMbIX LWNGP-CIOUT:

KnueHnT CepBep
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TLS _CIPHER 2012 TLS CIPHER 2012

TLS_CIPHER_2001 TLS_CIPHER_2001

5.3.CoBMeCTUMOCTb MO Wnp-CronTam C pasiMyHbIMN BEPCUAMUA
KpunTollpo CSP

Huxxe npuBoauTcs Tabnvua, B KOTOPOW OMUCHLIBAETCS, Kakash MMEHHO LWugp-ClonTa
6yneT BbiOpaHa cepBepoM MNpu YyCI0BUYM MPU OCYLLLECTBJIEHUN NMpoLecca obMeHa C pasInyHbIMU

Bepcmamm Kpuntollpo JTLS.

KnuenT Cepsep
JTLS 2.0 JTLS 2.0 TLS_CIPHER 2012, TLS_CIPHER_2001

JTLS 2.0/ CSP 4.0 TLS_CIPHER_2012, TLS_CIPHER_2001

Bbibupaemas cepsepom wiucp-ciouta

CSP 4.0/ )TLS 2.0

TLS_CIPHER_2001

JTLS 2.0/ CSP 3.6

CSP 3.6/ JTLS 2.0

JTLS 2.0

CSP 3.0

TLS_CIPHER_2001

CSP 3.0

JTLS 2.0

TLS_CIPHER_2001
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6. KOHTpoJibHasa naHesb

OcHoBHOM Habop 3akNafoK KOHTpoJsibHOM naHenun Kpuntollpo JCP onucaH
PykoBoacTtBe agMumHucTpaTtopa. lNMocne ycrtaHoBkn moayna Kpuntollpo JTLS Ha KOHTPOJIbLHO
naHenn NosBATCA COOTBETCTBYIOWME 3aKNaaKW.

B
n

6.1.3aknanka "Cepsep JTLS"
=EY

IZP | ANropHTHE | CB0pY A0EaHHE | dononHKTENEHD | OKpYEHHE
“PAHMMMLLA KNHIHER M CRpTHRMKATOE Cepeep ITLS | Hactporkkn TLS

KpvnTtolpo JTLS ».2.0, rel.2.0.39199
(c) KpunTo-Mpo, 2005-2017, ece Npaga 3alMuleHb]

NHueHsHA

Eepcua: 2.0

CEPHAHEIA HOMER; CT206-M1000-00%Wa-QE
Enaaeney;: He yCTaHoEneH
UpraHHzagma; P

THm: CepEEpHaA

A0nyCTHMOE KOAMUECTED CECCHH: HeorpaHHYEHHD S

BpemA AeACTEMA: Heor paHH4eHHan

JaTa nepeol YCTAHOBKH! 14.02.2017

BEOA NHUEHZHK

(8] 4 OTHEHS [IEHHMEHHTE |

PucyHok 1. BHewHun Bua naHenm "JinueHsua" (BpeMeHHasa NuueH3us)

[daHHaa naHenb COAEPXXUT WHGOpMaUMIo 0 cepBepHOW nuueH3nn Kpuntollpo JTLS.
PaboTa c maHHOW NaHenblo aHasnorm4yHa pabote c 3aknagkon "Obwwme" (naHens "JinueHsna").

6.2.3aknanka "Hactpounku cepsepa”

PucyHok 2. BHewHun Bug naHenm "HacTtpouku cepsepa"

[laHHas NaHeNb COMepPXXUT HaCTPONKKN cepBepa:

e AyTeHTUUKaLNA KINeHTa:
0 He TpebyeTcs (Mo ymoa4aHuio)
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ol

JZP | ANropHTHE | DRopYA0BaHHE | JononHKTENEHD | DEDVHEHHE
XPAHMAHLLE KNHYEH M CEPTHHHKATOE | Cepeep JTLS HacTpokkK TL

Ay TEHTHRMEALMA KAHEHTS IHE TpebveTca = I
PasmMep KalWa CeccHi I ZDE:
BpeMA xpaHEHKA CECCHA B KaLWeE (4] I 245:

[ MpoeepATe cepTHMKATE! LENOHKK HA OT3RIE

[+ Zarpywate CRL no CRLDP cepThgmaTa (N0 yMon-aHH)

[T 3arpysate CRL Mz nankm

Fenegotiation indication

™ PazpelmTe HefesonacHoe EOS0BHOBNEHHE CECCHH H HECOOTEETCTEHE RFC 5746
{% ZanpeTHTk HeflezonacHoe E000HOENEHHE CECCMM, PAZPEILMTE HECOOTEETCTEHE RFC 5746
" TpefoBaTe HankdHe RI W cTporoe cooTEETCTEHE RFC 5746

[~ ZanpeTHTE KENMEHTY OTNRABNATE pacMperke RI

(0] 4 OTHEHS [IEHMEHHTE

0 >KenaTeslbHa
0 TpebyeTcH

* Pa3Mep K3La ceccuin (KONMYeCcTBO CeCccuin; No ymosnyaHuo 0 - HeorpaHM4YeHHoe)

* BpemsA xpaHeHusa ceccuin B Kawe (No ymondaHuio 24 4aca; ecnm pasmep KaLla ceccmnm He
3adaH (=0), To "cTapble" ceccun yaansaTbca He 6yayT).

¢  B0O3MOXXHOCTb MOJIHOIO OTKJIIOYEHMNS NPOBEPKUN LIEMOYKN CEPTUPUNKATOB Ha OT3bIB,
BKJIOYEHMe NpoBepKun ¢ ycnosneM 3arpy3km COC u3s cetn no CRLDP cepTudukaTa, BKIOHEHME
npoBepKu ¢ ycroBmneM 3arpy3skm COC u3 nanku (3agaetcs abcontoTHbIM NyTb K nanke ¢ COC).

e OTkJI04eHMe, BKIIOYEHMe 1 TpeboBaHme noaaepXKu pacwmpeHus Renegotiation
Indication (RFC 5746). 3agaHne faHHbIX HACTPOEK C NMOMOLLbIO MapaMeTpoB
-Dru.CryptoPro.ssl.allowUnsafeRenegotiation=<value>
-Dru.CryptoPro.ssl.allowlLegacyHelloMessages=<value> B NpuaoXXeHNN NMeeT NPUOPUTET Bbllle
1 nepeonpepenseT HacTponku JTLS. Mapbl ykaszaHHbIX CBOMCTB 0bpa3yoT ciefyouime rpynnbl:

17
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Pe>Xxxum

Allow Legacy Hello
Messages

Allow Unsafe
Renegotiation

AHanorusa c CSP TLS

Ctpor

nn (strict)

false

false

Tpebyem RFC 5746:
Hannyme Rl obs3aTesnbHO,

NpoBepKa BbINOJHAETCS

be3on

ACHbIN

(interoperable)

true (SUN default)

false

Moppnepxunsaem RFC

5746 (no ymonyaHuio B
CryptoPro CSP 4.0): Hanun4mne RI
HeobsA3aTeNnbHO,

nMpoBepKa MoXeT

BbIMOJIHATbLCA

Hebe3onacHbIn
(insecure)

true

true

He nopnep>xusaem RFC
5746 (no ymonyaHwuio B

CryptoPro  CSP):
Heoba3aTeNbHO,
BbINONHSAETCSA

Hann4ne
npoBepkKa

RI
He

3anpeT oTNpaBKWN KINEHTOM paclumpeHnsa Renegotiation Indication.
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7. icnonb3oBaHue KpunTollpo JTLS B Apache Tomcat

OcHoBbl ncnonb3oBaHus SSL/TLS B yntanmte B Apache Tomcat SSL Configuration HOW-

TO.

Apache Tomcat wvmeeT coBCTBEHHbIN WHTepdenc pns BCcTpamBaHus SSL/TLS
MPOTOKOJOB.

HacTpownka Apache Tomcat npoBognTca B ciieayowem nopagke:

1. VYctaHoska KpunTtollpo JTLS, kak yka3aHo BbILLe.
2. Co3paHune cepTudmkaTa "lNpoBepku NMOAINHHOCTY cepBepa”.
3. HacTpoiika KoHHekTopa Apache Tomcat.

Ba>kHbIM OOCTOATENbLCTBOM SBASETCH TOT (DaKT, YTO €C/n BKJIIOYEHa MNpoBepKa
LenoyYkn cepTudukKaToB Ha oT3biB no CRLDP cepTudukaTta, TO HeobxoAuMMO paspelunTb
3arpy3ky COC, 3apaB napamMeTpsbl

System.setProperty('"com.sun.security.enableCRLDP", "true");

nunéo
System.setProperty("com.ibm.security.enableCRLDP", "true");

7.1.Co3naHue ceptTudmrkaTta Apache Tomcat

CepTudukaT BbiNyCKaeTCA, KaK yKa3aHO Bbille WK B PYKOBOACTBE NMporpaMmucTa. Ero
obuee nmsa (common name) A0JIXKHO coBnagaTb C DNS-umeHem (unum IP - npn obpalieHnn
KIMeHToB TonbKo o IP) cepsepa Apache Tomcat. Apache Tomcat nepebupaet BCe
cepTudUrKaTbl NOSbL30BaTENA, NOL4 YHYETHOM 3aMUCbi0 KOTOPOro oH paboTaeT, Noka He HangeT
nogxogawmnm (Mo Ha3HA4YeHMIO W Maposin), no3ToMy Heobxogmmo obecne4ynTb ero
YHUKaJIbHOCTb MUMEHHO B 3TOM CMbICJIE.

Mo ymon4daHuio (B Windows) Apache Tomcat uweT KOHTenHep C cepTudukaToMm nog
Yy4eTHOW 3anncbld CUCTEMbl (Ja)ke ecnnm B HacTpomkax Apache Tomcat ykasaTb CBOMCTBO
LogOn noa nofnb30BaTeNbCKOW YYETHOM 3anucbio, MOUCK MOAXOAALLEro KOHTEMHepa OH BCe
paBHO BefeT B 3TOW Manke) nos3Tomy cnepyeT nmbo co3fatbh ero NoA Yy4eTHOM 3anuchbio
CUCTEMBbI, MO0 BPYYHYIO MEPENIOXKNTbL CO34AHHbIN Mo CBOEN yH4eTHOWM 3anncbio KOHTEenHep 13

%USERPROFILE%\Local Settings\Application Data\Crypto Pro\

B

%USERPROFILE%\..\Default User\Local Settings\Application Data\Crypto Pro\,
nnbo HacTpouTb Apache Tomcat noa cBolO y4eTHYI0 3anuch cneyowmm obpasom:

MaHenb ynpaBneHus -> AQMUHUCTPUpPOBaHME -> Cnyx6bl 1 NpunoXxeHus -> Cnyxboi
-> Apache Tomcat cBoiCcTBa -> BX0J B CUCTEMY: C YYETHOW 3anucblo (yKasaTb UMs 1 Naposib).

7.2.HacTtpounka KoHHeKkTopa Apache Tomcat

Ona HacTpokn KoHHekTopa Apache Tomcat Heobxoammo pobaBuTb B ann
<CATALINA_HOME>/conf/server.xml CTpOKM NO cnegytowemy obpasuy:

<Connector port="8443" maxHttpHeaderSize="8192"
protocol="org.apache.coyote.httpll.HttpliNioProtocol"
SSLEnabled="true"
maxThreads="150" minSpareThreads="25" maxSpareThreads="75"
enableLookups="false" disableUploadTimeout="true"
acceptCount="100" scheme="https" secure="true"
clientAuth="false"
sslProtocol="GostTLS"
algorithm="GostX509"
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keystoreProvider="JCP"

keystoreFile="<USER_HOME>/.keystore"
keystorePass="11111111"
keystoreType="HDImageStore"

keyalg="GOST3410EL"
sigalg="G0OST3411withGOST3410EL"

/>

OnucaHve OCHOBHbIX MapaMeTpoB CMOTpUTE B AOKyMeHTauunm Ha Apache Tomcat. B
keystoreFile yka3blBaeTCa NyTb K COOTBeTCTBYyloLWeMy danny. B keystorePass - napoJsb Ha
KOHTenHep. Mpu ykKasaHHOM Bbllle OMUCAaHMW WNCMNOJIb3YyeTCA BCTPOEHHbIN NepexofHuK AnA
JSSE.

Ona Toro, 4tobbl HacTpouTb tomcat mons wmcnonb3oBaHusa JCSP, cnepyeT ykasaTb
cnepyoouive napameTpsbl:

<Connector port="8443" maxHttpHeaderSize="8192"
protocol="org.apache.coyote.httpll.HttpliNioProtocol"
SSLEnabled="true"
maxThreads="150" minSpareThreads="25" maxSpareThreads="75"
enableLookups="false" disableUploadTimeout="true"
acceptCount="100" scheme="https" secure="true"
clientAuth="false"
sslProtocol="GostTLS"
algorithm="GostX509"

keystoreProvider="JCSP"
keystoreFile="<USER_HOME>/.keystore"
keystorePass="11111111"
keystoreType="<TYPE>"

truststoreProvider="JCP"
truststoreType="CertStore"
truststoreFile="<USER_HOME>/.keystore"
truststorePass="11111111"

keyalg="GOST3410EL"
sigalg="G0ST3411withGOST3410EL"

/>

T.e. BMecTo npoBangepa JCP aons paboTbl C KOHTEMHEPAMM UCMOJb3yeTCs NpoBanaep
JCSP, B TO BpeMSA KaK C XpaHWIULWeEM AOBEPEeHHbIX cepTudunKkaTos npoaoskaet pabortaTth JCP
(c Tunom xpaHunuuwa CertStore). <TYPE> - 03Ha4yaeT Tun KOHTenHepa Ansa nposanaepa JCSP,
Hanpumep, Npu HacTponke tomcat B8 OC Windows TYPE cooTBeTcTBYyeT REGISTRY, a B OC Linux
- HDIMAGE.

BaxkHO oTMeTuTb, 4TO Ana Apache Tomcat Bepcum 7.0.42 ©n BblWe MOXeT
notpeboBaTbCA yKaszaHWe OOMNONHUTENbHbIX MapaMeTpoB:

ciphers="TLS_CIPHER_2001"
sslEnabledProtocols="TLSv1"
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Tomcat moxeT wucnonb3oBaTb 6ubnmotekm Apache Portable Runtime (APR) gns
MoBbIWLEHNSA Npon3BoanTenbHOCTU. APR ncnonb3syeTt naaTgopMo-3aBUCUMYIO peannsaunio SSL,
KoTopas He MoxeT paboTaTb € poccunickumm FOCT anropuTMaMm U Java HaCcTpoOMKaMu Tuna
keystoreFile n BblgacT owunbky. Ona npenoTBpalleHMss aBTOKOHGUrypaumm 4vepes APR un
3afaHus Java KOHHEeKTOpa, He3aBMCUMMO OT TOoro 3arpyxeHbl ARP 6ubnnotekm wunum HeT,
HeobXxoAMMO B OMMWCaHUM KOHHEKTOpa SBHO 3adaTb WMMSA Kaacca peanusauum B aTpubyTte
npoTokona protocol="org.apache.coyote.httpll.HttpliNioProtocol".

Mpu ayTeHTUdpUKaumn kKnnenTa (clientAuth="true") cnegyeTt TakXxe yKasaTb NyTb K
XpaHunnuwy  ceptudmkatoB  (truststoreFile="<USER_HOME>/.keystore") wn napojb
(truststorePass="1111111".)

BaxkHO oTMeTuTb, 4TO0 Anga Apache Tomcat 8.5 u Bbilwe MoxeT noTpeboBaTbCs
cneunasnbHbIA Mogyb-aganTep, 4Ybk bubnnoTeka, onncaHne n NCXOOAHMKN HAaXOAATCS B Nanke
anctpubyTtuesa Doc\WebServerintegration\Tomcat9.

7.3.HacTtpouka xxypHanmposaHusa Kpuntollpo JTLS B Apache
Tomcat

Ona  HacTpouku  >XXypHanuposaHusa  pencteun  Kpuntollpo JTLS B hanne
<CATALINA_HOME>/conf/logging.properties Heobxoaunmo:
e nob6aBuTh HOBLIN handler B cTpoky handlers =
e po6aBUTb ONMCaHME ero CBONCTB B COOTBETCTBYIOLLLEM pa3gene
e pobaBuTb onucaHume ru.CryptoPro.ssl.SSLLogger

COOTBeTCTByPOLLI,I/Ie U3MEHEHNs NoMeYeHbl XXNPHbIM LWPUTOM:

handlers = l1catalina.org.apache.juli.FileHandler, 2localhost.org.apache.juli.FileHandler,
3manager.org.apache.juli.FileHandler, 4admin.org.apache.juli.FileHandler, 5host-
manager.org.apache.juli.FileHandler, 6jtls.org.apache.juli.FileHandler,
java.util.logging.ConsoleHandler

.handlers = 1catalina.org.apache.juli.FileHandler, java.util.logging.ConsoleHandler

HERFHAH
# Handler specific properties.
# Describes specific configuration info for Handlers.

HHHHHBHA RS BH AR A AR B BH R R RHFEHR R R R RH

lcatalina.org.apache.juli.FileHandler.level = FINE
lcatalina.org.apache.juli.FileHandler.directory = ${catalina.base}/logs

lcatalina.org.apache.juli.FileHandler.prefix = catalina.

2localhost.org.apache.juli.FileHandler.level = FINE
2localhost.org.apache.juli.FileHandler.directory = ${catalina.base}/logs

2localhost.org.apache.juli.FileHandler.prefix = localhost.

3manager.org.apache.juli.FileHandler.level = FINE
3manager.org.apache.juli.FileHandler.directory = ${catalina.base}/logs

3manager.org.apache.juli.FileHandler.prefix = manager.

4admin.org.apache.juli.FileHandler.level = FINE
4admin.org.apache.juli.FileHandler.directory = ${catalina.base}/logs

4admin.org.apache.juli.FileHandler.prefix = admin.

21



JKTAN.00087-01 90 09. Kpunrtollpo JTLS. PykoBoacTBo mporpaMmucTa

5host-manager.org.apache.juli.FileHandler.level = FINE

5host-manager.org.apache.juli.FileHandler.directory = ${catalina.base}/logs

5host-manager.org.apache.juli.FileHandler.prefix

6jtls.org.apache.juli.FileHandler.level = FINE

host-manager.

6jtls.org.apache.juli.FileHandler.directory = ${catalina.base}/logs

6jtls.org.apache.juli.FileHandler.prefix = jtls.

java.util.logging.ConsoleHandler.level = FINE

java.util.logging.ConsoleHandler.formatter = java.util.logging.SimpleFormatter

RHBHHBHBHBHHBHBHBHHBHBH B HBH BB AR H B B BB R B AR

# Facility

specific properties.

# Provides extra control for each logger.

HHHAHBH IR R R R R R R R R R R

org.apache.

org.apache.
2localhost.

org.apache.

org.apache.

catalina.core.ContainerBase

catalina.core.ContainerBase
org.apache.juli.FileHandler

catalina.core.ContainerBase

catalina.core.ContainerBase

3manager.org.apache.juli.FileHandler

org.apache.

org.apache.
4admin.org.

org.apache.
INFO

org.apache.catalina.core.ContainerBase.[Catalina].

catalina.core.ContainerBase

catalina.core.ContainerBase
apache.juli.FileHandler

catalina.core.ContainerBase

.[Catalina]
.[Catalina]

.[Catalina].
.[Catalina].

.[Catalina].
.[Catalina].

.[Catalina].

5host-manager.org.apache.juli.FileHandler

ru.CryptoPro.ssl.SSLLogger.level = FINE

ru.CryptoPro.ssl.SSLLogger .handlers =

# For example,

# messages:

.[localhost]
.[localhost]

set the com.xyz.foo logger to only log SEVERE

#org.apache.catalina.startup.ContextConfig.level = FINE

#org.apache.catalina.startup.HostConfig.level = FINE

#org.apache.catalina.session.ManagerBase.level = FINE

[localhost].
[localhost].

[localhost].
[localhost].

[localhost].

[localhost].

.level = INFO

.handlers =

[/manager].level = INFO

[/manager].handlers =

[/admin].level = INFO

[/admin].handlers =

[/host-manager].level =

[/host-manager].handlers

6jtls.org.apache.juli.FileHandler
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8. OTnanKa

Ona oTnagkm SSL-coeVMHEHMS MOXXHO BOCMOJIb30BaTbCA BCTPOEHHbIM JIOFrepoM.
IOnsa sToro yctaHoBuTe ypoBeHb FINE B jre/lib/logging.properties:

.level = FINE

java.util.logging.ConsoleHandler.level = FINE

SSLLogger aBnseTca pacllMpeHneM CTaHgapTHOro Knacca Logger (cM. goKyMeHTauuto
java).
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9. Kpnntonposanaep Java CSP. OcobeHHOCTU

B ouctpmnbyTume JCP BxoanT bubnmnorteka JCSP.jar. JCSP (Java CSP) - npoBangep Bepcun,
aHasormyHeln JCP, HO OCYyWeCTBASAKWMNA BCe Kpuntorpadunyeckme onepaumnm nyTem
obpaweHns B Kpuntollpo CSP. Kpuntonposangep Kpuntollpo Java CSP peanusyeTt
CTaHpapTHbIM uHTepdenc Java Cryptography Architecture (JCA) B cooTBeTCTBUM C
POCCUNCKNMU KpUNTOrpaduyeckKnMmn aaroputMaMm U B COOTBETCTBUU C 3TUM UHTepdencom
obecne4ymnBaeT BbINONHEHNE TeX e onepaunn, 4to u JCP.

Ona yKa3aHus nmeHu nposangepa smecto JCP.PROVIDER _NAME cneayeT ncnonbL3oBaThb
JCSP.PROVIDER_NAME. Ons TOoro, 4Tobbl NCNONb30BaTb YCTAHOBNEHHLIM NpoBanaep Java CSP B
cpSSL BmecTo JCP u Crypto, nepen BbINOJIHEHMEM KOoAa clhefyeT 3anucaTb CAeayloLwyto
KoOMaHpAy:

cpSSLConfig.setDefaultSSLProvider (JCSP.PROVIDER_NAME); // knacc cpSSLConfig BxoguT B
naketT ru.CryptoPro.ssl.util

nnéo

System.setProperty("ru.CryptoPro.defaultSSLProv", "JCSP");

9.1.3arpy3kKa 0HOro aK3eMriispa KJ4eBOro KOHTenHepa ¢
MOMOLLIbIO Knlacca StorelnputStream

Mo ymMon4aHUio MeHep)xep KJyen Moaynsa cpSSL ocyuwecTBnseT nonbop KaYeBbIX
KOHTMHEPOB MPOCTbIM MepedYncieHnemMm mx C nomoulbio meTona aliases() knacca KeyStore un
NMPUMEHEHNEM K HUM HEKOTOPOro naposis, KOTOPbIN MOXET ObiTb NepedaH Kak npu cosgaHum
obbekTa SSLContext, Tak n nytem 3agaHus ceoncTBa keyStorePassword. OgHako 3ToT cnocob
nonbopa KOHTENHepa WMeeT HEKOTOopble HeraTuMBHble nocnencTemsa B Java CSP, nostomy
6osiee NpaBU/IbHLIM Ka)>XeTCH 3arpy3ka 0OHOro 3apaHee M3BECTHOro KJIDYEBOro KOHTENHepa.
3TO BO3MOXXHO C nomoLblo Knacca ru.CryptoPro.JCP.KeyStore.StorelnputStream. Knacc onucaH
B javadoc-gmokymeHTauumn auctpubytmea Kpuntollpo JCP. KOHCTpyKTOp KJlacCa MpPUHUMaET
Ha3BaHWe KOHTenHepa (anuac) B AByXx ¢dopmaTax: anmac kawda n FQCN-umsa KoHTenHepa.
Hanpumep, MOXKHO co3paTb SSL-KOHTEKCT Tak:

InputStream container = new StoreInputStream("alias"); // ®opMmupyem MnoTOK C WMEHEM
KOHTeiHepa

KeyStore keyStore = KeyStore.getInstance(JCSP.HD_STORE_NAME); // dopmupyem 06BLEKT ANA
3arpy3ku KoHTelHepa

keyStore.load(container, null); // 3arpyxaem KOHTeliHep
KeyManagerFactory kmf = KeyManagerFactory.getInstance("GostX509");
kmf.init(keyStore, "password".toCharArray()); // WHuunanusauua meHepxepa Kiwoyei
SSLContext sslCtx = SSLContext.getInstance("GostTLS"); // NogrotoBka SSL-KOHTeKcTa
sslCtx.init(kmf.getKeyManagers(), ... , null); // Co3paHne SSL-KOHTeKcTa

nnbo Bocnonb3oBaTbCa cBONCTBaMn keyStore:
System.setProperty("javax.net.ssl.keyStoreType", "HDIMAGE");

System.setProperty("javax.net.ssl.keyStore", "alias");
M nepedaTb B HEr0O ajsnac KOHTenHepa.

Mpwn 3arpy3ke KOHTeMHepa C MOMOLbIO Knacca StorelnputStream Bce dyHKUMK €3
KeyStore 6yaoyT BO3BpallaTb KJOY, CEPTUGUKAT U Apyrve AaHHble TOJIbKO W3 YKa3aHHOro
KOHTENHEepa, 3a UCKJYEeHNEM PYHKLUMI Tuna SetXXX, koTopble npeanosiaraloT coOXpaHeHue
KOHTEenHepa.

OcobeHHOCTbIO KCNoNb30BaHMA StorelnputStream sBnseTCa TakXe TO, Y4TO MOXXHO
MOJIy4YUTb 3aKpPbITbIN KJ/OY, CeEPpTUPMKAT U T.N. nHpopmauunio, BbizBaB getXXX ¢ null BmecTo
annaca, Hanpumep:

InputStream PrivateKey pk = keyStore.getKey(null, "password"); // MonyyeHue 3aKpbITOro
K/ova
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InputStream Enumeration aliases = keyStore.aliases(); // MNony4yeHue cnucka U3 0[HOro
KOHTeliHepa

InputStream Certificate cert = KkeyStore.getCertificate(null); // Nony4yeHune
ceptudukata

Anunac B 3TOM ciiydae He TpebyeTcs, T.K. nMpeanosiaraeTcs, 4To OH yxe 6bla nepepaH
paHee C noMoLllbio Knacca StorelnputStream. OgHako faHHOe NpPaBWUJ/I0 HE pacnpocTpaHsaeTcs
Ha yHKuuMio getEntry, T.K. el 3anpelleHo nepefasaTb null BMecTo anmaca.
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