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1. BBepeHune

HacTosuee PYKOBOLCTBO COaepXuT onuncaHue OCHOBHO (PYHKLMOHANLHOCTH
KpunTtonpoBaiaepa «Kpuntolpo JCP» Bepcua 2.0 (MoAyu WNGPOBaHMA) U MPUMeEpbl NX UCMOJIb30BaHMS.

KpuntonpoBanpep «Kpuntollpo JCP» Bepcus 2.0 ABnseTcsa CpencTtBOM KpunTorpadpuyeckomn
3awmnTel  nHpopmauunm  (CK3WN  «Kpuntollpo JCP» Bepcus 2.0), peanusylowmm poCCUNCKME
KpunTorpadunieckne anroputMmbl 1 YHKLMOHMPYIOLWNM N04 yrpaB/ieHeM BUPTYyasibHON MalUnHbI Java 2
Runtime Environment Bepcuun 1.7 n 1.8, cooTBeTCTBYOLWEN cneundunkaumm Sun Java 2 ™ Virtual Machine.

Kpuntonposangep «Kpuntollpo JCP» Bepcus 2.0 (mooynm wudpoBaHus) peanusyeTt
CTaHfapTHbIn wuHTepdenc Java Cryptography Extension (JCE) B COOTBETCTBUM C POCCUNCKUMMU
KpunTtorpauyeckmmm anroputMamMu un obecneymBaeT BbIMNOJHEHUE CJeAyIOWNX onepauun Yepes
CTaHJapTHbIN nHTepdenc JCE:

® reHepauus 3aKpbiTbiX (256 6UT) 1 OTKPbITLIX (512 6UT) KNtoYeln obMeHa B COOTBETCTBUN C
anroputmamn nognucn FOCT P 34.10-2001 u obmeHa [Ouddu-XenmaHa C pasnmyHbIMU
napameTpamu;

®* reHepauus 3aKpbITbiIX WU OTKPbITbIX KoYen obmeHa B COOTBETCTBMM C ajaroputMamu
noanucu FOCT P 34.10-2012 n obMeHa Ouddun-XenmaHa ¢ pasinyHbIMM NapaMeTpamu;

e BbipaboTKa K/OYEM COrsacoBaHMs B COOTBETCTBMW C anroputmom obmeHa [Auddu-
XenmaHa;

® reHepauusi CUMMETPUYHBIX KJO4Yel WwnpoBaHMS, COOTBETCTBYOWNX anroputmy FOCT
28147-89;

* wngpoBaHMe daHHbIX BO BCeEX pexxmmax, onpegeneHHoix FOCT 28147-89;
* wKndpoBaHUe KJOYen B COOTBETCTBUNM C anroputmom TOCT 28147-89;

*  yMUTO3aWMUTa AaHHbIX B COOTBETCTBUN C anroputmom NOCT 28147-89;

OCHOBHble TexHu4YecKne paHHble n xapakTepuctmkm CK3W, a Takxe uWHdopmMaumio o
COBMeCTMMOCTU C pgpyrumMm npogyktamm Kpuntollpo cM. B «PykoBoAcCTBe afMUHUCTpaTopa
6e3onacHoOCTU».

2. PaboTa c knto4amum B KpunTtonposangepe «Kpmuntollpo
JCP» Bepcua 2.0 (moaoynm windpoBaHns)

OcHoBHas paboTa c knw4Yamm B KpunTtonpoBanpaepe «Kpuntollpo JCP» Bepcus 2.0 (Moaynw
WNGpPoBaHUA) OCYLLECTBNAETCA B COOTBETCTBUM C MHTepdenicamn JCE. K HUM OTHOCATCS BbipaboTka
KJlO4Yen cornacoBaHus Mo anroputMmy Ouddu-XenmaHa, reHepaums CUMMETPUYHBLIX — KJOYENR
wungpoBaHMa. Ho cywecTByloT Takxe MeToabl, paboTatowme ¢ katodamm Yepes nutepgenc JCA. K HUM
OTHOCATCS reHepauus KYeBbIX Nap obMeHa, COOTBETCTBYOLWNX anroputMam obmeHa Auddun-XenmaHa
n nognucu FOCT P 34.10-2001 vnan TOCT P 34.10-2012 (256).

2.1. PaboTa ¢ K/o4eBbIMU MapaMin (3aKpbITbIN U OTKPbLITbIN
KJ1t04n) obMeHa, COOTBETCTBYHOLLMMU anroputMam obmMmeHa
Ondpdun-XenmarHa n nognuncu NOCT P 34.10-2001 nan FOCT P
34.10-2012

PaboTa c knto4veBbiMM napamm obmeHa B KpunTonposampaepe «Kpuntollpo JCP» Bepcua 2.0
(Mmogynun wndpoBaHns) no 6onbLUEN CBOEN YaCTW OCYLLLECTBASIETCS Yyepes3 CTaHAapTHbIN uHTepdgenc JCA
npu nomowm kpuntonposangepa «Kpuntollpo JCP» Bepcua 2.0, onucaHme KOTOPOro npuBOAUTCH B
«PykoBogacTee nporpammucta Kpuntollpo JCP». OcHoBHOW Knacc npoBangepa «Kpuntollpo JCP» Bepcus
2.0 (Mogynu wngposaHus) - ru.CryptoPro.Crypto.CryptoProvider.

Hebonblive oTan4mMsa B MCMNofib3oBaHUM MHTepdenca JCA B kKpuntonpoBanpepax «Kpuntollpo
JCP» Bepcmna 2.0 un «Kpuntollpo JCP» Bepcua 2.0 (Mogoynu wndpoBaHUsA) BO3HMKAKOT B rpouecce
reHepauun Kao4eBon Napbl:

1. MNepBoe oT/M4YME BO3HMKAET B MpoLecce CO34aHUA reHepaTopa kKJ4YeBOW Mapbl. [Ons
reHepauum k4eBOM napbl obMeHa, COOTBETCTBYOWEN anroputMam obmeHa Ouddu-XenmaHa un
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nognucu TFOCT P 34.10-2001, Heobxoommo nMpwu CO3JaHUM reHepaTopa B KavyecTBe WMEHM,
naeHTuuLmMpyoLLero Tpebyemble anropuTMmsl, YKa3blBaThb nmA "GOST3410DHEL" nnm

JCP.GOST_EL DH_NAME. A B cny4ae reHepauum Kao4eBoln napbl obmMeHa, COOTBETCTBYIOLLEN aropuTMaM
obmeHa Ondpdu-Xenmana n nognucu NOCT P 34.10-2012 (256) nam FOCT P 34.10-2012 (512), yka3biBaTb
ums "GOST3410DH_2012_256" wnm JCP.GOST DH_2012_ 256 _NAME, nan "GOST3410DH_2012_ 512" wuan
JCP.GOST DH 2012 512 NAME. Takum obpa3om, B kKpunTtorpoBangepe «Kpuntollpo JCP» Bepcus 2.0
(Mogynn wmndpoBaHMs) reHepaTop KYeBOM Mapbl obMeHa, COOTBETCTBYHOLLEN anroputMam obmeHa
Ondpdun-Xenmana v noanucu FOCT P 34.10-2001 wnu TOCT P 34.10-2012 npou3BOAMTCSA OOHUM U3
cnenyrowmnx crnocobos:

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DHEL");

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DHEL", "Crypto");

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_DH_NAME,
CryptoProvider.PROVIDER_NAME);

KeyPairGenerator kg = KeyPairGenerator.getInstance('"GOST3410DH_2012_256");
KeyPairGenerator.getInstance("GOST3410DH_2012_ 256",

KeyPairGenerator kg
"Crypto");

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_DH_2012_256_NAME,
CryptoProvider.PROVIDER_NAME);

KeyPairGenerator kg KeyPairGenerator.getInstance("GOST3410DH_2012_512");

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DH_2012_512",
"Crypto");

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_DH_2012_512_NAME,
CryptoProvider.PROVIDER_NAME);

2. BTopoe oT/iM4me BO3HMKaET B npoLecce n3MeHeHUa napameTpoB reHepaTopa KJlo4YeBoW napbl.
Tak>Xxe, Kak 1 B kpuntonposangepe «Kpuntollpo JCP» Bepcusa 2.0, reHepaTop OCyLLECTBASET CO3[4aHme
K104eBON Napbl obMeHa ¢ NnapamMeTpamMu, YCTaHOBNEHHBLIMU B KOHTPOJIbHOW NaHenu (C napameTpamu no
yMon4aHuio). Ong Toro, 4Tobbl n3MeHUTbL Habop NapaMeTpPoB, B COOTBETCTBUM C KOTOpbIM ByaeT
OCYLLeCTBASATLCA CO34aHMe Ko4eBor napbl 06MeHa, cienyeT BOCMOAb30BaTbCS ONUCAHHBLIM B
OOKYMeHTauun nutepdencom Habopa napameTpoB AN8 reHepauumn kiaoveson napel Algldinterface. B
kpunTonposangepe «Kpuntollpo JCP» Bepcms 2.0 (Mogynn wngpoBaHusa) B 3ToT Habop NnapameTpos
BXOOAT:

0 wunaeHTudmkaTop Habopa NapaMeTpPOoB A8 reHepaunn Ka4eBor naphbl;

0 napameTpbl anroputMma obmeHa Ouddu-XenmaHa;

0 napameTpsbl anaropuTtma xawnposaHmsa FOCT P 34.11-94 wnun TOCT P 34.11-2012;
0 napameTpbl anropuTma wudposaHua FOCT 28147-89.

Habopbl napameTpoB nAnsa kpuntonpoBanaepoB «Kpuntollpo JCP» Bepcmsa 2.0 (reHepaums
Kso4eBon napbl nognucu) n «Kpmnntollpo JCP» Bepcua 2.0 (Mogyan wngpoBaHms) (reHepaumsa Kao4eBomn
napbl o6MeHa) pa3fnyaTca ABYMS 3/IeMeHTaMu:

0 Aansa kpuntonposanaepa «Kpuntollpo JCP» Bepcua 2.0 naoeHtudurnkatop Habopa
rnapaMeTpoB QAJI reHepauun KJ4YeBOW Mapbl onpepenseT Co34aBaeMylo KJIYEBYIO
napy, Kak napy nognucu. ons kpuntonposangepa «Kpuntollpo JCP» Bepcusa 2.0 (mooynm
wungposaHna) 3ToT uaeHTUdUKaTop onpegenser napy obmeHa. B oboux cnyyaax
OONyCTUMO CO3[aHue napbl JUWb B COOTBETCTBMM C anroputmamm SUIM TOCT P 34.10-
2001 vnan TOCT P 34.10-2012 (256). Ha paHHbIM MOMEHT B KaXXAOM KpunTonposangepe
CyLLeCTBYIOT eANHCTBEHHble MAeHTUMUKATOPLI, yooBAeTBOpsAWMe 3TMM TpeboBaHUAM:

"1.2.643.2.2.19" (JCP.GOST_EL_KEY_OID), "1.2.643.7.1.1.1.1" (JCP.
GOST_PARAMS SIG_2012_256_KEY_OID) " "1.2.643.7.1.1.1.2" (JCP.
GOST_PARAMS SIG_2012_512 KEY_OID) - ngna «Kpuntollpo JCP» Bepcusa 2.0,
"1.2.643.2.2.98" (CryptoProvider.GOST_EL_DH_OID), "1.2.643.7.1.1.6.1" (JCP.
GOST_PARAMS_EXC 2012_256_KEY_OID) " "1.2.643.7.1.1.6.2" (JCP.
GOST_PARAMS EXC 2012 512 KEY_OID) - pna «KpunTtollpo JCP» Bepcua 2.0 (momynu
wundpoBaHms);
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0 ans kpuntonposangepa «Kpuntollpo JCP» Bepcma 2.0 BTOpPbIM 3/1€MEHTOM
Habopa napameTpoB sABnAtTCA napameTpbl noanucm FOCT P 34.10-2001 wanm FOCT P
34.10-2012. [Ona kpuntonpoBanpgepa «Kpuntollpo JCP» Bepcma 2.0 (moaynm
WNGpPoBaHNA) TakKMM 3INEMEHTOM SABAAIOTCA MapameTpbl obmeHa [Ouddu-XenmaHa,
cooTBeTcTBYtoWwme anroputMmy FOCT P 34.10-2001 nnm FOCT P 34.10-2012. OnucaHue
U3MEeHeHNs TakKWX MnapaMeTpoB MOJIHOCTbIO COBMagaeT C OMNMCaHMEM W3MeHeHus
napamMeTpoB NOANUCU. EANHCTBEHHBIM OT/IMYMEM SIBJISETCA TO, 4TO BMECTO CTaTU4eCKOro
MeTona getDefaultSignParams() knacca AlgldSpec, nony4vatowero cCbisIKy Ha nHTepdenc
rnapamMeTpoB nognucu no  yMoJl4aHuio, cnefyeT  NOJIb30BaTbCA MeTo40M
getDefaultExchangeParams() Toro »e knacca. 9TOT MeTo4 BO3BpallaeT CCbUIKY Ha
MHTepgenc Paramsinterface napameTpoB obmeHa No ymMonYaHuio (yCTaHOBJIEHHbLIX B
KOHTPOJILHOMN NaHenn):

0 Paramslnterface exchParams = AlgldSpec.getDefaultExchangeParams();

OcTaNbHblIE OEeNCTBUSA MOoryT ObITb npoeeneHbl aHaJlI0rnM4YHbIM C NapamMeTpaM noannucu 06pa30M.

K co3maHHbIM TakuM cnocobam kiw4eBbiM napam obmeHa MoryT ObiTb MNpUMeHeHbl Bce
onepauunu, peanmilyembie Kpuntonposangepom «Kpuntollpo JCP» Bepcma 2.0 (TaKMx Kak XpaHEHMe Ha
HOCUTENAX 3aKPbITbIX KJKOYEN N COOTBETCTBYIOLWNX UM cepTudurkaTos, cosgaHue 3l no anroputmy FOCT
P 34.10-2001 wnun IOCT P 34.10-2012, reHepauuns cepTudunkaToB 1 Tak ganee). NMNogpobHoe onncaHue
peanusaunin Bcex onepaunm npnsoanTcsa B «PykosoacTee nporpamMmmuncta» «Kpmntollpo JCP» Bepcusa 2.0.

Ho nomuMo >Tux onepauun, Kiw4YeBble napbl obmeHa MOryT TakXe y4acTBoBaTb B
hOpMUPOBAHMN KJIKOHEN COrjlacoBaHWs, 4YTO HEBEpPHO ANna kawoden I, co3gaHHbIX MPU MOMOLLN
kpuntonposangepa «Kpuntollpo JCP» Bepcma 2.0. Takmm obpa3oM, B paMKax KpunTornpoBamaepa
«Kpuntolpo JCP» Bepcusa 2.0 dyHKUMOHaNbHblE BO3MOXHOCTW KJOYEBLIX Map noanucum m obmeHa
oaunHakoBbl. B pamMkax »xe kpuntonpoBanpepa «Kpuntollpo JCP» Bepcus 2.0 (Moaynn wndpoBaHUs)
MMeeT CMbICJT UICMOJIb30BaHME TOJILKO KJOYEBbIX Nap obMeHa.

2.2. PaboTa C KJ1to4aMmM CoOrz1iacoBaHuUAa B COOTBETCTBUU C
anropmtmMmom obmeHa Aunddun-XenmaHa

Kpuntonposangep «Kpuntollpo JCP» Bepcua 2.0 (moaynn wngpoBaHms) ocywecteaseT paboTy ¢
KJl04aMW COrflacoBaHWs B COOTBETCTBMW C anroputmoMm obmeHa Auddun-XenmaHa, yepes cTaHAapPTHbIN
nHTepdenc JCE npn nomowm knacca KeyAgreement.

2.2.1.Co3paHune obbekTa reHepaunm (reHepaTopa) KJyen
corjlacoBaHu4
O6beKT reHepaLnmn KJIOYEN COrlacoBaHna (oanee reHepaTop) Cco3naeTcs NocpeacTBOM
Bbl30Ba MeToda getinstance() knacca KeyAgreement. 3TOoT MeTon SABAAETCHA CTAaTUYECKUM WU

BO3BpalllaeT CCbIIKY Ha knacc KeyAgreement, koTopbli obecneynBaeT BbIMOJIHEHUE
Tpebyemown onepaumu.

IOna co3paHna reHepaTopa KJOYen CorsacoBaHMs B COOTBETCTBUM C aaropuTMOM
obmeHa Aunddu-XenmaHa metony getinstance() HeobxoaomMmo B Ka4yecTBe NapameTpa nepenaTb
nma, ngeHTnguunpyowee gaHHbln anroputMm ("GOST3410DHEL" nnun JCP.GOST_EL DH _NAME
n "GOST3410DH 2012 256" nnn JCP.GOST DH 2012 256 NAME nnn "GOST3410DH 2012 512"
nnn JCP.GOST_DH_2012_512_NAME). lNpwn TakoMm Bbi3oBe MeToAa getinstance() cOBMeCTHO C
onpeneneHneMm Tpebyemoro aaropuMTMa reHepauumn KJ4Yern CornacoBaHMs OCYLLECTBASETCS
TakXe onpepeneHue Tpebyemoro Tuna kpuntonposangepa («Kpuntollpo JCP» Bepcus 2.0
(mogynn wndpoBaHua)). Takxe CcTaHOapTHbIn uHTepdenc JCE no3BonsdeTr B KayvecTBe
napameTpa GyHKUUK getinstance() knacca KeyAdreement BmecTe C WMeHeM anropuTma
nepepaBaTb WMA KpunTornpoBamgepa, WCNOMAb3yeMOro pAas BbiNoJHEHUA Tpebyemon
onepauun.

Taknm obpasom, co3gaHue reHepaTopa Kato4ven obmeHa B COOTBETCTBUM C aJiIFOPUTMOM
Ondpun-XenmaHa ocyLeCcTBASETCA OAHUM U3 ClIeAYIOLWMX CNoCcoboB:

KeyAgreement ka = KeyAgreement.getInstance('"GOST3410DHEL");

KeyAgreement ka = KeyAgreement.getInstance("GOST3410DHEL", "Crypto");

KeyAgreement ka = KeyAgreement.getInstance(JCP.GOST_EL_DH_NAME,
CryptoProvider.PROVIDER_NAME);



http://java.sun.com/j2se/1.4.2/docs/api/javax/crypto/KeyAgreement.html
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Ona knoyen Ha anropuTtme F'OCT P 34.10-2012 (256):
KeyAgreement ka = KeyAgreement.getInstance('"GOST3410DH_2012_256");
KeyAgreement ka = KeyAgreement.getInstance("GOST3410DH_2012_256", "Crypto");

KeyAgreement ka = KeyAgreement.getInstance(JCP.GOST_DH_2012_256_NAME,
CryptoProvider .PROVIDER_NAME);

Ona knoyven Ha anroputme FOCT P 34.10-2012 (512):
KeyAgreement ka = KeyAgreement.getInstance("GOST3410DH_2012 512");
KeyAgreement ka = KeyAgreement.getInstance("GOST3410DH_2012 512", "Crypto");

KeyAgreement ka = KeyAgreement.getInstance(JCP.GOST_DH_2012_512_NAME,
CryptoProvider.PROVIDER_NAME);

Co3paHHbIn  TakuMm obpa3oM reHepaTop OCyLLeCTBASET BbIPpabOTKy  KJlOYen
corjflacoBaHusi 13 Kaw4ven obmeHa, cooTBeTCTBYOLWMUX anropnutmy FOCT P 34.10-2001 wnwm
FOCT P 34.10-2012 no anaroputmy Auddu-XenmaHa. Knwoym obmeHa, cooTBeTCTBylOLIME
anroputmy FOCT P 34.10-2001 wam FOCT P 34.10-2012, moryT 6biTb Kak Mpo4YnTaHbl K3
KOHTENHepa, TakK 1 NosyyYeHbl NPy NOMOLLM reHepaTopa Ka4eBon napbl obMeHa (CM. Bbille).

2.2.2.lHnumnanm3sayma reHepaTopa KJ4Yen coriacoBaHns

Mocne Toro, Kak reHepaTop KJ4Yen cornacoBaHmsa 6bin co3paH, Heobxonommo
NPOUHULMANN3NPOBATL €ro 3akKpbITbiM KOYOM obMeHa, B COOTBETCTBMU C KOTOPbIM byneTt
OCYLLECTBNATLCA BblpabOTKa K/4Yen COorsnacoBaHWsA, a TakXe MnapaMeTpamMu, Ha OCHOBe
KOTOpPbIX 3Ta BbipaboTka byneT Npom3BoAUTLCA. Takasa MHMULMANN3ALMSA OCYLLECTBASETCSA NpuU
noMowin Mmetopa init(Key key, AlgorithmParameterSpec params) knacca KeyAgreement. 3Tomy
MeToOy B KayecTBe MapaMeTpa key nepepaeTcs 3aKpbITbi K04 06MeHa, COOTBETCTBYIOLWMNA
anroputmy FOCT P 34.10-2001 wnm TOCT P 34.10-2012. B ka4decTBe nmapamMeTpoB params,
yyYaCTBylOWMX B BblpaboTke Khw4YenW cornacoBaHusa, nepepaetca o06beKT Kracca
IvParameterSpec, npepcTasaswowmin cobon CTapTOBbIA BEKTOP AN8 BblpaboTKM Kloyen
cornacoBaHus.

Takum 06p330M, NMHNUWaNn3auna reHepaTtopa KJIl04Een corslacoBaHns ocyllecTBNndAeTCA:

PrivateKey privateKey; // o06a3aTenbHO 3aKpbiThii KAKY O0OMEHa, COOTBETCTBYHWWMUIA

// anroputmy FOCT P 34.10-2001 wnu FOCT P 34.10-2012
IvParameterSpec spec; // CcTapToBblli BEKTOpP

ka.init(key, spec);

2.2.3.BbinosiHeHne ¢ha3bl COrslacoBaHUA Ko4Yen

Mocne  Toro, Kak TreHepaTop  KJ/OYeW  cornacosaHms  6Gbin co3paH "
NPONHULMANN3NPOBAH  3aKpPbITbiIM  KJKOYOM U CTapToBbIM  BekTOopoM, TpebyeTcs
NMPOUHULMANN3NPOBATb €ro OTKPbITbIM KJIIOYOM, B COOTBETCTBUM C KOTOpPbIM Oyner
chopMmpoBaH KJOY corsacoBaHmsa (das3a cornacoBaHusA Kito4den). BbinonHeHue da3bl
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ocywiecTBngeTca npu nomowmnm m™Metona doPhase(Key key, boolean lastPhase) Knacca
KeyAgreement. 3ToMy mMeToAy B KadecTBe nMapaMeTpa MepenaeTcsa OTKPbIThIA KoY,
cooTBeTcTBYOWMN anropntmy NOCT P 34.10-2001 wvan TOCT P 34.10-2012. CnegyeT NOMHUTD,
YTO NapaMeTpbl X3WMPOBaHUA 1 3l 3TOro Kaw4Ya AOJIKHbI COBMadaTb C COOTBETCTBYIOLWLUMN
napamMeTpamMmy NOAAHHOrO Ha MHMULMaNM3auuio 3aKpblTOro KJw4Ya. BTopon napameTp meTopda
doPhase() virHopupyeTcsa. C4nTaeTcs, 4TO 3Ta Be/IM4MHa BCerpa paBHa true.

PublicKey publicKey; // 0653aTeNnbHO OTKPbLITLIA K4 06MeHa, COOTBETCTBYWMIA

// 3aKpbITOMy Kno4vy privateKey

ka.doPhase(publicKey, true);

CTaHpapTHbIM uHTepdenc JCE gonyckaeT BO3BpalleHWe [aHHbIM MeToAoM obbeKkTa
knacca Key. B kpuntonposangepe «Kpuntollpo JCP» Bepcus 2.0 (moaynum wuppoBaHus) B
KavyecTBe Takoro obbekTa BO3BpallaeTca nepefaHHbIn MeTony doPhase() OTKPbLITbIA KIHOM.
Ona nonyyYyeHnsa camoro Ksto4a corjiacoBaHua Heobxoammo caenaTthb ele 0AuH Lwar.

2.2.4.eHepauuna KJo4Ya corjacosaHums

Mocne TOro, Kak onpegesieHbl 3aKpPbIiTbin U OTKPbITBHIA KOYM, Ha OCHOBE KOTOPbIX
ocylecTBAseTcs BblpaboTKa KJo4Ya COrjlacoBaHus, a TakXe napameTpbl (CTapTOBbLIA BEKTOP),
yyacTByluwme B 3TON BbipaboTke, HeobxooMMoO CreHepupoBaTb COBCTBEHHO KoY
cornacosaHus. [eHepauuss Takoro KJj4a OCylWecTB/sfAeTCca npu noMowm MeTofja
generateSecret(String algorithm) knacca KeyAgreement. B kKa4dyecTBe napameTpa 3TOT
MeToda MoJlydyaeT CTPOKOBOE NpepcTaBsieHNe aaropmTMa Kwda cornacosaHusa ("GOST28147"
nnn CryptoProvider.GOST_CIPHER NAME). Bo3BpallaeT 3TOT MeTo4 06beKT Knacca SecretKey,
npeacTaBnaloWwmin cobon K4 COorsacoBaHUS 3akKpbITOrO U OTKPbLITOro Khw4den obmeHa,
KOTOpPbIA CO30aH nMpyM MNOMOLWM CTapTOBOr0 BekKTopa. ITOT KJOY SABNAETCA  KJIHOYOM
wupposaHusa anroputma OCT 28147-89 ¢ napameTpaMn WN(POBaHUSA, COOTBETCTBYIOLLUMU
napamMeTpaM OTKPbITOro KJto4a.

Taknm 06pa30M, reHepayna Kjio4a corjiaCcoBaHmna OoCyLLLeCTBNAETCA:

SecretKey agreeKey ka.generateSecret ("G0ST28147");

SecretKey agreeKey = ka.generateSecret(CryptoProvider.GOST_CIPHER_NAME);

Onsa BbipaboTkn 512-6MTHOrO CEKpPETHOro KJk4a ON8 MCNOoJIb30BaHUA B (PYHKLUAX
HMAC, ocHOBaHHbIX Ha MCMONb30BaHUM X3W-PyHKUnn FTOCT P 34.11-2012 (256 6uT) n rOCT P
34.11-2012 (512 6uT) cneanyeT nepepaTb mMeTody cTpoky "SYMMETRIC512" (CryptoProvider
.SYMMETRIC_512).

SecretKey agreeKey = ka.generateSecret("SYMMETRIC512");
SecretKey agreeKey = ka.generateSecret(CryptoProvider.SYMMETRIC_512);

Mpumep BblpaboTKM KJo4en corslacoBaHus CTOpPOHaMu CM.
samples/samples_src.jar/userSamples/CheckImita.java (BXOAWT B KOMMJIEKT MOCTaBKWU
nporpammHoro obecnevyeHns «Kpuntollpo JCP» Bepcus 2.0).

2.3. PaboTa C CMMMETPUYHbLIMU KII0YaMU LUNGIPOBAHNS,
cooTBeTCcTBYOWMMIN anroputMy NOCT 28147-89

KpunTtonposangep «Kpmuntolpo JCP» Bepcua 2.0 (Moaynm windpoBaHna) oCcyLLeCcTBASET
reHepaunto CUMMETPUYHbIX KJII0Y4EN WNGPOBaHNS, Yepe3 cTaHAapTHbIM nHTepdenc JCE npn
nomoLum knacca KeyGenerator.

2.3.1.Co3paHune obbekTa reHepaummn (reHepaTopa) CUMMETPUYHbIX
KJIl04en WwngposaHUA

O6beKT reHepauumnm CUMMETPUYHLIX KJ/OYeENn wWndpoBaHna (panee reHeparTop)
COo3daeTcsd MocpeacTBOM Bbi30Ba MeToda getinstance() knacca KeyGenerator. 3ToT MeTon
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ABNAETCA CTaTUYeCKMM W BO3BpallaeT CCblIKY Ha krnacc KeyGenerator, KoTopbi
obecneyunBaeT BbiNoNHeHNe Tpebyemon onepavumn.

Ona co3paHma reHepaTopa CUMMETPUYHBIX KoYen WugpoBaHUSA, COOTBETCTBYIOLWLNX
anroputmy [OCT 28147-89 MetTony getinstance() HeobxoOuMO B KayecTBe NapaMeTpa
nepenaTtb nms, naeHTuuunpyrulee OaHHbIN anropuTMm ("GOST28147" nnn
CryptoProvider.GOST_CIPHER_NAME). lNpun TakoMm Bbl30Be MeTona getinstance() COBMeCTHO C
onpeneneHneMm Tpebyemoro aaropuMTMa reHepauun KJ4Yern coriacoBaHMs OCYLLECTBASAETCS
TakXe onpeneneHune Tpebyemoro Ttuna kpuntonpoBangepa («Kpuntolpo JCP» Bepcusa 2.0
(mogynn wndpoBaHun)). Takxe CcTaHOapTHbIn uHTepdenc JCE no3BonsdeTr B KayvecTBe
napameTpa QyHKUMK getinstance() knacca KeyGenerator BmecTe C MMEHEM anropmtMa
nepepaBaTb WMA KpunTornpoBamgepa, WCNOAb3yeMOro pAas BbiNoJHEHUA Tpebyemon
onepaumn.

Takmm o06pa3oM, co3daHMe reHepaTopa CUMMETPUYHBIX KA4Yen wudpoBaHus,
cooTBeTCcTBYIOWMX anroputmy [OCT 28147-89 ocywecTBnsaeTrca OOHUM M3 CAefylowmx
cnocobos:

KeyGenerator kg = KeyGenerator.getInstance("G0ST28147");
KeyGenerator kg = KeyGenerator.getInstance('"G0ST28147", "Crypto");

KeyGenerator kg = KeyGenerator.getInstance(CryptoProvider.GOST_CIPHER_NAME,
CryptoProvider .PROVIDER_NAME);

FeHepauna CMMMETPUYHbIX KJYen WnudpoBaHNa Npyv NOMOLLKM Takoro reHepaTtopa kg
OyneT oCcywecTBAATLCSA B COOTBETCTBUU C anropntmom MOCT 28147-89 1 C yCTaHOBIEHHbIMU B
KOHTPOJIbHOW MNaHenu mnapaMeTpaMu (NapamMeTpamMm Mo yMmoa4aHuio). Ecnm cywecTByeT
HeobxoAMMOCTb NCMOJIb30BaHUA apyroro Habopa napameTpoB (OT/IMYHOIMO OT MapaMeTpoB Mo
yMOJl4aHUIO), TO cnepyeT YycTaHoBuTb Tpebyembin Habop napameTpoB CO34aHHOMY
reHepaTopy.

2.3.2.0npepeneHve napaMeTpoB reHepaunm CUMMeTPUYHbIX
KJIlo4en WwngposaHUs

MNMocne Toro, Kak reHepaTop CUMMETPUYHBIX KJloYen 6bian co3[aH, MOXKET BO3HUKHYTb
HeobXoAMMOCTb YCTAaHOBUTb HEKMn Habop MapaMeTpoB reHepaum CUMMETPUYHbLIX KIOYeNn
WnpoBaHNs, OTANYHBIA OT MapaMeTpPoB, YCTAHOBJIEHHbBIX B KOHTPOJIbHOM NaHenn. Onepauus
N3MeHeHns cyulecTBylowero Habopa mapamMeTpoB OCYLLECTBASETCH MNpM MOMOLM MeToAa
init(AlgorithmParameterSpec params) knacca KeyGenerator. 3ToMy MeToAy B KayecTse
napamMeTpa MoXeT BbITb NepefaH 06bEKT ceayloWnx ABYyX K1acCcoB:

e uHTepderic AlgIdInterface (onpenensieT Habop NnapamMeTpoB Ans reHepaunn
Knto4eBon napbl obmMmeHa, HO MoXXeT 6bITb NCMOJIb30BaH M AS1S FeHepaunum CUMMMETPUYHbIX KloYen
wundgposaHua. B aToM cnyyae u3 nepenasaemoro Habopa napameTpoB B NpoLiecce reHepauum
6yayT NCMOAb30BaHbl NMLb NapaMeTpbl WNGPOBaHUA);

e uHTepdeinc ParamsInterface napameTpoB anropntMa wmngposaHms FOCT 28147-89
(cm. «PaboTa c napameTpamun anropmTMma wngposaHna FOCT 28147-89»).

B oboux cny4asx UMeT 3HAYeHMEe NUWb MapaMeTpbl WKUPPOBaHUSA (NapameTpbl
anroputma FOCT 28147-89), NOCKONbKY CO34aBaeMblll reHepaTOPOM CUMMETPUYHbLIA KJIOY
MOXXeT OblTb WCNOJIb30BaH TOJILKO ASs WUEHPOBAHMSA OaHHbIX (orepaunn co3gaHusa 3,
BbIpabOTKWM K/OYEN COrlacoBaHUA N 3aNnUCK ero Ha HOCUTENb 3anpeLLEeHbI).

Takum obpa3om, nsmeHeHne Habopa NapamMeTpoB reHepaTopa CUMMETPUYHBIX KITHOYEN
LWNPOBaHNSA NPOU3BOANTCS Cieayowmm obpasom:

AlgIdInterface keyParams; // wHTepodeiic Habopa napameTpoB

ParamsInterface cryptParams; // uHTepdeiic napameTpoB wudpoBaHus
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kg.init(keyParams); // ycTaHOBKa No/HOro Habopa napameTpoB

kg.init(cryptParams); // ycTaHOBKa napamMeTpoB wudpoBaHus

Cne,u,yeT MOMHWUTbL O TOM, 4TO WMU3MeHeHMNe NnapaMeTpoB reHepaunn CUNMMEeTPUYHHbIX
KJIl04EN MMEET CMbIC/1 TOJIbKO 00 BbIMOJIHEHUS HernocpenCTBeHHO reHepauynn.

B kadecTBe mapamMeTpoB AN WHULMANU3ALUN FeHepaTopa MOXXeT MCMNO0JIb30BaTbCs
noboln 13 napaMeTpoB WMEHPOBaAHUA, MNpPenCcTaB/IEHHbIX MNpOBalMAepoM: MapaMeTpbl Mo
yMoOJl4aHUIO, MNapaMeTpbl wWwugpoBaHMa 1, napaMeTpbl WU poBaHMa 2, napaMeTpbl
wngposaHma 3, napameTtpbl Ockap 1.1, napameTpbl Ockap 1.0, napameTpbl PUK1, TK26 2,
TK26 1, TK26 3, TK26 4, TK26 5, TK26 6, TK26 Z.

Mpwn paboTe c kntoY4amm Ha anropntme NOCT P 34.10-2012 cneayeT UHULNANN3MPOBATb
reHepaTop napaMmeTpamun wngpposaHns TK26 Z.

2.3.3.eHepaunsa CUMMETPUYHOr 0 KJIto4Ya WNPOoBaHNSA

FeHepaunsa CMMMETPUYHbIX KJloYen WndpoBaHnsa, CoOoTBETCTBYOWMX aaroputmy FOCT
28147-89, ocywecTBnseTCa TOJIbKO MOC/Ae COo3f4aHWs reHepaTopa W, ecam 3To Heobxopumo,
onpegeneHnus ero napameTpoB. Bbi3oB MeTona generateKey() «knacca KeyGenerator
BO3BpallaeT KJoY WngposaHnsa, cooTeeTcTByOWMn anroputmy [OCT 28147-89 wn
yCTaHoB/IeHHOMY Habopy napaMeTpoB (MM NapamMeTpam No YMONYaHUIO):

SecretKey key = kg.generateKey();

Mpumep reHepaunm CUMMETPUYHOIO KJllo4a WNGPOBaHUA NPU BbINOJHEHUM onepauunn
3alnpoBaHnUA OaHHbIX CM. samples/samples_src.jar/userSamples/SessionEncrypt.java
(BXOAUT B KOMMNJIEKT MNOCTaBKW NporpaMMHoro obecneyveHus «Kpuntollpo JCP» Bepcus 2.0).

3. IMnTO3aLuTa AaHHbIX B COOTBETCTBUN C aJITOPUTMOM
OCT 28147-89

Kpuntonposangep «Kpuntollpo JCP» Bepcua 2.0 (Mogynu wmnppoBaHUd) ocyLlecTBasgeT
UMUTO3aLLUNTY AaHHbLIX B COOTBETCTBUM C anroputmom FOCT 28147-89, yepe3 cTaHAApPTHbIN
nHTepdgenc JCE npm nomowm knacca Mac.

3.1. Co3paHue 06beKkTa UMUTO3aLUNTbl AaHHbIX

O6bekT MMUTO3aWNTbl OaHHbIX B COOTBETCTBMM C anroputmom [OCT 28147-89
co3faeTcsd nocpencTBOM Bbi30Ba MeTona getinstance() knacca Mac. 3ToT MeTon SBAsSeTCH
CTaTUYeCKUM W BO3BpaLLlaeT CCbIIKY Ha Kjhacc Mac, KoTopbih obecneymBaeT BbIMOJHEHUE
Tpebyemown onepaumu.

Ona cozpaHnsa ob6bekTa MMUTO3alNTbl B COOTBETCTBUM C anroputmom FOCT 28147-89
metony  getinstance() Heobxognmo B KayecTBe nNapameTpa nepepaTb nms,
noeHTuduunpyouee OaHHbIN anropuTMm ("GOST28147" nnn
CryptoProvider.GOST_CIPHER_NAME). TIpwn Bbi3oBe MeToda getinstance() coBMeCcTHO C
onpegeneHnem TpebyemMoro anaropyuTMa WUMUTO3ALLUTbI AaHHbIX OCYLLECTBISETCHA TakKXe
onpeneneHne Tpebyemoro Tuna kpuntonpoBanaepa («Kpuntolpo JCP» Bepcua 2.0 (moaynu
wngpoaHmna)). Takxe cTaHOapTHbIn MHTepdenc JCE no3sonseTr B KayecTBe napamMeTpa
dyHKunn getinstance() knacca Mac BMecTe C MMEHeM ajropMtMa YyKasbliBaTb UWMS
KpunTonpoBangepa, NCNoJib3yeMoro Ans BbiMOJHEHNA Tpebyemon onepaunm.

TakuMm obpa3om, co3paHne 0bbeKTa MMUTO3aWMNTbI OAHHbLIX OCYLLECTBASETCA OAHMUM U3
cnepyoLlwmx cnocobos:

Mac mac = Mac.getInstance("G0ST28147");

Mac mac = Mac.getInstance("G0ST28147", "Crypto");
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Mac mac = Mac.getInstance(CryptoProvider.GOST_CIPHER_NAME,
CryptoProvider .PROVIDER_NAME);

3.2. NHuumanmsaumnsa obbekTa MMNTO3aLLNTbI AaHHbIX U
oripepnesieHmne ero rnapaMeTpoB

Mocne TOro, Kak 06 BbLEKT MMNTO3aWNTbI AaHHbIX Bbln co3aaH, HeobxoANMMO onpenennTb
Habop napameTpoB anropmtmMa [OCT 28147-89, B COOTBETCTBUM C KOTOpbiMu 6yaeT
OCYLLEeCcTBNATbCA  onepaums uMmTosawmTbl. OnpepeneHme napamMeTpoB  ajropuTMma
OCyLLEeCcTBNAETCA BO BPEMS MHMUMANM3auMM onepaunm MMMUTO3allnTbl AaHHbIX MeToaoM init()
Knacca Mac ogHUM 13 cnepyowmx cnocobos:

* npwu Bbi30Be (hyHKUUK init(Key key) napameTpbl anropntma FOCT 28147-89
onpenensTCcA B COOTBETCTBMM C NapaMeTpaMiy LLMPOBaHNA NepeaaBaeMoro yHKLMN KatoYa
key;

* npwu BbI30Be hyHKUUW init(Key key, AlgorithmParameterSpec params) napameTpsbl

anroputMa NOCT 28147-89 onpenensatoTcs B COOTBETCTBUN C NMepefaBaeMbiMU napaMmeTpamu
params.

B oboux cnydasix nepepaBaeMbll KoY key WCMONb3yeTcsa B npouecce BbipaboTku
NMNTOBCTaBKMU.

CyLLecTBYIOT HEKOTOpbIE OrpaHNYeHUa Ha NnapaMeTpbl, NnepefaBaemMble QYHKLUMN init().
B o6oux crnocobax BbI30Ba 3TOM PYHKLUN KIOY key [0JXKeH COOTBETCTBOBaTb TuUny SecretKey
N yOoOBMETBOPATb anroputMmy wundgpoaHma FOCT 28147-89 (Takue kAw4M MoryT 6biTb
noJlydyeHbl Mpu MNOMOLLUM oOnepaumn CcorjacoBaHUs Ki4Yern WM npyu MNOMOLUM reHepauuun
CUMMETPUYHBIX  Kao4ven  wudpoBaHusa). Heobxoommo  Takxe, 4Tobbl  napameTpbl,
nepepnaBaeMble QyHKUUN /nit() BO BTOPOM crnocobe ee Bbl30Ba COOTBETCTBOBaIN UHTepdency
ParamsInterface napameTpoB anropmtMma wundpoaHmna FOCT 28147-89 (cm. «PaboTa c
napameTpamMn anropmtMma wngposaHna FOCT 28147-89»). Takum obpa3oMm, nHUUKaNn3aums
onepaunm MMUTO3aLLNTblI aHHbIX, BO BPEMSA KOTOPOM NPOUCXOOWNT onpenesieHne napaMmeTpoB
WMUTOBCTaBKMN, OCYLLECTBASETCH OAHMM N3 CNefyoLWmx crnocobos:

ParamsInterface cryptParams; // wHTepodeiic napameTpoB wWudpoBaHms

SecretKey key; // obA3aTenbHO K4 widpoBaHWSA C anropuTMOM
"G0ST28147"

// (cooTBeTcTBYlWMiA anroputmy FOCT 28147-89)

mac.init(key);

mac.init(key, cryptParams);

3.3. KonnpoBaHue 00bekTa MMUTO3aLUNTbI AaHHbIX

B HekoTopbix cny4dasx TpebyeTca co3gaTbh KOMUIO yXKe CyllecTByloulero obbekTa
MMUTO3aLLNTLI AaHHbIX, Hanpumep, Korga TpebyeTtcs BbipaboTaTb MMUTOBCTABKY KakK U 4acTu
[aHHbIX, TaK U BCEro MCXOAQHOr0 MaccMBa AaHHbIX. B 3TOM cilyyae nocne Toro, kKak 6bina
obpaboTaHa Tpebyemas 4aCTb AaHHbIX, HEOOXOANUMO COXPaHUTb (NPX MOMOLLN KOMMPOBAHMWS)
06BbEKT UMMTO3AWMNTLI, U NPOAO/IKUTL 06paboTKy oCTaBLIeNCs YacTu (B pe3ysbTaTe Yero
6yayT obpaboTaHbl BCe UCXOAHbIE AaHHbIE). Y)Xe Mocsie BbINOSHAETCSA BblYNC/IEHNE 3HAYEHUSA
WUMUTOBCTaBKM [OJi1 060Mx 06BHEKTOB (MCXOAQHOrO0 - COOTBETCTBYHOLLIEro BCEM [HAAHHBLIM W
CKOMMPOBAHHOIO - COOTBETCTBYIOLLEro YacTu AaHHbIX).

Ona sTnx uenenm wmncnonblyetca metond clone() knacca Mac, KOTopbin BO3BpallaeT
TOYHYIO KOMUIO cyulecTBytolero obbekTa MMNUTO3aWNTbl. ITOT MeTOod MOXET ObiTb BblI3BaH Ha
nobomM >3Tane BLINOJIHEHUS ornepaunn BbIpaboTKM MMUTOBCTABKM MOCJE TOro, Kak 06bekT
NMMNTO3aLlLUNTbI OblN npovHNUMnann3npoBaH U OO0 TOro, Kak onepauna MMMNTO3alLlNTbl AaHHbIX
6bls1a 3aBeplUeHa.
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Ncnonb3oBaHMe MeToOa KNOHUPOBaHMSA 00beKTa MMNTO3aLWNTbI aHHbIX B C/legylolem
npuMmepe samples/samples_src.jar/userSamples/CloneImita.java (BXOOUT B KOMMJIEKT
nocTaBku nNporpaMmmHoro obecnevyeHnsa «Kpuntollpo JCP» Bepcus 2.0).

3.4. BblpaboTKa MMUTOBCTaBKW OaHHbIX

Mocne Toro, kak 006BEKT wMMTO3aWMUTBl OblT CO34aH WM MNPOUHULMANIN3ZUPOBAH,
BblpaboTKa WMMWUTOBCTABKM [AaHHbIX B COOTBETCTBMM C anroputmom [OCT 28147-89
npovM3BOAMNTCA B [ABa 3Tana: obpaboTka AaHHbIX M MNOCjieaylollee BblHUCAEHNE 3HaYeHus
WMNTOBCTaBKW, 3aBepLualolee onepaunto UMUTO3aWmnTbl aHHbIX.

3.4.1.06paboTKa 3amnLaeMbiX aHHbIX

ObpaboTka 3awmulaeMblX OaHHbIX OCYLLEeCTBAAETCA MNpu MNoMowun meToda update()
Kjacca Mac. 9ToT MeTof ocyuwiecTeaseT 06paboTKy 3awmuaemMblX aHHbIX, NpeacTaBAEHHbIX
B Buae 6amToBOro MaccMBa W MNoJaBaeMblX €My B KayecTBe napameTpa. CyuwecTtByeT 3
BapmaHTa 06paboTkn 6anTOBOro MacCuBa AaHHbIX MPU MOMOLLM 3TOro MeToaa:

1. MocnepoBaTenbHas obpaboTka kaxaoro 6ariTa AaHHbLIX (MPU 3TOM KOMYECTBO BbI30BOB
MeTopna update(byte b) paBHO A/IHE MacCMBa AaHHbIX):

byte[] data;
for(int i = 0; i < data.length; i++)
mac.update(data[i]);

2. BbrnoyHasa obpaboTka gaHHbIX (AaHHble obpabaTbiBatoTCa 610KaMu onpeneneHHoOn
OJINHbI):

byte[] data;
int BLOC_LEN = 1024;

//ecnn pnanHa UCXOAHbIX AaHHbIX MEeHble AANHbI 6/10Ka
if(data.length/BLOC_LEN == 0)
mac.update(data);
else {
//uMKn no 610Kam
for (int i = 0; i < data.length/BLOC_LEN; i++) {
byte[] bloc = new byte[BLOC_LEN];
for(int j = 0; j < BLOC_LEN; j++)
bloc[j] = data[j + i * BLOC_LEN];
mac .update(bloc);

}

//06paboTKa ocTaTka
byte[] endBloc = new byte[data.length % BLOC_LEN];
for(int j = 0; j < data.length % BLOC_LEN; j++)
endBloc[j] = data[j + data.length - data.length % BLOC_LEN];
mac.update(endBloc);

3. O6paboTka AaHHbIX LLe/INKOM:

byte[] data;
mac.update(data);

[onyckaeTcsa KoOMBMHMpOBaHWE MNEPBOro M BTOPOro BapuaHTa, obpaboTka 6nokamu
pas/INYHOM AJSINHBI, @ TakXe WUCMOoNb30BaHWe MeToda update(byte[]data, int offset, int len) -
obpaboTka MaccuBa AaHHbIX CO CMELLEHNEM.

3.4.2 .Bbl4ucneHme 3Ha4eHnss MMUTOBCTABKM

BbluncneHme 3Ha4YeHuUss MMUTOBCTABKU OCYLLECTBAAETCH npu nomMmowm metona dofinal()
knacca Mac. CyuwlecTBYOT pa3siMyHble BapuaHTbl Bbl30Ba AaHHOro metoga. Ecnm obpaboTke
noaBeprancb BCe 3allMulaeMble faHHble, TO OCTaeTCAa TOJIbKO MOJIy4UTb 3Ha4vyeHue
WMUTOBCTaBKU. [M0Nly4nMTb 3TO 3HAYEHNE MOXXHO ABYMS criocobamu:

1. Bbi3oB MeTopa 6e3 napameTpoB - doFinal(). B 3ToM cnyyae MmeTof Bo3BpawaeT 6anToOBLIN
MaccumB, COAepKaLlLUni 3HaYeHNne NMNTOBCTABKM;
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2. Bbi30B MeTOoda C mapameTpamu - dofinal(byte[] buf, int offset). B aToM cnydae meToA
3anncbiBaeT 3HAaYEHNE UMNTOBCTABKM B NepefaBaeMblii eMy MacCUB CO CMELLLeHNEM.

Ecnm e 4YacTb OaHHbIX OCTajlocb He obpaboTaHHOW, TO cnenyeT nMpenBapuTesibHO
obpaboTaTb €e, a AUWb NOTOM MOJy4YaTb 3HAYEHME MMUTOBCTaBKU. [Ong 3TuUX uenen
ncnonbsyetca dyHKuma dofinal(byte[] buf), obpabaTbiBatowasa nepenaHHble B MaccuBe buf
OaHHble 1 Bo3Bpallatowas 6anToBbIN MacCuB, COAep)Xaln 3HaYEeHNE NMUTOBCTABKMN.

Mpumep co3paHUs M NPOBEPKU MMUTOBCTABKM Ha KJOYax COrjlacoBaHUs CTOPOH CM.
samples/samples_src.jar/userSamples/CheckImita.java (BXOAWT B KOMMJEKT MOCTaBKMU
nporpammHoro obecnevyeHns «Kpuntollpo JCP» Bepcus 2.0).

3.5. Wcnonb3oBaHme anroputma HMAC

C nomowbio kKpunTonpoBangepa «Kpuntollpo JCP» Bepcma 2.0 MOXKHO OCYLLECTB/SATb
3awuTy OaHHbIX B COOTBETCTBUM C anropnTMom HMAC GOSTR3411,
HMAC_GOSTR3411 2012 256 (OID: 1.2.643.7.1.1.4.1) nan HMAC_GOSTR3411 2012 512 (OID:
1.2.643.7.1.1.4.2). CtaHpgapt HMAC GOSTR3411 onucaH B JAoKymeHTe rfc4357, KOTOpbIN
b6a3mpyeTca Ha cTaHgapTe rfc2104. OID "1.2.643.2.2.10" gna anropmtma onpegeneH B rfc4490

PaboTaTb C peann3aumnen anropntMa MOXXHO 4Yepe3 CTaHAapTHbIN nHTepgenc JCE npu
nomown knacca Mac WcnosnbsosaHne HMAC_GOSTR3411, HMAC _GOSTR3411_2012_256 wnwn
HMAC_GOSTR3411 2012 512 aHanoruyHo pabote c wmmuTo3awmTtonm no anroputmy [OCT
28147-89, TOMLKO nMNpU Cco3fjaHUM oObObekTa B KayeCcTBe WMEHW Hafo YKa3biBaTb
"HMAC_GOSTR3411". NMpumepsbl co3paHnsa obbekTa:

Mac mac = Mac.getInstance("HMAC_GOSTR3411");

Mac mac = Mac.getInstance("HMAC_GOSTR3411", "Crypto");

Mac mac = Mac.getInstance(ru.CryptoPro.Crypto.Cipher.GostHMAC.STR_NAME,
CryptoProvider .PROVIDER_NAME);

Mac mac = Mac.getInstance("1.2.643.2.2.10", "Crypto");

nnn

Mac mac = Mac.getInstance("HMAC_GOSTR3411 2012 _256");

Mac mac = Mac.getInstance("HMAC_GOSTR3411 2012 256", "Crypto");

Mac mac =
Mac.getInstance(ru.CryptoPro.Crypto.Cipher.GostHMAC2012_256.STR_NAME,
CryptoProvider .PROVIDER_NAME);

Mac mac = Mac.getInstance("1.2.643.7.1.1.4.1", "Crypto");
nl
Mac mac = Mac.getInstance("HMAC_GOSTR3411 _2012_512");
Mac mac = Mac.getInstance("HMAC_GOSTR3411_ 2012 512", "Crypto");

13


http://java.sun.com/j2se/1.4.2/docs/api/javax/crypto/Mac.html
http://www.ietf.org/rfc/rfc4490.txt
http://www.ietf.org/rfc/rfc2104.txt
http://www.ietf.org/rfc/rfc4357.txt

XTAK.00091-01 33 02. Kpuntollpo JCP. PykoBoAcTBO nporpammucta. Mogynu

LWndopoBaHuS.

Mac mac =
Mac.getInstance(ru.CryptoPro.Crypto.Cipher.GostHMAC2012_512.STR_NAME,
CryptoProvider .PROVIDER_NAME);

Mac mac = Mac.getInstance("1.2.643.7.1.1.4.2", "Crypto");

3.5.1.icnonb3oBaHme 512-6uTHbIX Ko4ven B anropntmax HMAC

B dyHkumax HMAC, ocHOBaHHbIX Ha x3w-pyHkumax TOCT P 34.11-2012 (256 6uT) u
FOCT P 34.11-2012 (512 6wuT), MOoryT ObiTb MCNOJb30BaHbl 512-6UTHbIE KOYU. DTN KIHOYU
NpeacTaBNATCS B BUAe 061eKTOB Kacca Symmetric512Key.

Kntoun Symmetric512Key moryT 6bITb Mojlyd4eHbl Kak nyTeM BbipaboTKM C NMOMOLLbIO
anroputma BKO (cMm. cooTBeTCTByWOWMNIA pa3desn), Tak U C NMoMoLlblo obbekTa reHepaTopa
Symmetric512KeyGenerator.

KeyGenerator kg = KeyGenerator.getInstance("SYMMETRIC512");
KeyGenerator kg = KeyGenerator.getInstance("SYMMETRIC512", "Crypto");

KeyGenerator kg = KeyGenerator.getInstance(CryptoProvider.SYMMETRIC_512,
CryptoProvider.PROVIDER_NAME);

HenocpencteeHHO BbipaboTKa KoYa NPOM3BOAUTCA TaK:
kg.init(null);

SecretKey key = kg.generateKey();

lMocne 3Toro KoY MOXXHO 1cnosib3osaTb B HMAC:

Mac mac;

Symmetric512Key key;

mac.init(key);

4. LLInppoBaHMe OaHHbIX U KJ1l04e B COOTBETCTBUMN C
anroputmMmom [OCT 28147-89

Kpuntonposangep «Kpuntollpo JCP» Bepcus 2.0 (Mmoaynu windpoBaHMs) ocyLlecTBaseT
WwngpoBaHme OaHHbIX W KAOYen B cooTBeTCTBUM C anroputmom [OCT 28147-89, 4epes
CTaHJapTHbIN nHTepgenc JCE npu nomowm knacca Cipher.

4.1. Co3gaHune obbekTa LWNPPOBAHUA AaHHbIX N KJOYEN
(undppaTopa)

Ob6BbekT wWwudpoBaHnUa [aHHbIX W Ka4Yen (panee wugpatop) B COOTBETCTBUM C
anroputmom FOCT 28147-89 co3paeTcsd nocpenCTBOM Bbi3oBa MeToda get/nstance() knacca
Cipher. 2ToT MeToq ABAAETCA CTaTUYECKUMM U BO3BpaLLaeT CCbiKy Ha Knacc Cipher, koTopbin
obecneyunBaeT BbINONHeHNe Tpebyemon onepaumn.

Cnepysa wmnHTepdency knacca Cipher, metoay getinstance() B Ka4decTBe MnapameTpa
cnepgyeTt  nepepaBaTb  CTPOKOBOE npencTtaBsieHne  ajsiroputMa wudgpaTtopa BUAa
"algorithm/mode/padding"” nnbo "algorithm". Hn)xe onncaHbl 4ONYCTUMbIE BapUaHTbl 3Ha4YeHU’
Ka)X[oro n3 aiIeMeHTOB TaKoro CTPOKOBOIo npencraBjieHus.

1. B KauvecTBe anemeHTa "algorithm" yka3biBaeTcsi COGCTBEHHO a/irOPUTM LWL poBaHUS.

Anropnt™ FOCT 28147-89 naeHtuduympyetcsa umeHem "GOST28147" nnn

CryptoProvider.GOST_CIPHER_NAME.

2. B KayecCTBe 3JIeMeHTa “mode” yKa3blBaeTCs pexunm wudposaHus. B kpuntonposangepe

«KpunTtolpo JCP» Bepcua 2.0 (Moaynn W poBaHMsa) 4ONYCTUMbI CIeAylowme peXxnMsl:

0 "ECB" - pexxuMm npocTon 3aMeHbl (MCNosib3yeTcs Npu WNgpPoBaHNN AaHHbIX);

0 "CBC" - pe)xmm NpoCcTon 3aMeHbl C 3auensieHnem (Mcnosb3yeTcs npu
WNpoBaHNUM AaHHbIX);

0 "CNT" - pexxmm raMMupoBaHus (MCMonb3yeTcsa Npu WngpoBaHNM AaHHbIX);

0 "CFB" - pexxmm raMmmupoBaHus ¢ obpaTHOM CBA3bIO (MCMOAb3YyeTCsa Npu
WNpoBaHNUM AaHHbIX);
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0 "SIMPLE_EXPORT" - peXxuM WngpoBaHna CUMMeTPUYHOro Kto4a 6e3 ycnoXXHeHus
(ncnonb3yeTcs Npu WNGPOBAHNN KAOYEN);
0 "PRO_EXPORT" - peXXuM WnppoBaHNA CUMMETPUYHOIO KJTto4a C YCJIOXKHEHUEM
(ncnonb3yeTcsa Nnpu WUHPOBAHUN KITHOYEN);
0 "PRO12_EXPORT" - pexxum LWnpoBaHUs CUMMETPUYHOI0 KJt04a C YCJIOXKHEHNEM
(ucnonb3yeTcsa Npu WKHPOBAHUN KITOYEN).

Echn snemeHT “mode"” oTcyTcTByeT (T.e. B KayecTBe CTPOKOBOro npencTaBsieHns
anropuTMma wudpaTopa yKasaH AULb aJifOPUTM WINGPOBAHNS), TO NPU OCYLLECTBIEHUN
nocrnegytowen onepaumn wngpoBaHna byaetT MCMONb30BaH PEXMM MO YMOJIHAHUIO:
ona onepauun WNPOBaHMA AaHHbLIX (CM. HMXXe) mcnonblyetca pexum "CFB", gnsa
onepaumin lWnNgpoBaHNa Knw4den - pexxum "SIMPLE_EXPORT".

3. B KayvyecTBe 3fieMeHTa "padding"” yKa3biBaeTCs aJIrOPUTM 3aMNoJIHEHNS NoCegHero
HenoaHoro 6710ka AaHHbIX MPY BbINOAHEHUM onepauunm 6104HOro WwndposaHns. B
kpunTtonposangepe «Kpnntollpo JCP» Bepcus 2.0 (Moayan wndgpoBaHUsa) AONyCTUMbI
cnenyrowine anropuTMbl:

0 "NoPadding" - 3anonHeHune nocnegHero 6s10ka He ncnofb3lyeTcs (MCNosb30BaHMe
nonyckaeTcs Tosbko B pexxumax CNT n CFB);

0 "PKCS5_PADDING" - 3anonHeHue nocnegHero 6sioka ocyuwiectenseTcs Mo
anroputmy PKCS5;

0 "PKCS5Padding" - gpyrown gonyCcTuMbIn BapyaHT HanncaHusa anroputma PKCS5;

0 "ISO10126Padding" - 3anonHeHue nocnegHero 6n0Ka ocylwecTBaAseTCAa nNo
anroputmy I1SO 10126;
0 "ANSIX923Padding" - 3anonHeHme nocnegHero 6s10Ka OCYLLECTBASETCHS MO

anroputmy ANSI X.923;

o "ZeroPadding" - 3anonHeHne nocnegHero 610Kka HyAsaMM, NpU KPaTHOCTU
MCXOLHOr0 OTKPLITOrO TekcTa pa3Mepy 6noka wudpa AONOAHUTENbHbLIA 610K
He pobaBnaeTcs, NagOouHr He ABNAETCSH OAHO3HAYHbIM;

o "RandomPadding" - 3anonHeHue nocnegHero 6noka CayYanHbIMU
banTamm, NpM KPaTHOCTU NCXOAHOIMO OTKPbLITOrO TeKCTa pa3mMepy 6ioka wudgpa
nononHuTenbHbIn 610K He fobaBnaeTcs, NAagANHI HE SBASETCA OAHO3HAYHbIM.

Ecnn snemeHT “padding"” oTcyTcTByeT (T.e. B KayecTBe CTPOKOBOro rnpencrasBsieHns
anropmMTMa WundpaTopa yKasaH Anlb aaropuTM WNGPOBaHNA), TO NPU OCYLLECTBAEHUN
nocnepylowen onepaunm wWngposaHus B pexumax "ECB" n "CBC" 6bypeT ncnonb3oBaH
anroputm "PKCS5 PADDING", B pexxumax "CNT" nnu "CFB" - "NoPadding".

CnepyeT TMOMHWUTb, Y4TO YyCTaHoBAeHMe oTamdyHoro ot "NoPadding" anropumtma
3aMnosIHeHNA MMEeeT CMbIC/T TOJIbKO npu paboTte B pexumax "ECB" un "CBC". Ecnwm
ncrnonblyetca pexum wngposaHmsa "CNT" wmam "CFB", TO yCTaHOBJIEHHbIN PEXUM
3anosiHeHNa OyaeT WUrHopmpoBaTbCA. BbimonHeHMe onepauuin  3aWMpPOBaHMA W
pacwundppoBaHna B pexnmax "ECB" n "CBC" ¢ ncnonb3oBaHMEM pexuMa 3arosIHEHUS
"NoPadding" He ponycKaeTcs.

Mpn BbI30OBE MeToma getinstance() coO CTPOKOBbIM MpeAcTaBieHMEM anropuTMa,
cocTosiLeM M3 MepeyvYUCNeHHbIX Bbille AOMYCTUMbIX 3HAYeHU VMEHW anropuTMa, pexuma
LWNPOBaAHUSA N anropmTMa 3arnosHeEHUS NocaegHero HenoJsiHoro 6s10ka, NOMUMO onpepeneHns
B COOTBETCTBMW C 3TUM CTPOKOBbLIM TMpeAcTaB/ieHneM aaroputMa paboTbl wudpaTopa
OCYyLLEeCTBASETCA TakXe onpepeneHue Tpebyemoro Tuna kpuntonpoBampepa («Kpuntollpo
JCP» Bepcusa 2.0 (moaynu wundpoBaHud)). TakKe cTaHOapTHbIN MHTepdenc JCE no3sonseT B
KayecTBe NapameTpa dyHkuuu getinstance() knacca Cipher BMecTe C MMeHeM anropuTMa
yKa3blBaTb MMA KpUNTOMNpOBanAepa, NCNOJIb3yeMOoro Ajs BbiNoOJIHEHMA Tpebyemon onepaumnu.
TakuMm obpasomMm, co3faHue, Hanpumep, obbekTa LWNGPOBaAHUA AaHHbLIX B COOTBETCTBUU C
anroputmom NOCT 28147-89 B pexxmme nMpoCcTon 3aMeHbl C 3auensieHnem ¢ anropntmom PKCS5
3anosiHeHNa nocsiegHero HemoJIHOro 610ka oCyLEeCcTBASAETCA OOHUM U3 CNeayroLmnX Cnocobos:

Cipher cipher = Cipher.getInstance("G0ST28147/CBC/PKCS5_PADDING");

Cipher cipher = Cipher.getInstance("G0ST28147/CBC/PKCS5_PADDING", "Crypto");
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4.2. NHuumanusaums wmndgpaTtopa v onpenesieHne ero
rnapamMeTpoB

Mocne Toro, Kak wudpatop 6bbin co3zgaH, Heobxoanmo onpenennTb CO6CTBEHHO MeTOA
wndpoBaHns 1 Habop nNapameTpoB, B COOTBETCTBUMW C KOTOPbIM OyaeT OCyLIEeCTBAATbCSH
onepaums WugppoBaHus. MHnunannsauma wmugpaTopa OCyLLECTBASETCA NMOCPeaCcTBOM Bbi30Ba
meToda Jnit() knacca Cipher. Bbi30B gaHHOro Metoga MOXeT ObiTb OCYLWECTBJIEH OBYMS
crnocobamu:

* jnit(int opomode, Key key),
* jnit(int oomode, Key key, AlgorithmParameterSpec params).

Hu>xe onuncbiBaloTCA 0COBEHHOCTN KakAoro u3 3Tmx cnocobos Ans KpunTonpoBangepa
«KpunTtolpo JCP» Bepcua 2.0 (Moaynu wmgpoBaHns).

e 55 oboux cryvyaes Bbl30Ba PYHKLUMM init() B KavyecTBe NapamMeTpa opmode nepepaeTcs
yucno, onpegenstoulee cobcTBeHHO MeToA WKngpoBaHus. Kpuntonposangep «Kpuntollpo JCP»
Bepcusa 2.0 (Mmooynu wndpoBaHWs) NogOaepXKUBAET YeTbipe MeToda WndpoBaHus,
onpepenseMblix cnegyowmm obpasom:

0 MeToA 3awundpoBaHMsa faHHbIX (onpenenseTca KoHcTaHTon ENCRYPT_MODE
knacca Cipher);

0 MeToA pacwundpoBaHUs AaHHbIX (onpegenseTca KoHcTaHTon DECRYPT_MODE
knacca Cipher);

0 MeTofA 3awundpoBaHma Kn4da (onpenenserca KkoHcTaHTon WRAP_MODE knacca
Cipher);

0 MeToA pacwundpoBaHUa KatoYa (onpepensetcs koHcTaHTon UNWRAP_MODE
knacca Cipher);

e 155 oboux cryvyaeB B KayecTBe nMapameTpa key nepenaeTcs Kitoy, Ha KoOTopom byaeTt
NMPOnN3BOANTCA YKa3aHHasa onepauunsa WwnppoBaHns. TpebyeTcs, 4ToObl 3TOT KOY SBAAJICA
06bekToM Tuna SecretkKey n yaposneTsopsan anroputmy wndposaHmnsa FOCT 28147-89 (Takue
KAt04M MOryT 6bITb MOAyYeHbl NPU NOMOLLM ONepaL My CoriacoBaHUs Ka4Yen nan npu nomMmoLim
reHepaumm CUMMETPUYHbIX KJII0Yen LWnNdPoBaHNS).

®* MOCKOJbKY B NepBoM cnocobe Bbi3oBa hyHKUMK init(int opmode, Key key) Hnkakune
LOMOJIHUTENbHbIE MapaMeTpPbl HE NepefalTCs, TO TakoW BbI3OB YHKUMN obnagaeTt
cnenyrowmmm ocobeHHoCTAMM:

0 rnapaMeTpbl aJiropuTMa WKGPOBaHMS (Y3es 3aMeHbl) oNpeaensiTcs B
COOTBETCTBMU C MapaMeTpamMu LN pPoBaHUA NepefaBaeMoro kiwo4a key;

0 Mpu nHULManusauum onepauunm 3awmndgposaHua gaHHbix (ENCRYPT_MODE) B
pexxume, TpebyloLeM BEKTopa NHULManM3aumnm (Takumm pexmmamum asnsawotcsa "CBC",
"CFB" n "CNT") BeKTOp MHULManm3auum bynet BolpaboTaH ciyyYyanHbiM obpa3om;

0 npu nHUUManusauum onepauunm pacwmdpposaHmsa gaHHbix (DECRYPT_MODE) B
pexxume, TpebyoLweM BEKTOpa NHULMANM3aUNK (TakuMn pexxmuMmamu asnsawoTca "CBC",
"CFB" n "CNT") 6yaeT BblAaHO UCKJIIOYEHNE;

0 MNpW MHUUMaNu3auum onepaunmn wngposaHus kaoda (WRAP_MODE nnan
UNWRAP_MODE) knto4om key, nony4eHHbIM Npu NoMoLLM ornepaumm coriacoBaHus
KJo4en, HeobxoanMbIN NS AajibHENLLEro BbIMOJIHEHWS Oonepaunmn WNGPOBaHNS BEKTOP
MHUUManmsaunm byneT npoHacsiefoBaH OT CTapTOBOrO BEKTOPA, KOTOPLIA y4acTBOBas B
npoLiecce co3faHusa Kjo4va corfacoBaHus key;

0 Npu nHUUManNu3auum onepaumnm 3awmndgposaHusa knoda (WRAP_MODE) knto4om
key, nony4yeHHbIM Npy NOMOLLM FeHepaLnum CUMMETPUYHBIX KoYen LWNpoBaHUs,
HeobxoaAnMbIA ANs AasibHEWLEero BbIMOJHEHWS onepauun WndpPoBaHNS BEKTOP
MHUUManmsauum bynet BbipaboTaH ciyyYaiHbiM 06pa3om;

0 MpwV MHUUMaNM3auum onepauun pacwmdposaHmsa knoda (UNWRAP_MODE) kntoyom
key, nony4yeHHbIM NpyU MOMOLLM FEHEPALUM CUMMETPUYHBIX KJTloYen WwndgpoBaHus, byaeT
BblJIAHO UCKJ/IIOYEHNE.
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BO BTOpOM cnocobe Bbi3oBa hyHKUMW init(int opmode, Key key, AlgorithmParameterSpec

params) nepefatloTcsa napaMeTpbl params, onpegenswowme paboTy wmdpaTtopa. B kKayectse
Takux napameTpoB B KpunTtonposangepe «Kpuntollpo JCP» Bepcusa 2.0 (Moaynn windpoBaHna)
[onycKaeTcs nepefaBaTbh 06bEKTbI CNefyoLwmx TUMNOB:

0 wuHTepgeinc ParamsInterface napameTpos anroputma wmgposaHms FOCT
28147-89 (onucaHune paboTbl C 3TUM MHTEPGENCOM NMPUBOSUTCA B COOTBETCTBYIOLLEM
pasfene ookymMeHTauumn no Kpuntonposangepy «Kpuntollpo JCP» Bepcusa 2.0). Takum
obpasom, 06bekT Tuna ParamsInterface, nepenaBaemblin B Ka4ecTBE NapaMeTpoB
params onpegenseT napaMeTpbl WMEGPOBaHUSA (y3e 3aMeHbl)

0 lvParameterSpec - ctaHfapTHbIN kKnacc JCE. O6beKT Takoro Kiacca, nepeaaHHbIn
B KayecCcTBe NapaMeTpoB params onpenenseT BEKTOP MHULMANN3ALNN.

0 GostCipherSpec - 3ToT knacc npencTtaBasieT coboit Habop NapamMeTpoB
anroputma N'OCT 28147-89, a Tak)Xe BEKTOp MHULMaNu3aumn wmudpaTopa, U ABnseTcs
peanusaumen cTaHgapTHoro knacca AlgorithmParameterSpec. Co3pgaHue obbekTa Kiacca
GostCipherSpec B cooTBeTCTBUM C TpebyeMbiMM NapaMeTpamMu (y3710M) WM POBAHUA 1
BEKTOPOM MHULMaNM3aLMn Npon3BoanTca cneayowmm obpasom:

ParamsInterface cryptParams; // vwHTepdelic napameTpoB WWUPpoBaHUA
byte[] iv; //BEKTOpP WHMLMaIN3aunm

GostCipherSpec spec = new GostCipherSpec(iv, cryptParams);

Takum o0Opa3om, o6nekT Tuma GostCipherSpec, mnepenaBaeMbiii B KauecTBe
rapaMeTpoB params orpefesisieT napameTpsl LinMdpoBaHus (y3es 3aMeHbl) U BEKTOP
VMHHULIMA/TM3aLuu.

BBMUOY noonep>XXmBaemMbiX TUNOB obbekTOB, nepenaBaeMbiX B Ka4eCTBe NnapamMeTpoB

params gns BToporo crnocoba BbizoBa pyHKUWUK init(int opmode, Key key,
AlgorithmParameterSpec params) BO3HUKaIOT crefyolme ocobeHHOCTAMM Takoro Bbi30Ba
PYHKLNN:

0 ecnu napaMeTpbl anropuTMa WndpoBaHusa (y3en 3amMeHbl) 3a8aHbl (B ciyvae
nepenayv B KayecTse NapameTpoB params ob6bekTa UHTepdeica NnapamMmeTpos
wundpoBaHust ParamsInterface nnm knacca GostCipherSpec), To oHn n byayTt
NCMoNb30BaHbl B MPOLLECCE BbINOJIHEHMS onepaunn WngppoBaHns. B npoTUBHOM ciyyae,
napaMeTpbl LUINGPOBAHUS OMpPeaesiaioTCAa B COOTBETCTBUN C NapaMeTpaMu WndpoBaHus
nepenaBaemoro kjtwda key;

0 eCc/in BEKTOp MHUUMann3aunum 3agaH (B caydae nepenaym B Kavecrtee
napameTpoB params obvekTa knacca IvParameterSpec nam knacca
GostCipherSpec), To oH 1 byneT ucnonb3oBaH B NPOLLECCE BbINMOJHEHWS onepaLum
wngposaHna. B npoTneHoMm cny4vae:

= [PV NHUUKANU3aLMK onepaunm 3awmndpoBaHnsa gaHHbIX
(ENCRYPT_MODE) B pexxunme, TpebyloLeM BEKTOpPa UHULMANM3aunm (Takumm
pexxumamm asnatoTca "CBC", "CFB" n "CNT") BekTop nHuumannsaummn bypet
creHepupoBaH c/y4anHbiM obpa3omMm;

" [OpU NHULMaNU3aunum onepaunm pacluingpoBaHnUsa AaHHbIX
(DECRYPT_MODE) B pexume, TpebyloLleM BeKTopa UHULMaNnU3aumnm (Takumm
pexnmamm asnatoTcsa "CBC", "CFB" n "CNT") 6yaeT Bbl4aHO UCK/IOYEHWNE;

" [PV NHUUMaNM3auMn onepaunmn wngposaHus kitoda (WRAP_MODE wan
UNWRAP_MODE) knto4om key, nosy4yeHHbIM Npu NOMOLLM ofepaumn coriacoBaHus
Knto4yen, HeobxoaAnMbIN A5 fasibHENLWero BbINO/HEHWA onepaunn WndpoBaHNs
BEKTOp UHMLUManm3auun byneTt npoHacsieqoBaH OT CTapTOBOro BEKTOPaA,
KOTOPbIA y4aCcTBOBa B NpoLiecce co3haHUs KJto4va cornacoaHus key;

" [pU nHUUKaNM3aumMn onepaunmn 3awmndgposaHna knoda (WRAP_MODE)
Kto4yoM key, nonyvyeHHbIM NPV MOMOLLM FeHepaLm CUMMETPUYHbBIX KJTOYeNn
wngpoBaHns, HeobxoAnMbIN AN AasibHENLWEero BbIMNOJHEHNS onepauunmn
WM poBaHNS BEKTOP NHMLUMaNn3aunm 6yaeT BoipaboTaH cnyvyanHbiM obpa3om;
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= [PV NHUUKAAM3aLMK onepaunmn pacwmngposaHms kntova (UNWRAP_MODE)
KJlo4oM key, nony4eHHbIM NpuU MOMOLLM FreHepaumm CUMMETPUYHbIX KJTloYen
wungpoBaHns, byaeT BblAaHO UCKIIIOYEHME.

B ob6ounx cnyvaax Heobxogumo cCneguTb 3a COrlacOBaHHOCTbID MNapaMeTpoB
wndpoBaHnsa (y3na wngpoBaHMs), a TakXe BeKTopa WHUUManM3auum npu BbIMOJHEHUN
COOTBETCTBYWOLIMNX APYr APYry onepauuin 3awmndpoBaHnsa U paclun@poBaHus. Tak, Hanpmumep,
ecnn MHUUManmn3aums ornepauum 3amnd@poBaHUM OaHHbIX Mpou3Bogunace 6e3 nepepayu
BEKTOpa WMHUUMannsaunun, T0O CO3,EI,aHHbII7I B npouecce BbIMNOJIHEHNA 3TON onepaunn BeEKTOP
WHULMaNu3aumMmn creanyeT nepenaTh BMeCTe C 3aluNpPOBaHHbIM TEKCTOM AJI1 KOPPEKTHOro
BbIMOJIHEHUS oOnNepauun pacwungpoBaHus. MonyuYnTb BEKTOP MWHULMANM3aUUM MOXXHO npu
nomowin metopa get/V(), Bo3Bpawlalowero ero B Bnae 6antoBoro maccuea. AHasNOrM4YHble
OencTBuUs cneayeTt NPoOuM3BOAUTL B Crlyyvyae 3allndpoBaHUS KJlo4a Ha CUMMETPUYHOM KJlto4e
WMpoBaHUA, NOJYHYEHHBIM NPU MOMOLLM reHepaunn. Heobxo4MMO MOMHUTbL, YTO BbI3OB 3TON
dyHKUMM  cneayeT  MNPoOM3BOAUTb  TOJMILKO  Mocjsie  Toro, Kak  wwudgpaTtop  6bin
MPOVHNUNANN3NPOBaH, 1 A0 TOro Kak onepaumns 3awmndpoBaHna bbia 3aBepLleHa.

Takmm o06pasoM, WHMLKaANM3aUUs, COOTBETCTBYIOLWIMX ApPYyr Apyry onepauuni
3alngpoBaHNa 1 paclndpoBaHUa AaHHbIX Ana anropmtma FOCT 28147-89 moxeT 6bIThb
ocyllecTB/ieHa cneaywowmm obpasom:

SecretKey key; // 06A3aTenbHO KoY wudpoBaHua ¢ anroputmom "GOST28147"
// (cooTBeTcTBylwWnii anroputmy FOCT 28147-89)

// cunTaeMm, 4TO M3BecTeH 06ouMmM cTOpoHam
/*3aundpoBaHne*/

// wHuuManusauuma onepauum 3awndpoBaHua. BekTop OGyaeT CreHepupoBaH
// B npouecce BbIMOSIHEHMS onepauun

cipher.init(Cipher.ENCRYPT_MODE, key);

// noflyyeHue CreHepupoBaHHOrO BeKTOpa WHUUManu3auum

byte[] iv = cipher.getIV();
/*PacuundpoBaHue*/

// co3paHve napameTpoB, cofepxawnx Tpebyembiii BEKTOP

IvParameterSpec spec = new IvParameterSpec(iv);

// wHuUUManusauma onepauum pacwumdpoBaHUa C TeM Xe
// K/YOM N BEKTOPOM

cipher.init(Cipher.DECRYPT_MODE, key, spec);

4.3. 3awwndpoBaHMe N pacumdpoBaHne gaHHbIX

Mocne Toro, Kak wWudpatop 6bl1 Cco3gaH WM MNPOUHULMANIN3NPOBAH METOAO0M
WngppoBaHNsA  AaHHbIX (ENCRYPT_MODE wnuM DECRYPT_MODE), onepauusi 3alwmndpoBaHUs
(pacwmndpoBaHnsa) AaHHbIX NMPOM3BOAUTCSA B [Ba 3Tana: obpaboTka OaHHbIX KU nocrenytollee
3aBepLUeHne onepaumu.
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4.3.1.NocnepgoBaTtenbHOe 3awmndpoBaHue (pacwmngpoBaHmne)
DaHHbIX

MocnepoBaTenbHoe 3awwundpoBaHue (pacwm@poBaHMe) OaHHbIX OCYLWECTBASETCS npwu
nomowin Metoda update() knacca Cipher. 2ToT MeTon BbINOJHAET rMocnefoBaTesibHOe
3alundpoBaHue (paclundpoBaHne) AaHHbIX, NpeacTaBNeHHbIX B Buae 6anTtoBoro maccmea u
nogaBaeMbIX MY B KayecTBe NapameTpa. CyuwecTByeT 4YeTbipe cnocoba BbI3OBa MeToAa:

e update(byte[] input) - 3awmdppoBaHme (paclMppoBaHNSA) BCEro COAEPXXUMOro MacCuBa
input. Pe3ynbTaT WnNhpoBaHUS BbiAAETCA B KavyecTse HaliToBOro MaccuBa;

e update(byte[] input, int inputOffset, int inputLen) - 3awmndpoBaHne (paclungpoBaHns)
collep>XMMoro Maccmea input, HauuHasa ¢ nosnumn inputOffset B konnvecTse inputlen
6alnT. Pe3ynbTaT WKUdpoBaHUA BblAaeTCs B KayecTBe 6alTOBOro MaccumBa;

e update(byte[] input, int inputOffset, int inputLen, byte[] output) - 3awmndpoBaHme
(pacwuncpoBaHNs) cogep>XMmMoro Maccmea input, HauymHas ¢ nosvummn inputOffset B
KonndecTBe inputlen 6anT. Pe3ynbTaT WNHPOBaHUS 3aNnUCbIBAeTCA B MaccmMB output. Takol
BbI30B (DYHKLMWN BO3BpaLLlaeT KOJIMYECTBO 3anumcaHHbIX B BbiIxogHoW bydep 6anT;

e update(byte[] input, int inputOffset, int inputLen, byte[] output, int outputOffset) -
3awmngpoBaHue (paclunpoBaHUs) COAEPXKMMOro Maccuea input, HauymMHas C No3nuunm
inputOffset B konnyecTBe inputlen 6anT. Pe3ynbTaT WNGPOBAHUS 3aNUCbIBAETCS B MacCuB
output, Ha4ynHasa c nosnumm outputOffset. Takoi BbI30B DYHKLNM BO3BPaALLAET KOJINYECTBO
3anuncaHHbIX B BbIXOAHOM Bydep 6anT;

HonyckaeTcsa KOMBMHUPOBaHME 3TNX METOAOB, NMpUYeM NogaBaeMble Ha Ka>kAbl BbI3OB
dyHKUUN update() maccuBbl 3aWNpPOBbLIBAaEMbIX (paclunpoBbIBaeMbIX) AaHHbIX MOryT 6bITb
pa3HON OJINHBI.

4.3.2.3aBeplleHne onepaynm 3awmgposaHns (pacmndpoBaHms)

3aBeplleHne onepaunn 3awndpoBaHna (paclwngpoBaHnsa) OaHHbIX OCYLLEeCTBASETCS
npw nomowm metoda dofinal() knacca Cipher. [la)xe ecnn Bce BXOAHble OaHHble 6blIN MofgaHbl
Ha nocnepoBaTesibHOe WNpPOBaHME, TO 3TO He TrapaHTUpyeT TOro, 4TO pe3ynabTaT
wndpoBaHna 6bl1  BblgaH MOJHOCTbI. Takoe, HanpuMmep, BO3MOXHO npu  6104HOM
3aWKndpoBaHUN OaHHbIX, OJINHA KOTOPbLIX He KpaTHa OsiunHe 6noka. Beuay sTtoro onepauuto
wndpoBaHUa crnenyeT 3aBepwunTb (N8  MNOAyYeHMsA nocaedHen YacTu pesysbTaTa
wndpoBaHusa, nmbo e ans obpaboTkM M MNoNyvYeHUss KOHEYHOro pe3synbTaTa €elle He
06paboTaHHbIX BXOOHbIX OaHHbIX).

Ecnn B npouecce nocnenoBaTesIbHOr0 LUNGPOBaHNA BCE BXOAHbIE OaHHble 6blnu
nodaHbl Ha 3awndpoBaHme (pacwmndpoBaHme), TO 3aBEPLLUUTbL ONepaumio LWNHPoBaHNA MOXHO
nByMs criocobamu:

e BbI30B MeToaa 6e3 napameTpoB - doFinal(). B aToM cnyyae MeTof Bo3BpawaeT 6anToOBbIN
MacCuB, COOEP KALLMN MOCAeaHIon YaCTb 3allN(POBaHHbIX (pacWn(POBaHHbIX) OAaHHbIX;

®* BbI30B MeTOoAa C NapameTpamu - doFinal(byte[] output, int outputOffset). B 3ToM cnyyae
MeTOoZ 3anuncbiBaeT NOC/eAHIO YacTb 3angpPoBaHHbIX (paclindpoBaHHbIX) OaHHbIX B
nepepaBaeMblii eMy MaCCUB CO CMELLEHNEM.

Ecnn e He BCe BXOoAHble AaHHble Bblnn MofaHbl Ha nocaenoBaTesibHOe LIJI/ICt)pOBaHVIe,
TO cnepnyet 06p860TaTb OCTaBwWKMeCcd pOaHHble, 1N Wb MNOTOM 3aBeplwaTb onepauunto
WngpoBaHNAa ONA NOJiydeHUA KOHeYyHoro pesynbTata. [Ona 3T1ux uenenm MoxxeT ObiTb
MCNOJIb30BaHO HECKOJIbKO BapuUaHTOB Bbi30Ba (PYHKL NN doFinal.

® doFinal(byte[] input) - obpabaTbiBaeT MoOC/IeHIO YaCTb BXOOHbIX AaHHbIX,
collep>Kallytocs B MaccmBe input v BblfaeT OKOHYaTesNbHbIN pe3ynbTaT WNMPOoBaHUS B BULE
6aliToBOro MaccmBa;

e doFinal(byte[] input, int inputOffset, int inputlLen) - obpabaTbiBaeT NOC/IEAHION YaCTb
BXOZHbIX OaHHbIX, COAEP KaLLYCs B MaccuBe input, HauymHas ¢ no3muum inputOffset B
konun4vecTse inputlen u BblAaeT OKOHYaTENbHbIN pe3ynbTaT WKdpPoBaHMs B Buae 6anToBOro
MaccuBa;

e doFinal(byte[] input, int inputOffset, int inputLen, byte[] output) - obpabaTbiBaeT
MOCJIEAHIO YaCTb BXOAHbIX AAHHbIX, COAep>Kallytocs B MaccumBe input, HauuHasa ¢ no3nyum
inputOffset B konnyecTBe inputlen u 3anncbiBaeT OKOHYaTENbHbIA pe3ynbTaT WNhPOBaHUS
B MaccuB output. Mpu 3TOM MeToA BO3BPaLLAET KONMYECTBO 3aNncaHHbIX B BbixoaHom Bydep
6anT;

* doFinal(byte[] input, int inputOffset, int inputLen, byte[] output, int outputOffset) -
obpabaTbiBaeT NOCNEAHIO YaCTb BXOAHbIX AaHHbIX, COAEpXKallytlocs B MaccuBe input, Ha4yuHasn
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c no3numm inputOffset B konmyecTBe inputlen v 3anncbiBaeT OKOHYATENbHbIN pe3ynbTaT
wungpoBaHua B Maccme output, HaymHasa c nosuunm outputoffset. Mpu sTom meToq
BO3BpaLLaeT KOJMYECTBO 3anncaHHbIX B BbIxogHoM Bycdep 6anT.

MpuMepbl 3alIMPPOBAHNS U PacLINGPOBAHUSA OaHHbIX BXOAST B KOMMIEKT MOCTaBKU

nporpaMmMHOro obecneveHns «KpunTtollpo JCP» Bepcus 2.0:
samples/samples_src.jar/userSamples/SessionEncrypt.java - npuMep WndpoBaHUSA
JAHHbIX Ha CMMMETPUYHOM KJto4e (COOTBETCTBEHHO, C 3aluMgpoBaHMEM 3TOro KJw4Ya AN
nepena4u ero MPOTUBOMOJIOXKHOWN CTOpPOHE),
samples/samples_src.jar/userSamples/ClassicEncrypt.java - npumep LwWNUdPOBaHNSA

OaHHbIX MO KJIAaCCNYECKOM CXeMe (Ha KJtYax CorsacoBaHms MPOTUBOMOJIOXKHbIX CTOpOH).

4.4. 3awmndpoBaHMe 1 paclLnpoBaHUE KioYen

Mocne ToOro, kak wuppatop 6bIN CO34aH W  MNPOMHULMNAININPOBAH METOAOM
wndpoBaHnsa knw4a (WRAP_MODE wnm UNWRAP_MODE), BbiNosiHAeTCA cOBCTBEHHO orepauus
3anpoBaHnAa NI paclwn@poBaHnNs Kitoya.

4.4.1.3awmdpoBaHne KoYa

Onepauwns 3awmngpoBaHns KtoYa BbiNoNHAETCS MeToaoM wrap(Key key) knacca Cipher.
B kayecTBe napameTpa pJaHHOMY MeToAy nojaeTcA KoY key, KOTOPbIA MOANEXUT
3angpoBaHMo. 3alungpoBaHne NepefaHHoro Kaya Npon3BoanTCA Ha K0Ye, KOTOPbIM Bbin
nponHuunanusnpoBaH wngpatop. Kpuntonposangep «Kpuntollpo JCP» Bepcua 2.0 (moaynn
LWnpoBaHNA) [OMNYCKaeT 3anppoBaHme TONIbKO CeayowmX TUMNOB KIYen:

®  3aKpbITbIX KAOYen obMeHa Nnn Kio4Yen 31eKTPOHHOW NoAMNNUCKU, COOTBETCTBYHOLLIMX
anroputmam obmeHa Ouddu-XenmaHa v UM FOCT P 34.10-2001 nnun FOCT P 34.10-2012 (Takune
K04 MOTYT ObITb MPoYNTaHbl N3 KOHTeI7IHepa, nmnbo MOoryT ObITb nosly4eHbl nocpeacTBoM
reHepauun KJYEBOM Napbl B COOTBETCTBUM C AaHHbIMW anropuTMammn);

®  CYMMETPUYHbIX KJoYen WngpoBaHnsa, COOTBETCTBYOLWMX anropntMy FOCT 28147-89
(Takme k04U MOryT BbITb NOJIyYEHbl MPU reHepaunn CUMMETPUYHBIX KoYen).

3awndpoBaHHbIN KJOY BO3BpallaeTcs B Buae 6anToBOro Mmaccuaa.

4.4.2.PacwngpoBaHue Kito4a

Onepauns pacwundpoBaHUa KKOYa BbINOAHAETCA MeToaoM unwrap(byte[] wrappedKey,
String wrappedKeyAlgorithm, int wrappedKeyType) knacca Cipher. 3ToT MeTon BO3BpallaeT
pacwndpoBaHHbIA KoY. B KavecTBe napameTpa [aHHOMY MeTody nepejaeTcs
3alUngpoBaHHbLIN KoY wrappedKey, npeacTaBfieHHbIN B Buae 6antosoro maccuea. NapameTp
wrappedKeyAlgorithm B KpuntonpoBanpepe «Kpuntollpo JCP» Bepcua 2.0 (Moaynwm
WwnpoBaHUA) He ucnosnb3yeTcsa. PacwungppoBaHue Kio4a NPOU3BOAMTCA Ha KJO4Ye, KOTOPbIM
6611 NpovHMUManu3npoBaH wugpaTop. Kpuntonposanaep «Kpuntollpo JCP» Bepcusa 2.0
(Mogynn wmndpoBaHnsa) [onyckaeT paclwngpoBaHUE TOJIbKO CUMMETPUYHLIX KJOYen
wnppoBaHUsa (CooTBeTCTBYIOWMX TuUNy Secretkey ©n  yAOBJAETBOPAOLWNX  aNrOPUTMY
wungposaHma [OCT 28147-89). Beuay >Toro B KavecTBe nNapameTpa wrappedKeyType
JOMycKaeT MCMoJib30BaHWe TOJIbKO TUMa KJo4da, COOTBETCTBYIOLWero knaccy SecretkKey. Tun
TaKoro KJt4a onpenenseTcs KOHCTaHToM SECRET_KEY knacca Cipher.

MpuMep 3awungpoBaHua U pacwnpoBaHUd CUMMETPUYHOINO KJo4a, Ha KOTOPOM
ocyllecTBnseTcs 3awmdgpoBaHng 7 pacwmnppoBaHue OaHHbIX CM.
samples/samples_src.jar/userSamples/SessionEncrypt.java (BxOOUT B KOMMeKT
nocTaBky nporpaMmmHoro obecnedeHnsa «Kpuntollpo JCP» Bepcus 2.0).

MpuMepbl 3awWwndpoBaHMA/paclNPpPOBaHNA CECCUOHHOMO KJloYa W TeKCTa Ha HeM,
COBMeCTMMble C rnpumepamu 3awmndgposaHusa/pacindpoBaHnsa ¢ ncrnonb3osaHnem Kpuntollpo
CSP cm. samples/samples_src.jar/Crypt_samples (BXoOUT B KOMMAEKT MOCTaBKuU
nporpamMmmMHoro obecnevyenuns «Kpuntollpo JCP» Bepcus 2.0).

5. lLUngpposaHne XML-0OKYMeHTOB

Ncnonb3oBaHue kKpuntonposanaepa «Kpuntollpo JCP» Bepcma 2.0 COBMeCTHO C
6nbnnotekon Apache XML Security nossonset wugposaTb XML-OOKYMEHTbl N0 anropuTMy
FOCT 28147-89. OnuncaHne coBMecTHon paboTbl «KpunTolpo JCP» Bepcus 2.0 c bubnuortekon
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XTAK.00091-01 33 02. Kpuntollpo JCP. PykoBoAcTBO nporpammucta. Mogynu
LWndopoBaHuS.

XML Security n cnocobbl peructpauum [OCT anropuTMOB MPMBOASATCA B OOKYMEHTEe
«PykoBoacTsBo nporpammucta» «Kpuntollpo JCP» Bepcus 2.0.

KoHCTaHTHI, 3apatouwme nMmeHa aJIropnTMOB, onpepeneHsl B danne
ru.CryptoPro.JCPxml.Consts

/**
* anropuTM wWnGpoBaHUA AaHHbIX
*/
public static final String URI_GOST_CIPHER =

"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gost28147";
/**
* URI anroputma wudpoBaHMs Kroda
*/
public static final String URI_GOST_TRANSPORT =

"urn:ietf:params:xml:ns:cpxmlsec:algorithms:transport-gost2001";

Mpumep CryptXML wngpoBaHnsa XML-OOKyMeHTa BXOOAWUT B KOMIMJIEKT MOCTaBKU
MporpaMMHOro obecrneyeHuns «KpunTtollpo JCP» Bepcus 2.0
samples/samples_src.jar/xmlSign/.
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