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1. BBepeHune

HacTosilwee pykoBOACTBO COAEPXUT onucaHue kpuntonposangepa Kpuntollpo JCSP (ocHoBHOMN
Knacc nposangepa ru.CryptoPro.JCSPJCSP).

Kpuntonposangep Kpuntollpo JCSP saBnseTca cpencTBOM KpunTorpauMyeckon 3alimThbl
mHpopmauunm (CK3WN Kpuntollpo CSP 5.0 KC1l wucnonHeHue 1l-Java), peanusyloLM pPOCCUNCKME
KpunTorpauyeckme aaroputmbl N HYHKLNOHUPYIOLWNM Mo ynpaBieHeM BUPTyasibHOW MalluHbI Java 2
Runtime Environment Bepcumn 1.7 n 1.8, cooTBeTCTBYIOLWEN cneyndurkaumum Sun Java 2 ™ Virtual Machine.

Kpuntonposangep Kpuntollpo JCSP gonxeH ncnosb3oBaTbCa C cepTudunumpoBaHHbiMu SUN Java-
MallUHaMM, COOTBETCTBYHOLWMUM TpeboBaHnaMm 6e3sonacHocTu SUN. 3allULLEHHOCTb KpUNTOorpadnieckmnx
06BbeKTOB, co3aaBaeMbixX N 0bpabaTbiBaeMbIX KPMATONPOBANAEPOM, 3aBUCUT OT CTEMNEHN 3alUULLEHHOCTU
N KOPPEKTHOCTM Java-MallnHbl, N1 MOXET 6blTb CHUXXeHa MpPW NCMOJIb30BaHUMN BUPTYaslbHbIX MaLUUH, He
nMmerwmnx ceptugpmkata SUN. Cnncok cepTUULMPOBAHHbLIX Java-MalunH HaxoauTcsa Ha cante SUN no
appecy: http://www.oracle.com/technetwork/indexes/downloads/index.html

Kpuntonposanpgep Kpuntollpo JCSP peanum3syeT cTaHOapTHbIN MHTepdenc Java Cryptography
Architecture (JCA) B COOTBETCTBUM C POCCUNCKUMU KPUNTOrpauyeckumm aaroputMamMun u B
COOTBETCTBUU C 3TUM UHTepdencom obecneymBaeT BbINOJIHEHWE CeAYIOLWMX onepaLnn:

® reHepauus KJaKYEN INEKTPOHHON noanucy (256 6uT) n KNoYern NPOBEPKN INEKTPOHHON
nognucu (512 6mT) B cooTBeTCTBUK C anroputmom NOCT P 34.10-2001;

® reHepauus ceKpeTHbIX (256 6uT) 1 oTKpbITbIX (512 6UT) KNOYEN aAropnTMa KIKYeBOro
obmeHa B cooTBeTCTBUM C anroputmom MOCT P 34.10-2001;

* reHepauus KOYeEN 3NEKTPOHHON noanucy (256 BUT) 1 KNOYEN NMPOBEPKN 3NEKTPOHHOW
noanucu (512 6u1T) B cooTBeTCTBUN C anroputmoM MOCT P 34.10-2012 (256 6uT);

® reHepaumsl CEKPeTHbIX (256 6UT) 1 OTKPLITLIX (512 6UT) KNKOYEN anropuTMa KJO4EBOro
obMeHa B cooTBeTCTBMU C anroputmom FOCT P 34.10-2012;

® reHepauus KaOYen 3N1eKTPOHHON noanucy (512 6uT) n KNYen NPoOBEPKN SNEKTPOHHON
nognucu (1024 6uT) B cooTBeTCTBMKU C anropntmom NOCT P 34.10-2012 (512 6uT);

® reHepauus cekpeTHbIX (512 6uT) 1 oTKpbITEIX (1024 6UT) KNoYen anropuTMa
Knto4eBoro obmeHa B cooTBeTCTBUM C anroputMom FOCT P 34.10-2012;

®  3anuCb KJOYEN 31EKTPOHHON NOANUCU 1 KodeBoro obmeHa ¢ anroputmom FTOCT P
34.10-2001 Ha HocuTenn (MHTepdenc xpaHmnmwa knwden JCA);

®  YTeHMe KJIKYeln 3NeKTPOHHON noanucn n katovesoro obmeHa ¢ anropmtmom FOCT P
34.10-2001 c nepe4yncneHHbIX HocuTenen (nHTepdenc xpaHunnuwa kntoden JCA);

®  3anunCb KJIKOYEN 3NIEKTPOHHON NOANUCU 1 KNo4eBoro obmeHa ¢ anroputmom NOCT P
34.10-2012 Ha HocuTenn (MHTepdenc xpaHmnnuiwa knw4den JCA);

®  YTeHMe KJIOYEeN 3NEKTPOHHON noanucn n kiat4vesoro obmeHa ¢ anropmtmom NOCT P
34.10-2012 c nepeyuncsieHHbIX HocuTenen (nHTepdenc xpaHunnwa knodein JCA);

®  3anucb cepTuUdrKaTa KJto4a NPOBEPKM ISIEKTPOHHON NOANNCK 1 KNtoYeBOoro obmeHa Ha
K1I04EBOW HOCUTESIb B COOTBETCTBUUN C XPAHALLMMCS Ha HOCUTESe KJH0YOM 3JIEKTPOHHON
noanucuy (nHTepdenc xpaHunumwa kaoyen JCA);

®  YyTeHue CcepTUPMNKaTOB KJIOYEN MPOBEPKN IJIEKTPOHHOM NOAMNMUCU U KJI0YEBOro obMeHa ¢
KJlo4YeBbIX HOocuTenen (MHTepdenc xpaHunmwa kioden JCA);

b 3anuncb O0BepPeHHbIX KOPHEBbIX CEpTUPUKATOB B CTaHOAPTHOE XpaHuuuLe JCA n 4yTeHne
N3 Hero,;

® reHepauusa KJOYEN C pa3INYHbIMK NapameTpamu B cooTBeTcTBUM ¢ FOCT P 34.10-2001;
® reHepauusa KJOYEN C pas3InyHbIMK NapameTpamu B cooTBeTcTBUM ¢ FOCT P 34.10-2012;

®  X3WMpPOBaHME AaHHbIX C pa3/INYHbIMKN NapaMeTpamum B cootTBeTcTBUM € FTOCT P 34.11-94;



https://docs.oracle.com/javase/7/docs/technotes/guides/security/crypto/CryptoSpec.html
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*  X3WMpoBaHMe aaHHbIX B cooTBeTcTBUN € TOCT P 34.11-2012;

*  (hopMMpOBaHME 3/IeKTPOHHOW NOAMUCK C Pa3JINYHLIMU NapaMeTpaMm B COOTBETCTBUN C
[OCT P 34.10-2001;

e (HopMMpPOBaAHME 3IEKTPOHHOW NOAMUCU C Pa3SINYHbIMK NapamMeTpaMn B COOTBETCTBUN C
FOCT P 34.10-2012;

®* NpoBepKa 3NEKTPOHHON NOAMUCK C pa3iIMYyHbIMKN NapaMeTpaMun B cooTBeTcTBun ¢ FTOCT P
34.10-2001;

® [poOBepKa 3JIEKTPOHHOW MOAMUCK C Pa3INYHbIMM NapaMeTpamu B cootTBeTcTBUM € TOCT P
34.10-2012;

®  OCyllecTBNEHNE BbIPpabOTKM KJIOYEN NApHOM CBA3M C UCMOJIb3OBAHUEM aNirOpPUTMa
KJtoyeBoro ob6meHa ¢ katovyamm FOCT P 34.10-2001;

® ocyuwecTBaeHne BbIpaboTKM KJO4Yen NapHOM CBA3M C UCMOJIb30OBAaHUEM aNifrOpUTMa
KJtoyeBoro ob6meHa ¢ katodamum FOCT P 34.10-2012;

® reHepauusa CEKPETHbIX Kto4en B cooTBeTcTBUMU ¢ TOCT 28147-89;

® reHepauus CEKPETHbIX KAoYen anmHon 512 6uTt ana ncnonb3oBaHuns B pyHKUnax HMAC,
OCHOBaHHbIX Ha UCMOJIb30BaHUM X3W-QPyHKUMN FTOCT P 34.11-2012 (256 6umT) u FTOCT P 34.11-
2012 (512 6uT);

* ndpoBaHNE AaHHbIX B COOTBETCTBUKU € anropntMmoM NOCT 28147-89;
* wundpoBaHue cekpeTHbIX Knto4den MOCT 28147-89;
e BblpaboTKa MMNTOBCTaABKM B COOTBETCTBUM C aaropntmom FOCT 28147-89;

e BblipaboTka 3HavYeHUn pyHkUnn HMAC, 0CHOBaHHbIX Ha NCMOJIb30BaHUN X3LW-PYHKLNA
FOCT P 34.11-94, TOCT P 34.11-2012 (256 6u1T) n FTOCT P 34.11-2012 (512 6uT);

e BbipaboTKa cny4amHbix 6aTOBLIX NOC/EN0BATENIbHOCTEN.

MoMMMO nepevYncneHHbIX ornepaunin, OCywecTBASEMbIX B COOTBETCTBMU CO CTaHAAPTHbIM
nHTepdgencom JCA, moaynm kKpuntonposanmpepa Kpuntollpo JCP, ycTaHaBnuMBaeMble COBMECTHO C
kpuntonposangepom Kpuntollpo JCSP, npenocTaBAsfioT OOMOJIHWTE/bHbIE BO3MOXHOCTU paboTbl C
cepTuUKaTamm:

® reHepauus 3anpoca Ha cepTUdukaT;

® OTnpaBKa 3anpoca CepBepy 1 rnoJsiy4eHme oT cepBepa COOTBETCTBYIOLLEro 3anpocy
cepTuukaTa;

d reHepayunsa camMmonoanmcCaHHbIX CepTVICpI/IKaTOB.

OCHOBHble TexHu4yeckme paHHble ” XxapakTepuctmkum CK3W, a Takxe wWHdopMaunio o
COBMECTUMOCTM C apyrumm npoayktamm Kpuntollpo cm. B «PyKoBOACTBE aAMUHUCTpaToOpa
6e3onacHoOCTU.
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2. icnosib30BaHMe 0CHOBHOM (DYHKLIMOHAIbHOCTW
Kpuntonposanaepa Kpmnntollpo JCSP 4yepe3 cTaHOapTHbIN
nHtepenc JCA

2.1.MeHepauma KOYEBbLIX Nap /IEKTPOHHOW NOANMNCA U
KJ1lo4eBOro obMeHa B COOTBETCTBUW CO CTaHaapTamu FOCT P
34.10-2001 n rOCT P 34.10-2012

2.1.1.Co3paHune obbeKTa reHepaLmn KNYeBbIX Nap 3JIEKTPOHHOM
noanucu u Ka4yesoro obmMeHa

Ona co3paHnsa obbekTa reHepaTopa KJOYEBOW Mapbl 3/1€KTPOHHOW MOAMWCK B COOTBETCTBUM C
anroputmom [OCT P 34.10-2001 cTaTmn4eckoMmy wMeTopy getinstance() knacca KeyPairGenerator
HeobxoOMMO B Ka4yecTBe MapameTpa nepefaTb WMSA, WAeHTUGUUMpyOLWEee [daHHbIA anaropuTMm
("GOST3410EL" nnun JCP.GOST_EL_DEGREE_NAME). Npn TakoM Bbi3oBe MeToaa getinstance() COBMeCTHO C
onpepeneHveM TpebyemMoro anropvMTMa reHepauum Kil4eBoW napbl HeobxoAMMO nepefaBaTb UMSA
KpunTonposangepa, WCNosib3yemMoro Ans  BbinojsHeHusa  Tpebyemom  onepaumum, TO  eCTb
JCSP.PROVIDER_NAME. Taknm obpa3oM, co3faHMe reHepaTopa KJHOYEBOW Mapbl dNEKTPOHHOW MOAMUCK
OCYLLEeCTBNISIETCSA OQHUM M3 C/lefyoWwmnx cnocobos:

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST341QEL", "JCSP");

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_DEGREE_NAME,
JCSP.PROVIDER_NAME);

Ona co3paHMa reHepaTopa KJOYEBOM MNapbl 3JIEKTPOHHOM MoAnucuM B COOTBETCTBUM C
anroputmom I'OCT P 34.10-2012 (256 6uT) meTony getinstance() HeobxoanmMo B KavyecTBe NapaMeTpa
nepenatb nvs, naeHTnuumupytoLlee OAHHbIN anropuTMm ("GOST3410_2012_256" nnun
JCP.GOST_EL 2012 _256_NAME). lNpu TakoM Bbi3oBe MeToAa get/instance() coOBMeCTHO C onpenefsieHneM
TpebyemMoro asropuTMa reHepauum Ka4eBon napbl HeobxooMMo NepenaBaTb UMS KpUMTOMpoBanaepa,
NCNONb3yEMOro AN BbINOJHEHNA TpebyeMon onepauumn, To ecTb JCSP.PROVIDER_NAME. Takum obpasomM,
co3faHMe reHepaTopa KJ4YeBOW MNapbl IEKTPOHHOM MOAMUCU OCYLLECTBAAETCA OOHUM U3 Cnefylowmx
cnoco6bos (Ha npumepe MOCT P 34.10-2012 (256 6u1T)):

KeyPairGenerator kg = KeyPairGenerator.getInstance("G0ST3410_2012_256", "JCSP");

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_2012_256_NAME,
JCSP.PROVIDER_NAME);

Ona co3paHma reHepaTopa KAKYEBOM MNapbl 3/EKTPOHHOW MoAnucuM B COOTBETCTBUM C
anroputmom FOCT P 34.10-2012 (512 6uT) meTopny getinstance() HeobxoanMo B KavecTBe NapameTpa
nepenaTb nvs, naeHTnpuumnpytoLiee OaHHbIN anropuTMm ("GOST3410 2012 512" nnm
JCP.GOST_EL_2012_512_NAME). lNpu TakoM BbI30Be MeTofa getinstance() COBMECTHO C ornpepnefsieHnemMm
TpebyeMoro anropnTMa reHepaunmn Ka4eBon Napbl HEO6X0OMMO NepefaBaTb UMSA KpMNTOMpoBanaepa,
MCNoNb3yeMoro Ana BbiNoJHeHUs Tpebyemon onepaunmn, 7o ecTb JCSP.PROVIDER_NAME. Takum obpasomM,
co3faHne reHepaTopa KJIKOYEBOW Mapbl 3JIEKTPOHHOM MOAMUCK OCYLWECTBAAETCA OOHUM U3 CNeanylowmx
crocoboB:

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410_2012_ 512", "JCSP");

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_2012_512_NAME,
JCSP.PROVIDER_NAME);

Ona reHepaumun KJO4YeBON Mapbl Ka4eBoro obmeHa, cooteeTcTByowen FOCT P 34.10-
2001, Heobxogumo npwu co3fjaHuMm obbekTa reHepaTopa B  KayecTBe UMMEHWN,
noeHTngunumpytowero Tpebyemble anropuTmbl, ykKasbiBaTb uMA "GOST3410DHEL" wnan
JCP.GOST_EL_ DH_NAME. B cny4Yae »>e reHepauuum KJ4eBOW nNapbl kJwoYeBoro obmeHa,
cooTtBeTcTBYtowen MOCT P 34.10-2012 (256) wam FOCT P 34.10-2012 (512), Heobxogmnmo
ykasbiBaTb uma  "GOST3410DH_2012_256" wnam JCP.GOST_DH_2012_256_NAME, wnu
"GOST3410DH_2012_512" wnm JCP.GOST_DH_2012_512_NAME. Takum obpa3om, B
kpuntonpoBangepe Kpuntollpo JCSP reHepaTop KJ/4YeBOW Mapbl Ki4YeBoro obmeHa,
cooTBeTCTBYOLEN anropuTMam obmMmeHa Onddu-XennmarHa n nognucu FOCT P 34.10-2001 nnun
FOCT P 34.10-2012 npon3BOANTCS OAHMM N3 Cepytowmx cnocobos:

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DHEL");
KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DHEL", "JCSP");
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KeyPairGenerator kg
JCSP.PROVIDER_NAME);

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DH_2012_256");

KeyPairGenerator.getInstance(JCP.GOST_EL_DH_NAME,

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DH_2012_ 256", "JCSP");

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_DH_2012_256_NAME,
JCSP.PROVIDER_NAME);

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DH_2012_512");

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DH_2012_ 512", "JCSP");

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_DH_2012_512_NAME,
JCSP.PROVIDER_NAME);

OTnnyutensHon ocobeHHocTbio JCSP dABnsfeTcs wucnosib3oBaHue 6OMONOrMYECKOro AaTyuka
cnydanHbix Yncen kpuntonposangepa Kpuntollpo CSP npu reHepaunn [OJroBPEMEHHbIX KOYeBbIX nap
3/IeKTPOHHOM NoANuUCM ” Kaw4eBoro obmeHa. MeHepaums KJOYEBOW Napbl MOXET MPOUCXOAUTb MO
OOHOMY M3 ABYX CLleHapueB: CO34aETCH BPEMEHHLIA KOHTeNHep, KOTopbIn KonupyeTcs B paboyuin, nan
Cpa3y co3gaéTtcsa pabo4ynin KOHTENHep.

2.1.2.0npepeneHne napaMeTpoB reHepaummn Kao4eBon napbl
3/1IEKTPOHHON NOAMNCK U KNO4YeBOro obmeHa

Bo3MOXXHbI c/iefytoLine cnocobbl Nogayn napaMeTpoB UHULIMANN3aLLNN:

1) cTaHpapTHbIA (Ha npumepe TOCT P 34.10-2001)

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_DEGREE_NAME,
JCSP.PROVIDER_NAME);

KeyPair keyPair = kg.generateKeyPair();

B >ToM cnydyae npoucxoauT CO3[aHMe BPEMEHHOr0 KOHTenHepa C HEKUM MPOM3BOJIbHbIM
naposieMm n nMeHeMm (anmacom), ansa BblpaboTku KatoYa noTpebyeTca HabpaTb 4OCTAaTOYHYIO SHTPOMNUIO B
CTaHZapTHOM okHe BuolCH kpuntonposangepa Kpmuntollpo CSP.

2) c3ajaHneM anmaca KoHTenHepa (Ha npumepe MOCT P 34.10-2001)

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_DEGREE_NAME,
JCSP.PROVIDER_NAME);

String container =
KeyStoreConfig.getHDImage().makeContainerName(containerName); // Co3paHue
KOHTeliHepa Tuna HDIMAGE c umeHem containerName

AlgIdSpec params = new NameAlgIdSpec(container); // T[apameTpbl WHMUMAIN3ALUN
reHeparopa

kg.initialize(params);
KeyPair keyPair = kg.generateKeyPair();

B 3TOM cny4vae co3naeTtcs pabounin KOHTenHep ¢ nMeHeM containerName, onsa BbipaboTKU Kio4va
noTpebyetcs HabpaTb [OOCTAaTOYHYIO SHTPOMNUID B CTaHOAAapTHOM okHe BbunolCH kKpunTonpoBamaepa
Kpuntolpo CSP, B OKHe BBOOa W MOATBEPXOEHUS Mapons ONa KOHTelHepa yKa3blBaeTCH MUH-KOA.
MapameTp container mo)xeT cogep)xaTb 3Ha4yeHune B popmaTe FQCN, Hanpumep, \\.\HDIMAGE\test.

Ecnm npoucxoauT reHepauus Kiw4yen anropuTma obmeHa, cootBeTcTBytowmx FOCT P 34.10-
2001, To TpebyeTcs hopMmMpoBaTb NapaMeTpPbl Tak:

AlgIdSpec params = new NameAlgIdSpec(AlgIdSpec.getDHDefault(), container); //
NMapameTpbl UHUUMANU3auun reHepatopa GOST3410DH

kg.initialize(params);

3) ans anroputmoB FOCT P 34.10-2012 (256 6uT) n FOCT P 34.10-2012 (512 6uT) Ha npumepe

rnepsoro

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_2012_256_NAME,
JCSP.PROVIDER_NAME);

String container =
KeyStoreConfig.getHDImage().makeContainerName(containerName); // Co3pgaHue
KOHTelHepa Tuna HDIMAGE c wumeHem containerName

AlgIdSpec params = new NameAlgIdSpec(AlgIdSpec.0ID_PARAMS_SIG_2012_512,

container); // NapameTpbl uMHULMaNM3auun reHepaTopa

10
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kg.initialize(params);
KeyPair keyPair = kg.generateKeyPair();

B 3TOM cnyyae co3paeTcs paboynin KOHTeNnHep ¢ uMeHeM containerName, ons BoipaboTKM KtoYa
notpebyetca HabpaTb [OCTATOYHYIO 3IHTPONUIO B CTaHOapTHOM okHe BuolCH kpunTonposangepa
Kpuntolpo CSP, B okHe BBOAa W MOATBEPXAEHUS MNapofas O/ KOHTEeMHepa YyKas3biBaeTCA MWH-KOA.
MapameTp container mo>xeT cogep>xaTb 3Ha4vyeHune B popmaTte FQCN, Hanpumep, \\.\HDIMAGE\test.

Ecnm nponcxoaunT reHepauunsa KaYen anropmTMa Katyesoro obmeHa, coorsetcrytowmx FOCT P
34.10-2001, TO BO3MOXXHO YKa3aTb NapaMeTpbl TakK:

AlgIdSpec params = new NameAlgIdSpec(AlgIdSpec.0ID_98, container); // NapameTpsbl
MHUUManm3aumm reHepartopa GOST3410DH_2012_256

kg.initialize(params);

AHanormnyHbeiM obpasom 3apatoTca napameTpbl ons FOCT P 34.10-2012 - ngeHTudurkaTopamu
Habopos napameTpos AlgldSpec.OID_PARAMS_EXC_2012_256 u AlgldSpec.OID_PARAMS_EXC_2012_512.

Mocne Toro, Kak reHepaTop KJw4eBOW nMapbl Obln co34aH, MOXET TakKXe BO3HUKHYTb
HeobxoAUMOCTb YCTaHOBUTb Habop NapamMeTpOB KJI0HEBONM Mapbl 3JIEKTPOHHOW NMOAMNCK UN KJII0O4EBOr0
obMeHa, OT/INYHbIA OT NapaMeTPOB, YCTAHOBJIEHHbLIX B KOHTPOJIbHOM naHenun JCSP. Onepaunsa nameHeHus
cywecTBylowero Habopa napamMeTpoB OCyLLeCTBASETCA MNpu nomowm MeToda initialize() knacca
KeyPairGenerator. 3ToMy MeTody B KadecTBe napameTpa nepepaetcs obbekT AlgIdInterface,
npeactasnsaowmn cobon uHTepdenc Habopa ycCTaHaBAMBaeMblX MapaMeTpoB (co3paHne 06bekToB
Takoro Tuna onucbiBaeTCcs HWxXe). Torga niMeHeHne Habopa napaMeTpoOB reHepaTopa KJo4YeBOW napbl
Npou3BOANTCS cneayowmm obpasom:

AlgIdInterface keyParams; // wnHTepdeiic Habopa napameTpoB KJiova

kg.initialize(keyParams); // ycTaHOBKa napameTpoB, OnpeAeneHHblX UHTepdelicom
keyParams

CnepyeT NOMHUTbL O TOM, YTO U3MEHEHMe NnapaMeTpoB reHepaumnn KJIl04EeBOW napbl NMeET CMbICN
TOJIbKO A0 BbIMNOJIHEHNA HeNnocpeaCTBEHHO reHepaunn Naps.bl.

CtaHpapTHbIM UHTepdenc JCA ponyckaeT Bbl30Bbl MeToda initialize() knacca KeyPairGenerator v ¢
ApyrmMmn napameTpamu (Hanpumep, AJIMHA KJKOYa), HO MpPU WNCNOSIb30BaHUN KpUNATOoMpoBangepa
KpunTollpo JCSP Takue Bbi30Bbl HE MMEIKOT CMbIC/a, NMOCKOJIbKY OHUM He M3MeHAT Habop napamMeTpos,
yCTaHOBJIEHHbIN paHee reHepaTopy.

Knio4yeBble KOHTenHepbl nogaepXuBaloT Takxxe dnar dhAllowed, o3Ha4vaoWMNN BO3MOXHOCTb
NMPOM3BOANTbL Ha 3aKPbITOM KJlOYe COorsacoBaHMe CEeCCUOHHbIX KioYern wnudpoBaHnsa. I3ToT 6uT
aBTOMaTWYeCKM YCTaHaBAMBAETCA NpuM reHepauum Khawo4ven kKiawodvesoro obmeHa (DH) Ha Bcex
anropmTMax, Npu TreHepauunm Kaw4Henw noanucu Ha anroputme TOCT P 34.10-2001, HO He
yCTaHaB/AMBAETCA MO YMOJIYAaHUNIO ANS KA4Yen noanncu Ha anroputme NTOCT P 34.10-2012. Onsa Toro,
4y10o6bI KAtOY Noanucy anropmtma FOCT P 34.10-2012 6bin co34aH € ycTaHoBAEHHbIM chnarom dhAllowed
M MOr WCMOJIb30BaTbCA ANA KJO4eBOro obmeHa, HYXXHO MNpouHuUManm3nposaTb obbekT reHepaTopa
cnepyowmnm obpasom:

kg.initialize(new CrypdDhAllowedSpec());

2.2.X3WmpoBaHme faHHbIX B COOTBETCTBUU C anroputmoMm FOCT
P34.11-94 nTTOCT P 34.11-2012

Kpuntonpoangep Kpuntollpo JCSP ocywecTBnseT X3WMpPOBaHWUE [OaHHbIX B COOTBETCTBMM C
anropntmoMm FOCT P 34.11-94 n T'OCT P 34.11-2012, 4yepe3 cTaHOapTHbIn nHTepdenc JCA npn noMmoLim

knacca MessageDigest.

2.2.1.Co3naHune obbeKTa X3WMNPOBaHUSA AaHHbIX

O6BbeKT X3WMPOBAHUSA AAHHbLIX B COOTBETCTBMU C anroputMamu FOCT P 34.11-94 n TOCT P 34.11-
2012 co3paeTcA MoOCpencCTBOM Bbi3oBa MeTopa getinstance() knacca MessageDigest. 3ToT mMeTopn
ABNAETCA CTaTUYeCKMM U BO3BpalL@eT CCbiIKY Ha 06bekT knacca MessageDigest, kKoTopblit
obecneynBaeT BbiNoSHeHNE Tpebyemon onepauunn.

IOns co3paHns obbekTa X3WMpoBaHUA B COOTBETCTBMKU C aaroputmom FOCT P 34.11-94, TOCT P
34.11-2012 (256 6uT) n TOCT P 34.11-2012 (512 6uT) meToay getinstance() HeobxoonmMo B Ka4vecTse
napameTpa nepepatb  MMA, noeHTuduumMpyowee  OaHHbIM  aAropuTMm ("GOST3411" nnn
JCP.GOST_DIGEST_NAME, "GOST3411 2012 _256" nnm JCP.GOST _DIGEST _2012_256_NAME,
"GOST3411_2012_512" wnnm JCP.GOST_DIGEST_2012_512_NAME cooTBeTCTBEHHO). [py TakoM BbI30BE
MeTopa getinstance() coBMecTHO C onpepeneHuneMm TpebyemMoro anroputMa X3WMPOBAHUA HAaHHbIX
OCYLLECTBASETCS Takxe onpeneneHne Tpebyemoro Tuna kpuntonposanaepa (Kpuntollpo JCSP). Takxe
CTaHgapTHbIN uHTepdenc JCA no3BondAeT B KavecTBe NapaMmeTpa dyHKuum getinstance() knacca
MessageDigest BMecTe C MMeHEM anropuTMa ykKasbiBaTb MMsS KpUNToONpoBanAepa, UCMOb3yemMoro Oas
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BbiNOJIHEHUST Tpebyemor onepaumn. Takum obpa3om, co3daHWe TreHepaTopa KJ/4YeBOW rMapsbl
OCYyLLEeCTBASAETCS O4HMM U3 cnefyrowmx cnocobos (Ha npumepe NOCT P 34.11-2012 (256 6uT)):

MessageDigest digest = MessageDigest.getInstance("GOST3411", "JCSP");

MessageDigest digest
JCSP.PROVIDER_NAME);

MessageDigest.getInstance(JCP.GOST_DIGEST_NAME,

MessageDigest digest MessageDigest.getInstance("GOST3411_2012_256", "JCSP");

MessageDigest.getInstance(JCP.GOST_DIGEST_2012_256_NAME,

MessageDigest digest
JCSP.PROVIDER_NAME);

MessageDigest digest = MessageDigest.getInstance("GOST3411_2012_512", "JCSP");

MessageDigest digest = MessageDigest.getInstance(JCP.GOST_DIGEST_2012_512_NAME,
JCSP.PROVIDER_NAME);

B cny4ae wncnonb3oBaHua anroputma FOCT P 34.11-94 6yayT MCNOSb30BaTbCA MapaMeTphl,
YCTaHOBJIEHHbIE B KOHTPOJIbHOW MNaHenn napamMeTpamu (nNapaMmeTpaMmy Mo yMOA4YaHUIO). ANropuTMbl
xawwmpoBaHna FOCT P 34.11-2012 - He napameTpu3oBaHbl. CTaHAapTHbIN uHTepdenc JCA knacca
MessageDigest He Mo3BoNseT WM3MEHATb MapaMeTpbl CO3JaHHOro 06bekTa X3WWUpOBaHWUA, HO ecau
cyuwiectByeT Takasa  HeobxogMMOCTb, TO MpW  MNOMOWM  OOMOJIHUTESbHBIX  BO3MOXXHOCTEN
kpuntonposangepa Kpuntollpo JCSP MOXHO YyCTaHOBUTbL Tpebyemble napamMeTpbl X3LWMPOBAHUA
(oTAMYHBbIE OT NapaMeTpPOoB, YCTaHOBJIEHHbIX B KOHTPOJIbHON NaHenu).

2.2.2.0npepeneHne napamMeTpoB X3LWNPOBAHNA OAaHHbIX

Mocne Toro, Kak 06 beKT X3WNPOBaHNSA OaHHbIX Obl1 CO30aH, MOXXET BO3HUKHYTb HEOBOXOAMMOCTb
M3MEHUTb MapaMeTpbl X3LWMPOBaHUA, YCTaHOBNEHHbIE paHee B KOHTPOJIbHOW naHenu. Onepauwus
M3MEHEeHNa cyuiecTBylowero Habopa napamMeTpoB He MoXeT ObiTb OCywWecTBA€Ha MNpu MNOMOLLMK
cTaHpapTHoro uHtepdenca JCA knacca MessageDigest, nosTomMy Ons ee peanmsaunm cnenyeT nNpmeecTun
CO3[aHHbIN 06BbekT x3awwmpoBaHus Kk Tuny GostDigest u yxe pnna obbekTa 3TOro Krnacca
BOCMOJIb30BaTbCA MeToAoM reset(), nepenaBasi AaHHOMY MeToAy WAEHTUPUKATOP YCTaHABMBAEMbIX
napameTpos (0ID):

// BHUMAHWE! p[nsi cOBMECTUMOCTM C ApyruvMu npoaykTamum KpunTtolpo
// [ONyCTUMO MCNONb30BaTb TO/BKO MapameTpbl MO YMOAYaHMWI0:

// "1.2.643.2.2.30.1"

0ID digest0id = new OID("1.2.643.2.2.30.1");

/* npeob6bpa3oBaHue K Tuny GostDigest */

GostDigest gostDigest = (GostDigest)digest;

/* ycTaHOBKa TpebyeMmbix napameTpoB */
gostDigest.reset(digest0id);

MeTon reset() (6e3 napameTpoB) CTaHOapTHoro wHTepdenca JCA knacca MessageDigest
N3MeHseT YCTaHOBNEHHbIe NapaMeTpbl X3WNPOBaHMS Ha NapaMeTpbl NO yMOJ4aHUIo.

HdaHHasn onepaunsa mMmeeT CMbIC/ TOJIbBKO 0 Ha4asia BbIMNOJIHEHUA HEI'IOCpe)J,CTBEHHOVI onepauyunn
CO34aHMA X3lWa AaHHbIX.

2.2.3.KonupoBaHune obbekTa X3WNPOBaAHNSA OaHHbIX

B HekoTOpbIX cllydasax TpebyeTcsa co3haTb KOMUIO yXKe CyLlecTBylowero obbekTa XaWwmnpoBaHus
OaHHbIX, Hanpumep, Koraa Tpe6yeTc;| OCyLleCTBUTb X3WMpoOBaHNeE KakK U 4aCTU AaHHbIX, TaK 1N BCero
MCXOAHOrO0 MacCuBa AaHHbIX. B 3ToM ciny4vae nocne Toro, Kak 6biia obpaboTaHa Tpebyemasa 4acTb
OaHHbIX, HEOBXOAMMO COXPaHUTbL (MPU MOMOLUW KOMUPOBaHUSA) O0OBEKT X3LWMPOBAHUSA, U MPOLOJIKUTH
06paboTKy ocTaBLUencs YacTu (B pe3ynbTaTe Yyero 6yayT obpaboTaHbl BCe BXOAHbIE AaHHbIE). Y)Ke noce
BbIMONTHAETCA MnoAacyHeT 3Ha4deHUua Xswa AOnd obonx obbekToB (I/ICXOJJ.HOFO - COOTBEeTCTBYylOLWlEro scem
OAHHbIM U CKOMWPOBAHHOIO - COOTBETCTBYIOLLEr0 YaCTWN AaHHbIX).

Onsa aTux uenenm mcnonb3yeTtca meTon clone() knacca MessageDigest, KoTopbii BO3BpallaeT
TOYHYIO KOMMWIO CYLLECTBYOLEro o6bekTa X3WMPOBAaHUS, BKIOYAsA BHYTPEHHee COCTosHUE. DTOT MeToj
MOXXeT ObITb Bbi3BaH Ha silobOM 3Tare BbIMNOJIHEHUA OMepauuMn X3LWUPOBAHUSA MOCJIe TOro, Kak 06bekT
X3WunpoBaHMs BblN MPOVMHULIMANM3MPOBAH N A0 TOro, Kak onepaumnsa xawmnpoBaHns bblia 3aBepLueHa.

2.2.4.Bbl4ucneHuve xawa gaHHbIX B COOTBETCTBUW C aJirOPUTMaMun
FOCT P 34.11-94 nrOCT P 34.11-2012
Mocne TOro, Kak 0bbeKkT XawnpoBaHNMA obin CO340aH, BblHMCNEeHMe X3Wa AaHHbIX B COOTBETCTBUU C

anroputmamum FOCT P 34.11-94 n TOCT P 34.11-2012 npon3BoAUTCS B ABa 3Tana: o6paboTka AaHHbLIX U
nocneaytollee 3aBepLueHne onepaumm X3WmMpoBaHUs.
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2.2.4.1.06paboTKa X3WMpyeMbiX AaHHbIX

06pa60TKa XaWnpyembliX AaHHbIX MOXeET ObITb ocyulecTB/ieHa OByMs cnocobamu:

* Mpu noMmowun meToda update() knacca MessageDigest;

* npwu noMowm metoaa read() knacca DigestinputStream.

Ons o6bpaboTkn NobbiM 13 3TNX cnocoboB X3LIMpyeMble AaHHble A0JIXKHbI ObITb NMpeacTaB/ieHbl B
Buae 6anToBOro MaccmBa.

* Wcnonb3oBaHue Mmetopa update().

MeTon update() knacca MessageDigest ocyuwecTBnser o06paboTKy X3WMpyeMbiX [aHHbIX,
npefcTaBfeHHbIX B Buae 6anTtoBoro Maccusa 1 nogaBaeMbiX eMy B KadecTBe nNapameTpa. CyuwiecTsyeT 3
BapuaHTa 06paboTkyn 6aNTOBOro MaccMBa AaHHbIX MPU NOMOLLM 3TOro MeToaa:

1) MocnepoBaTenbHas obpaboTka Kaxkporo 6ariTa AaHHbIX (MPY 3TOM KOJMYECTBO BbI30BOB
MeTopna update(byte b) paBHO O/IHE MAaCcCMBa AaHHbIX):
byte[] data;
for(int i = 0; i < data.length; i++)
digest.update(data[i]);

2) bBbrnoyHaa o6paboTka pnaHHbIX (paHHble obpabaTbiBaloTCcs 6s0KaMM onpeneneHHomn
OJINHBI):
byte[] data;
int BLOC_LEN = 1024;
// ecnu gnuHa MCXOAHbIX AaHHbIX MeHble AfMHbl 6oKa
if(data.length/BLOC_LEN == 0)
digest.update[data];
else {
// umkn no 6nokam
for (int i = 0; i < data.length/BLOC_LEN; i++) {
byte[] bloc = new byte[BLOC_LEN];
for(int j = ©; j < BLOC_LEN; j++) bloc[j] = data[j + i * BLOC_LEN];
digest.update(bloc);
3
// obpaboTka ocTaTka
byte[] endBloc = new byte[data.length % BLOC_LEN];
for(int j = 0; j < data.length % BLOC_LEN; j++)
bloc[j] = data[j + data.length - data.length % BLOC_LEN - 1];
digest.update(bloc);

}

3) O6paboTka AaHHbIX LLe/INKOM:
byte[] data;
digest.update(data);

HonyckaeTcs KoMbuHMpPOBaHME MEPBOro M BTOPOro BapuaHTa, obpaboTka 6/0KamMu pa3fnNyHON
OJINHbI, @ TakXe Ucnosb3oBaHWe MeTona update(byte[jdata, int offset, int len) - obpaboTka Maccuea
OaHHbIX CO cMelleHneM. Ho B ntoboM ciyvae cnefyeT NOMHUTbL, YTO AJ19 KOPPEKTHOrO NoAcCYeTa X3WWa Ha
3Tane 3aBepLUeHns onepaunm XawnposaHnsa Heobxoanmo obpaboTaTb BCce 6aThbl MaccMBa AaHHbIX.

* Wcnonb3oBaHue MeTtopa read().

MoMnMO wmcnonb3oBaHMA MeToda update() knacca MessageDigest obpaboTka X3wWmpyembix
OAHHbIX MOXeT ObiTb OCyllecTB/ieHa MNoCpeacTBoM MeToga read() knacca DigestlnputStream.
dakKTMyYeckn, 3TOT MeToh4 B 3aBMCUMOCTM OT crnocoba 06paboTKM AaHHbIX (CM. HMXKe) BbI3blBaeT
COOTBETCTBYOLWNIN BapuaHT o6paboTkm npn nomowmn mMetoda update(). Ona ocywecTsneHnsa obpaboTku
OaHHBIX M3 nCXogHoro 6anToBOro MaccMBa AaHHbIX HeobxoAMMOo co3[aTb HOBbIM 0OBLEKT Tuna
ByteArraylnputStream, a 3aTemM M3 HEro U co3gaHHOro paHee ob6beKkTa X3WNPOBAHMSA AaHHbIX MOJYYNTb
HOBbIN 06beKT Tuna DigestinputStream:

byte[] data;
ByteArrayInputStream stream = new ByteArrayInputStream(data);
DigestInputStream digestStream = new DigestInputStream(stream, digest);

Mocne Toro kak 06bekT Tuna DigestinputStream co3naH, obpaboTka X3WMPYyEMbIX AaHHbIX
OCyLLEeCcTBASETCS NpyM NoMowm MeTola read() knacca DigestinputStream. lMpu 3TOM, Kak U B Cjlyyae
MeTopa update(), cywecTByeT 3 BapvaHTa MCNOJb30BaHNA MeToaa read():
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1) MocnepoBaTenbHas obpaboTka Kaxporo 6arTa AaHHbIX (MPY 3TOM KOJMYECTBO BbI30BOB
MeTopa read(byte b) paBHO oaiMHe MacCMBa LaHHbIX):

while (digestStream.available() !'= 0)
digestStream.read();

2) bBno4Haa obpaboTka paHHbIX (AaHHbIe obpabaTbiBatoTCa 6/10KamMy onpeneneHHoOn ASINHBI,
rMpw 3TOM CYUTaHHbIE OaHHbIE 3aNUCbIBAOTCA B NepenaBaeMbll pyHKUUKM read() maccums):
int BLOC_LEN = 1024;
int DATA_LEN = digestStream.available();
// €CNnn ANnMHA UCXOAHbIX AaHHbIX MEeHblle ANWHbl 6noKa
if (DATA_LEN/BLOC_LEN == 0) {
byte[] data = new byte[DATA_LEN];
digestStream.read(data, ©, DATA_LEN);

else {
// umkn no 6nokam
for (int i = ©; i < DATA_LEN/BLOC_LEN; i++) {
byte[] bloc = new byte[BLOC_LEN];
digestStream.read(bloc, ©, BLOC_LEN);
}

// obpaboTka ocTaTka
byte[] endBloc = new byte[DATA_LEN % BLOC_LEN];
digestStream.read(endBloc, 0, DATA_LEN % BLOC_LEN);

}

3) O6paboTka p[aHHbIX UEAUKOM (NpM 3TOM CYMTAHHbIE [OaHHble 3anucbiBaloTCA B
nepenasaeMbin QPYHKUUKN read() maccumB):

byte[] data = new byte[digestStream.available()];
digestStream.read(data, 0, digestStream.available());

HonyckaeTca KOMBMHMpPOBaHME MepPBOro M BTOPOro BapuaHTa, obpaboTka 610KaMu pasnnyHON
OJIMHbI, @ TakKXXe ncnosib3oBaHne metona read(byte[]jdata, int offset, int len) - 3aNNCb CHNTAHHbBIX OAaHHbIX
B MaCCuB CO CMeLleHNneM. Ho B ntobom cnlydae cneayet NOMHUTbL, YTO ONA KOPPEKTHOro noacyeTa Xala
Ha 3Tane 3aBepLleHNA onepaunn XawmnpoBaHna Heobxonmnmo obpaboTaTh BCce 6anThl MaccmBa OaHHbIX.

2.2.4.2.3aBepLUeHue onepaLum X3WUpoBaHUsA

Mocne Toro, Kak BCe AaHHble 6bIn 06paboTaHbl, CnefyeT 3aBepLUNTb OMepaLnio X3WNPOBaHUS.
3aBeplleHue ocyulecTteaseTca npu nomowmn metopa digest() knacca MessageDigest. B pesynbTaTe
BbIMO/IHEHUA 3TON (PYHKLMN NMOACHMTbIBAETCHA 3HaYeHue x3wa. Mony4ynTb 3TO 3HaA4YeHUe MOXHO OBYyMSA
cnocobamu:

1. BbizoBoM meTogna 6e3 napameTpos - digest().
B 3TOM cny4dae MeToz Bo3BpallaeT 6alnToBbIN MAacCMB, coaep Kalluii 3Ha4YeHMe X3L1a;

2. Bbi3oBOM MeTOAa C NnapameTpamu - digest(byte[] buf, int offset, int len).
B 3TOM cny4ae MeTop 3anucbiBaeT 3HaYeHMe X3lla B NepefiaBaeMbli eMy MacCMB CO CMeLLEHNEM.

2.3.®dopMmMpoBaHmNE /IEKTPOHHOW MOAMNNCN B COOTBETCTBUM C
anropntMamum 'OCT P 34.10-2001 n rOCT P 34.10-2012

Kpuntonposangep Kpuntollpo JCSP ocywectBnaeT ¢GOpMUPOBaHME 3EKTPOHHON MOAMAUCK
OaHHbIX, cooTBeTcTBYloWwen anropyutmam [OCT P 34.10-2001 wnam TOCT P 34.10-2012, uyepes
CTaHJapTHbIN uHTepdenc JCA npu nomowm Knacca Signature. dopMmpoBaHUE 3NEKTPOHHOW MOAMNUCK
ana noboro Apyroro anroputMa npu nomowm kpuntonposangepa Kpuntollpo JCSP 3anpeltaeTcs.

B kpuntonposangepe Kpuntollpo JCSP, kpome x3wa no anroputmam FOCT P 34.11-94 naum FOCT
P 34.11-2012, MOXXHO MNOAMUCHLIBaTb HEMOCPEACTBEHHO AaHHble. [MOANUCL AaHHbIX ocyuwecTBaseT 650K
TakK Ha3blBaeMblX Raw-asiropuTMoB.

2.3.1.Co3pnaHune obbekTa hopMMPOBaAHNSA SNEKTPOHHON NOANNCHK

O61bekT HOPMUPOBAHNS INIEKTPOHHOM NOAMUCK AaHHbIX CO34aeTCHA MOCPeACTBOM Bbi30Ba MeToAa
getinstance() knacca Signature. 3ToT MeTOA SABASETCA CTAaTUYECKUM N BO3BPALLAET CCbIIKY Ha 00bekT
knacca Signature, koTopbin obecnednBaeT BbinosiHeHNe Tpebyemon onepaumn.

Ons cospaHma obbekTa HOPMUPOBAHUS 3NEKTPOHHOW MOAMNUCK B COOTBETCTBUU C aJropuTMaMu
FOCT P 34.10-2001, FT'OCT P 34.10-2012 (256 6uT) 1 F'OCT P 34.10-2012 (512 6uT) mMeTony getinstance()
HeobxoOMMO B KayecTBe NapamMeTpa nepenaTb MMs, UAeHTUDULMpPYOLLEe AaHHbIA aAropuTM:

e "GOST3411withGOST3410EL" nnmn JCP.GOST_EL_SIGN_NAME
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e "CryptoProSignature" nnan JCP.CRYPTOPRO_SIGN_NAME (gna coemectumocTun ¢ KpmunTtollpo
CSP)

e "GOST3411 2012_256withGOST3410 2012_256" unu JCP.GOST SIGN_2012_256_NAME
e "GOST3411 2012_512withGOST3410 2012_512" unu JCP.GOST_SIGN_2012_512_NAME

e "CryptoProSignature_2012_256" nnn JCP.CRYPTOPRO_SIGN_2012_256_NAME (ons
coBmecTumocTun ¢ Kpmuntollpo CSP)

e "CryptoProSignature_2012_512" nnn JCP.CRYPTOPRO_SIGN_2012 512 NAME (ans
cosmecTumocTun ¢ Kpmuntollpo CSP)

Mpu TakoMm BbI30BE MeToda getinstance() coBMecTHO C onpepeneHneMm Tpebyemoro aaroputma
GOpMMPOBaHNA INEKTPOHHOW MOLAMUCK OCYLIECTBAAETCA TakXe onpeneseHne Tpebyemoro Tuna
Kpuntonposanpepa (Kpuntollpo JCSP). Takxe cTaHmapTHbIN MHTepgenc JCA no3BosseT B KadecTBe
napameTpa QyHKUUK getinstance() knacca Signature BMecTe C MMEHEM ajropuTMa rnepefaBaTb UMS
KpunTonpoBangepa, UCNOJIb3yeMOro A4 BbinosHeHUa Tpebyemon onepaumn.

TakmMm obpa3oMm, co3fdaHue obbekTa (OPMUPOBAHUS 3SJIEKTPOHHON MOAMUCU OCYLLECTBISIETCS
OOHUM U3 cneayowmx cnocobos:

Signature sig = Signature.getInstance("GOST3411withGOST3410EL");
Signature sig = Signature.getInstance("GOST3411withGOST3410EL", "JCSP");
Signature sig = Signature.getInstance(JCP.GOST_EL_SIGN_NAME, JCSP.PROVIDER_NAME);

//8na coBmecTumocTn ¢ Kpuntollpo CSP (nogmucb umeeT o6GpaTHbIi MOpsAoK 6ainT)
Signature sig = Signature.getInstance("CryptoProSignature");
Signature sig = Signature.getInstance("CryptoProSignature", "JCSP");

Signature sig = Signature.getInstance(JCP.CRYPTOPRO_SIGN_NAME, JCSP.PROVIDER_NAME);

Signature sig = Signature.getInstance("GOST3411_2012_256withG0OST3410_2012_256");

Signature sig = Signature.getInstance("GOST3411 2012_256withG0ST3410_2012 256",
"JCSP");

Signature sig = Signature.getInstance(JCP.GOST_SIGN_2012_256_NAME,
JCSP.PROVIDER_NAME);

//8na coBmecTumocTn ¢ Kpuntollpo CSP (nogmucb umeeT oO6GpaTHbIi MOpsAoK 6ainT)
Signature sig = Signature.getInstance("CryptoProSignature_2012_256");
Signature sig = Signature.getInstance("CryptoProSignature_2012_ 256", "JCSP");

Signature sig = Signature.getInstance(JCP.CRYPTOPRO_SIGN_2012_256_NAME,
JCSP.PROVIDER_NAME);

Signature sig = Signature.getInstance("GOST3411 2012 512withG0ST3410_2012_512");

Signature sig = Signature.getInstance("GOST3411_2012_512withG0ST3410_2012_512",
"JCSP");

Signature sig = Signature.getInstance(JCP.GOST_SIGN_2012_512_NAME,
JCSP.PROVIDER_NAME);

//8na coBmecTumocTn ¢ Kpuntolpo CSP (nognucb umeeT o6paTHbIl MOpsAoK 6awnT)
Signature sig = Signature.getInstance("CryptoProSignature_2012_512");
Signature sig = Signature.getInstance("CryptoProSignature_2012_512", "JCSP");

Signature sig = Signature.getInstance(JCP.CRYPTOPRO_SIGN_2012_512_NAME,
JCSP.PROVIDER_NAME);

Ons co3paHns obbekTa HOPMMPOBAHUA SSIEKTPOHHOW MOoAMNUCK B COOTBETCTBUM C alroputMamm
FOCT P 34.10-2001 wan FOCT P 34.10-2012 6e3 xawmnpoBaHns OaHHbIX (Raw-anropnTtmbl), Heobxogmmo
mMeTony getinstance() nepenaTb UMS, UAEHTUGUUMPYIOLLEE AAHHbIA aIFOPUTM:

e "NONEWithGOST3410EL" unu JCP.RAW_GOST_EL_SIGN_NAME
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e  "NONEwithCryptoProSignature" naun JCP.RAW_CRYPTOPRO_SIGN_NAME (gns

cosMmecTumocTu ¢ Kpuntollpo CSP)

nnn
e "NONEwithGOST3410_2012_256" v JCP.RAW_GOST SIGN_2012 256 _NAME

e "NONEwithCryptoProSignature_2012_256" nnu
JCP.RAW_CRYPTOPRO_SIGN_2012_256_NAME (ona coBmectumocTu ¢ Kpuntollpo CSP)

nnin
e "NONEwithGOST3410_2012_512" nnn JCP.RAW_GOST_SIGN_2012_512_NAME

e "NONEwithCryptoProSignature_2012_512" nau
JCP.RAW_CRYPTOPRO_SIGN_2012_512_NAME (onsa cosmectumocTun ¢ Kpuntollpo CSP)

B naHHOM cily4ae Tak>XXe MOXKHO ornpeaensaTb U KpunTonposanaep:
Signature sig = Signature.getInstance("NONEwithGOST3410EL");
Signature sig = Signature.getInstance("NONEwithGOST3410EL", "JCSP");
Signature sig = Signature.getInstance(JCP.RAW_GOST_EL_SIGN_NAME, JCSP.PROVIDER_NAME);
//8na coBmecTumocTn ¢ Kpuntollpo CSP (nognucb uMmeeT oO6GpaTHbI MOpsAoK 6aiT)
Signature sig = Signature.getInstance("NONEwithCryptoProSignature");
Signature sig = Signature.getInstance("NONEwithCryptoProSignature", "JCSP");

Signature sig = Signature.getInstance(JCP.RAW_CRYPTOPRO_SIGN_NAME,
JCSP.PROVIDER_NAME);

Signature sig = Signature.getInstance("NONEwithGOST3410_2012_ 256");
Signature sig = Signature.getInstance("NONEwithGOST3410_2012_ 256", "JCSP");

Signature sig = Signature.getInstance(JCP.RAW_GOST_SIGN_2012_256_NAME,
JCSP.PROVIDER_NAME);

//pns coBmecTumocTu ¢ Kpuntollpo CSP (nognucb uMMmeeT o6paTHbIl NOpsfoK GaiT)
Signature sig = Signature.getInstance("NONEwithCryptoProSignature_2012_256");
Signature sig = Signature.getInstance("NONEwithCryptoProSignature_2012_256", "JCSP");

Signature sig = Signature.getInstance(JCP.RAW_CRYPTOPRO_SIGN_2012_256_NAME,
JCSP.PROVIDER_NAME);

Signature sig = Signature.getInstance('"NONEwithGOST3410_2012_512");
Signature sig = Signature.getInstance("NONEwithGOST3410_2012_512", "JCSP");

Signature sig = Signature.getInstance(JCP.RAW_GOST_SIGN_2012_ 512 NAME,
JCSP.PROVIDER_NAME);

//8na coBmecTumocTu ¢ Kpuntolpo CSP (nognucb MMeeT ob6paTHbIi NopsAoK 6anT)
Signature sig = Signature.getInstance("NONEwithCryptoProSignature_2012_512");
Signature sig = Signature.getInstance("NONEwithCryptoProSignature_2012_512", "JCSP");

Signature sig = Signature.getInstance(JCP.RAW_CRYPTOPRO_SIGN_2012_512_NAME,
JCSP.PROVIDER_NAME);

2.3.2."Huumnanmnsaumnsa obbvekTa QOpMNPOBAHNSA INTEKTPOHHOMN
noANUCK

Mocne Toro, kak 06beKT (OPMUPOBAHMA 3SNEKTPOHHOM noanucn 6bla co3paH, Heobxoammo
onpenenutb Habop napameTtpoB anropyutmoB [OCT P 34.10-2001 wam TOCT P 34.10-2012, B
COOTBETCTBUM C KOTOPbIMK ByOeT OCyWecTBAATLCS ornepauns popMUPOBaHUS 3JIEKTPOHHOM MNOAMUCH.
OnpepeneHne nNapaMeTPOB 3JIEKTPOHHOW MOAMMCK OCYLLECTBASAETCA BO BPEMS MHMLUMaAN3aLMN
ornepaumn cosgaHmsa nognucu MeTomom /nitSign() knacca Signature. B COOTBETCTBMW C MapaMeTpaMu
KJIl04a 3JIEKTPOHHOW MoAnucu, nepefaBaeMbiMU OaHHOMY MeTody. DTOT KJIKOY He TOJIbKO onpepenser
napaMeTpbl GOPMUPOBAHUS 3NIEKTPOHHO MOAMNWCK, HO U NCMOJIb3YeTCs B Npouecce ee hopMmMpoOBaHUS.
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HeobxoaMMO MOMHUTbL, YTO KJIKOYM DEKTPOHHOW MNoanucy, NoAaBaeMble Ha WMHULMaIU3auunio
obbekTa (opMMPOBaHUA SNEKTPOHHOW MOAMUCK, CO34AHHOrO OMUCaHHbLIM Bbille CNOCOBOM, AOJKHbI
cooTBeTCcTBOBaTh anroputMmam FOCT P 34.10-2001 uan FOCT P 34.10-2012. Cnocob reHepaummn Takux
KJto4er onucaH Bbiwe. Co3aaHne NoanucK onsa nobbix Apyrux KAYen 3anpeLLeHo.

Takum ob6pa3om, MHMLMANU3aLus onepaumy GOPMUPOBAHUS 3NEKTPOHHOW MOAMWCK, BO BpPeEMS
KOTOPOW NPonCXoAuT onpeaesieHne napameTpoB NOAMNUCH, OCYLLECTBASETCS clenyowmm obpasom:

PrivateKey privateKey; // o6s3aTesibHO ka4 Cc anroputmom "GOST3410EL" wunu
"G0ST3410_2012_256" wan "GOST3410_2012_512"

// (cooTBeTcTBYylwunii anroputmy FOCT P 34.10-2001 wnnm FOCT P 34.10-2012)

sig.initSign(privateKey);

2.3.3.0npeneneHne napamMmeTpoB popMmMpoBaHNA INEKTPOHHOWN
noanucum

Mocne nHUUMannsaumm obbekTa (HOPMNPOBAHUSA INEKTPOHHON MOAMUCK KITIOHOM MOAMUCU MOXKET
BO3HWKHYTb HEOOX0AMMOCTb U3MEHUTb NapaMeTpbl (HOPMUPOBAHUA INIEKTPOHHON NMOANMUCK (YCTaHOBUTb
napameTpbl, OT/IMYHbIE OT MapaMeTpPOB KJlloYa 3JIEKTPOHHOM NoAnucK). MI3MeHaTb pa3pellaeTcs TOJIbKO
napamMeTpbl X3LWMPOBaHUA, UCNOJb3yeMble B npouecce popMUpPoOBaHNS 3NEKTPOHHOW NOAMNWUCKU, MpUYem
M3MEeHeHne 3TUX MapaMeTpoB [OMNYCTMMO TOJILKO A0 Hayvasna onepauunm (GOpMUPOBAHUA 3JIEKTPOHHOM
nognucu. UameHeHne napamMeTpoB X3LWMPOBAHUA OCYLLECTBAAETCH Npu noMowm Mmetona setParameter()
kKnacca Signature. 3ToMy MeToay B KadecTBe MNapameTpa nepepaeTcs obbekT ParamsInterface,
ABNAOLWNNCA NHTEPPENCcoM yCcTaHaBMBaEMbIX NapaMeTPOB X3WMPOBaHUSA (co3paHne 06BbEKTOB Takoro
TMNa ONUCbIBAaeTCAa Huxe). Torga W3MeHeHMe napaMeTpoB X3WWMPOBaHUA A8 GopMupoBaHus
3JIEKTPOHHONM MOANMUCK OCYLLECTBASETCA creaylowmm obpa3om:

ParamsInterface digestParams; // uHTepdelic napameTpoB X3WUPOBaHUA

sig.setParameter(digestParams); // ycTaHOBKa mnapameTpoB, ONpefeNneHHolXx WHTepdelicom
digestParams

CnenyeT NOMHWUTb, YTO MCMOJIb30BaHWE LAHHOrO0 MeTOA4A UMEET CMbIC/ TOMIbKO MOC/e TOro, Kak
06bekT dopMupoBaHUs noanucyu 6bi1 MPOUHULMaNM3MpoBaH. Ecnm napameTpbl x3wuMpoBaHus 6biiu
n3MeHeHbl Npy POPMUPOBAHUN MOAMNUCKU, TO OHU AOJKHbI ObITh COOTBETCTBYIOLWNM 06pa3oM N3MEHEHbI B
npouecce NpoBepkn nognucu. Takxe cnepgyeT yyecTb, 4TO Ana Raw-anropuTMoB nofobHble YyCTaHOBKM
He UMetoT CMbIcha.

2.3.4.®opMuMpoBaHME IIEKTPOHHOM MO4MNCK

Mocne Toro, Kak o06bekT nognucy 6bin co3gaH M MPOMHULMAAU3MPOBAH, oMepaLus
hopMUpPOBaHUA MOANMMCK NPOM3BOAUTCS B ABa 3Tana: 06paboTka AaHHbLIX K nocneayollee BblYUCIEHNE
Nnoanucuy, 3aeepLuatolliee onepaumnio GOPMUPOBAHNSA 3NEKTPOHHOW NMOAMUCHK.

2.3.4.1.06paboTka noanucbiBaeMbiX AaHHbIX

O6paboTka noAnuCbIBaeMbIX AaHHbIX OCYLLECTBASETCA Mpu noMowm MeToda update() knacca
Signature. 3ToT MeToA ocyuecTBaseT 06paboTKy NMOAMUCLIBAEMbIX AaHHbIX, MPEeACTaBJIEHHbIX B BUAE
6aliToBOro MaccvMBa M MogaBaeMbiX €My B KayecTBe napameTpa. CyuwiecTByeT 3 BapumaHTa 06paboTku
6anToBOro Maccuea AaHHbIX MpX NoMoLWKM 3TOro MeToaa:

1. MocnepoBaTenbHas obpaboTka kaxaoro 6ariTa AaHHbLIX (MPU 3TOM KOMYECTBO BbI30BOB
MeTopna update(byte b) paBHO O/IHE MaCcCMBa AaHHbIX):

byte[] data;
for(int i = 0; i < data.length; i++)
sig.update(data[i]);

2. bBbrnoyHasa obpaboTka gaHHbIX (AaHHble obpabaTbiBatoTCa 610KaMu onpeneneHHon
OJINHbI):

byte[] data;
int BLOC_LEN = 1024;

// eCnn ANnHa MCXOAHbIX AaHHbIX MeHble A/MHb 610Ka
if(data.length/BLOC_LEN == 0)
sig.update[data];
else {
// uMkn no 610Kam
for (int i = 0; i < data.length/BLOC_LEN; i++) {
byte[] bloc = new byte[BLOC_LEN];
for(int j = 0; j < BLOC_LEN; j++) bloc[j] = data[j + i * BLOC_LEN];
sig.update(bloc);
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}

// o06bpaboTKa ocTaTka
byte[] endBloc = new byte[data.length % BLOC_LEN];
for(int j = 0; j < data.length % BLOC_LEN; j++)
bloc[j] = data[j + data.length - data.length % BLOC_LEN - 1];
sig.update(bloc);

3. O6paboTKa AaHHbIX LLEJIMKOM:

byte[] data;
sig.update(data);

HonyckaeTca KOMBMHMpPOBaHME MepPBOro M BTOPOro BapuaHTa, obpaboTka 610KaMu pasnnyHOn
OJINHBI, @ TakXe Ucnosb3oBaHWe MeTona update(byte[]data, int offset, int len) - obpaboTka MaccuBa
[aHHbIX CO cMelleHmeM. Ho B noboM cnyyvae cneflyeT MNOMHUTb, YTO AJIS KOPPEKTHOrO BbIYUC/IEHUA
noanucKM Ha 3Tane 3aBepLueHUsl onepauum cosfaHus noanucu Heobxogmmo obpaboTaTb BCe 6GanThl
MaccuBa OaHHbIX.

B cnyyae, ecnn BblYUCAAETCS noanucb no Raw-anropyTmy, obliee KoJM4ecTBO MepefaHHbIX
6aNTOB [OJ/IKHO BbITb PABHO AJIMHE 3HAYEHUSA UCMONb3YEMON X3LW-PYHKUMN. ByayT N OHW NepefaHbl 3a
OZIVH BbI3OB, WUJIN HECKOJIbKMMIW BbI30BaMU, 3Ha4Y€HUs He NMeeT.

2.3.4.2.BbluncCsieHue 3Ha4YeHUA JIeKTPOHHOM NoANnUucHK

Mocne Toro, Kak Bce AaHHble bbb 06paboTaHbl, CriegyeT 3aBepPLUNTbL onepaunto (opMUpPoBaHUS
3/IEKTPOHHOM NoANuUCK. 3aBepLUeHne OCyLlecTBASETCA Npu NoMoLLmM MeTtona sign() knacca Signature. B
pe3ynbTaTe BbIMOJHEHNA 3TON (PYHKUUW BbIYNCAAETCH 3HadYeHue nognucu. MonyduTb 3TO 3HayveHue
MO>XXHO AByMSA cnocobamu:

1. Bbi3oB MeTopa 6e3 napameTpoB - sign(). B aTom cnyyvae meTop Bo3BpawaeT 6anToBbIN
MaccuB, CoZlepKaLlnin 3HaYeHne NoAnncu;

2. Bbi3oB MeToda C mapaMeTpamu - sign(byte[] buf, int offset, int len). B 3ToM cnyyae MeToA
3anuncbiBaeT 3Ha4YeHne NoanncK B nepefaBaeMblil EMy MacCUB CO CMELLEHNEM.

MeTogbl Ons Raw-anropyTtMoB MNOAMUCHLIBAIOT [AaHHble, MNepefaHHble MeTodaMwu update,
MHTepnpeTupys Ux Kak 3HadyeHue xawa. AnropmntMmsl, ncnonbsytowme NOCT P 34.11-94 vnnan TOCT P 34.11-
2012, BbIMUCAAIOT X3W NepefaHHbIX aHHbIX, @ 3aTEM €ro nognucbiBatoT.

2.4.MpoBepKa 3/IeKTPOHHOW NOAMNNCY B COOTBETCTBUM C
anropmntMmom NOCT P 34.10-2012

Kpuntonposangep Kpuntollpo JCSP ocyliecTBisieT MPOBEPKY 3JEKTPOHHOW MOAMUCU AAHHbIX,
cooTBeTCcTBYlOWY anroputmam FOCT P 34.10-2001 u TOCT P P 34.10-2012, 4yepe3 cTaHOaApPTHbIN
nHTepdenc JCA npn noMmowm Knacca Signature.

2.4.1.Co3paHune obbekTa NPoOBEPKM SJIEKTPOHHOW MOANMNCHK

Ob6beKT MPOBEPKU 3JIEKTPOHHOW MNOAMUCU AaHHbIX CO30A€eTCA MOCPenCcTBOM Bbi30Ba MeTofAa
getinstance() knacca Signature. 9TOT MeTO4 SABMASETCHA CTaTUYECKMM UM BO3BpaLLAeT CCbIJIKY Ha Kiacc
Signature, KoTopbih obecneymnBaeT BbINOJIHEHWE Tpebyemon onepaunm.

Ons cozgaHna obbekTa NMPOBEPKM IJIEKTPOHHOM NOAMNCK B COOTBETCTBUM C anroputmamm FTOCT
P 34.10-2001 (a To4Hee, anroput™m noanucu FOCT P 34.10-2001 c anropntMoM xawwmnposaHusa FOCT P
34.11-94), wnn TOCT P 34.10-2012 (256) (a To4Hee, anroput™m nognucm FTOCT P 34.10-2012 (256) c
anropntmoMm xawunpoBaHus FOCT P 34.11-2012 (256)) , wanm TOCT P 34.10-2012 (512) (a To4Hee,
anroputm nognucm FOCT P 34.10-2012 (512) c anroputMom xawwmposaHmsa FOCT P 34.11-2012 (512))
MeTony getinstance() HeobxogMmMo B KavecTBe MapaMeTpa nepefaTb WUMS, WAEHTUUUMpYyoLlee
TpebyeMbii anropuTM MPOBEPKU 3IEKTPOHHOM noanucn (cM. co3paHue obbekTa opMUpOoBaHUSA
3NeKTPOHHOW noanucu; ans anropmtma FOCT P 34.10-2001 - "GOST3411withGOST3410EL" wnn
JCP.GOST_EL_SIGN_NAME, ons anropmutma rocT P 34.10-2012 (256) -
"GOST3411withGOST3410 2012 256" wnu JCP.GOST SIGN 2012 256 NAME, pns anropmtma FOCT P
34.10-2012 (512) - "GOST3411withGOST3410 2012 512" unn JCP.GOST_SIGN_2012 512 NAME).

Ons cozpgaHna obbekTa NMPOBEpPKM 3JIEKTPOHHOM NOAMNCK B COOTBETCTBUM C aaroputmamm FOCT
P 34.10-2001 wan TOCT P 34.10-2012 6e3 noacyeTa 3HayYeHUs xawW-QyHKUMn, metony getinstance()
HeobxoAMMO B KayecTBe MapamMeTpa nepepaTtb WMA, uaeHTUduUuupylouee TpebyeMblii anropuTm
MPOBEPKN 3JIEKTPOHHOWN MoAnucK (CM. co3paHne obbekTa (HOPMMPOBAHUA SNEKTPOHHOW noanucu; gns
anroputma OCT P 34.10-2001 - "NONEwithGOST3410EL" wunn JCP.RAW_GOST EL SIGN_NAME, pns
anropmTtma rocT P 34.10-2012 (256) - "NONEwithGOST3410_2012_256" nn

18


https://docs.oracle.com/javase/7/docs/api/java/security/Signature.html
https://docs.oracle.com/javase/7/docs/api/java/security/Signature.html
https://docs.oracle.com/javase/7/docs/api/java/security/Signature.html
https://docs.oracle.com/javase/7/docs/api/java/security/Signature.html

XKTAN.00087-01 90 03. KpunTollpo CSP 5.0 KC1 ucnonHeHue 1-Java. PykoBoacCTBO nporpamMMucTa

JCP.RAW GOST SIGN 2012 256 NAME, pgns  anroputma [OCT P 34.10-2012  (512) -
"NONEWithGOST3410 2012 512" wnu JCP.RAW_GOST SIGN_2012_512_NAME).

2.4.2."Hnumnannsaumnsa obbekTa NpoBEPKU 31IEKTPOHHON NOAMNCHK

Mocne Toro, kKak 06BEKT NPOBEPKM INEKTPOHHON Noanucy 6bin co3faH, HeobxoaMMo onpeaennTb
Habop nmapameTpoB 3ajaHHOro nMpwu cosgaHum obvekTa anroputma (FOCT P 34.10-2001 wam TOCT P
34.10-2012), B COOTBETCTBUM C KOTOpbIMM ByOeT oCyWecTBAATLCA Ornepauns MpoBEPKM 3JIEKTPOHHOMN
nognucu. OnpegeneHne napamMeTpoB 3/1IEKTPOHHON NOAMNUCK OCYLLECTBASETCA BO BpeMs UHULManmM3aunm
ornepauun nposepkn noanucu metonom initVerify() knacca Signature. B cooTBeTCTBUM C NapameTpamu
KJlo4a MPOBEPKWM 3IEKTPOHHOW MOAMUCK, nepefaBaeMbiMXW AaHHOMY MeToAy. ITOT K04 He TOJIbKO
onpepensieT napameTpbl MNPOBEPKU 3JIEKTPOHHOW MOAMUCK, HO W WUCMONb3yeTCA B CaMOM rpouecce
MPOBEpPKMU.

HeobxoonMMo MNOMHWUTL, YTO K/IOYM  MPOBEPKN 3SNEKTPOHHOW noanucy, nojaBaemMble Ha
MHULManmM3aunio obbekTa MPOBEPKN INEKTPOHHOW MOAMUCK, CO3[4aHHOIM0 OMMCAHHbLIM Bbille Cnocobom
OOJI>KHbl COOTBETCTBOBATb aJiIrOPUTMy 3TOro obbekTa (CooTBETCTBEHHO, anroputmam NOCT P 34.10-2001
mnn FTOCT P 34.10-2012). Cnocob reHepauunmn knodven gnsa anroputmos NOCT P 34.10-2001 n I'OCT P
34.10-2012 onwucaH Bbiwe. [TOMNMO 3TOro A1 KOPPEKTHOW NPOBEPKN 3IEKTPOHHOM noanucn TpebyeTcs,
4TObObl KJ/IIOY MPOBEPKWN 3IJIEKTPOHHOM MNOAMUCU COOTBETCTBOBAJ KJOYY 3JIEKTPOHHOW MognucKh, Ha
KOTOPOM OCYLLEeCTBAANOCh (hopMmMpOBaHME MogNnCHK.

TaknuM 06pasoM, MHMLMANM3ALNS onepaLmn NPOBEPKN 3JIEKTPOHHON NOAMUCK, BO BPEMS KOTOPOW
NMPOMCXOAUT onpegesneHne napameTpoB EKTPOHHOW MOAMNUCHK, OCYLLLECTBASETCA ciefyolwmnm obpasom:

PublicKey publicKey; // anroputm FOCT P 34.10-2001 wnm FOCT P 34.10-2012
sig.initVerify(publicKey);

2.4.3.0npepeneHne napamMeTpoB NPOBEPKN INIEKTPOHHOW NOAMUCK

Mocne wHUMUMaNM3auMnm o6beKTa TMPOBEPKM SJIEKTPOHHOW MOAMUCKA  KJHOYOM  MPOBEPKMU
3JIEKTPOHHON MOAMUCKM MOXXET BO3HUKHYTb HeobXoAMMOCTb W3MEHWTb MapaMeTpbl MPOBEpPKU
3JIEKTPOHHON MoANUCU (YyCTaHOBUTb MapameTpbl, OT/UYHbIE OT MapaMeTpoB KJiloYa MPOBEPKU
3/IeKTPOHHOW noanucn). Takas HeobXxo4MMOCTb MO)XXEeT BO3HWMKHYTb B Cjlydae, Korga rapameTpsl
3/IEKTPOHHOW noanucu Obliv HEKOTOPbIM 00pPa3oM M3MeHeHbl Mpu ee GopMupoBaHMKM. Torpga AAs
KOPPEKTHOW TMPOBEPKM 3TON 3NEeKTPOHHOW noanucnm TpebyeTca aHafNormyHelM 06pa3oM U3MEHUTb
napaMeTpbl 06bekTa MpPOBEpPKM MoAnMcKM (yCTaHOBUTb Te >Ke CcaMble napamMeTpbl). W3meHeHwue
rMapamMeTpoB MPOBEPKM INEKTPOHHOW MOAMUCU OCYLLECTBJISETCSH aHANOMMYHO M3MEHEHUIO MapamMeTpoB
¢opMMpOBaHNS 3NEKTPOHHOI NOAMUCHK.

2.4.4.TNpoBepKa 3N1eKTPOHHON NOAMNCK

Mocne Toro, Kak 06bLEKT npoBepKn noanncu 6bl1 co3paH un nponHnunann3npoBaH, onepaunsa
npoBepKMN noaonncm nNpon3eBoanTCAa B ABa dTaNa: o6pa60TKa OaHHbIX N nocsieayowan npoBepkKa noanncuy,
3aBepllaollad TEKYLLYIO onepauunto.

2.4.4.1.06paboTka noanNMcaHHbIX OAHHbIX

ObpaboTka nognuCaHHbLIX AaHHbIX OCYWECTBAAETCA NpuM noMowm MeToda update() knacca
Signature n NosIHOCTLIO aHanorn4yHa obpaboTKe AaHHbLIX MNPV CO34aHUN MOLAMUCK.

2.4.4.2.TpoBepKa 3/1IeKTPOHHOM NOANUCH

[Mocne Toro, Kak BCe pOaHHble 6blnn obpaboTaHbl, cnegyeT 3aBepWNTb OMepauuntdo MPoBEPKU
3/1eKTPOHHOW MOANUCK. 3aBeplUeHne OCyLLecTBseTCca npu nomMmowmn metogda verify() knacca Signature.
3Ton YHKLUUM nepepaeTca NpoBepseMoe 3HavYeHne NoAnncu n B pesynbTaTe ee paboThl BO3BpaLLaeTcs
norn4eckoe 3Ha4veHue: true - noanunce BepHa, false - nmoanuce He BepHa. 3HayYeHWe NpPoBepsSEMON
noAnncxM MOXKHO NepefaTb ABYMSA cnocobamu:

e B ka4vecTBe 6anTtoBoro maccuma - verify(byte[] signature);

e B ka4vecTBe 6aNTOBOro MaccmBa CO cMelleHuneM - verify(byte[] signature, int offset, int
length);

MpoBepKa 3/1eKTPOHHON MOAMUCK B CepTUUKATE KJoYa MPOBEPKU 3SSIEKTPOHHON MOAMUCK
OCYLLEeCTBAAGTCA TaK >Xe, KaK MNpu MnpoBepke uernoyvku cepTudukaTtoB. Mpu peannsaumm MNpoBepKu
3JIEKTPOHHON MOAMUCK [OKYMEHTa C WCMNOJIb30BaHMEM cepTUdMUKaTa Kitoda MPOBEPKU MoAnucy,
NCKJII0YAETCA BO3MOXXHOCTb MPOBEPKU 3JIEKTPOHHON MOLMUCU 3SIEKTPOHHOIO AO0KyMeHTa 6e3 npoBepku
3/IeKTPOHHOWN MOAMUCK B CEPTUCMKATE KJoYa MPOBEPKU MOAMUCK Man 6e3 Hann4yns NoSIoXKUTEbHOro
pe3ynbTaTa NPOBEPKU NEKTPOHHOM NOAMNUCK B cepTUdmMKaTe KtoYa NPoBEpKU 3NeKTPOHHOM noanuncu.
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2.5.Co3naHune Knoyen napHom CBA3M C MOMOLLbIO anropuTMa
KJ1ro4eBoro oomMeHa

KpuntonpoBangep Kpuntollpo JCSP ocyuwecTtBnsetr paboTy C Kawo4aMu MapHOM CBSA3M B
COOTBETCTBUM C aJIrOpUTMOM KJoyeBoro obmeHa (cm. RFC 4357 u meToOMYeckne pekoMeHaauum
TEXHNYECKOro KoMUTeTa no CcTaHgapTumsaumm 26 «Kpuntorpaguyeckasa 3awmta UHboOpMaLmmn»
«MCMNOJIb3OBAHUE  KPUMNTOIPA®UYECKNX  AJITOPUTMOB, CONYTCTBYHOWWX  MPUMEHEHWUIO
CTAHOAPTOB IFOCT P 34.10-2012 W TOCT P 34.11-2012»), 4epe3 cTaHAapTHbIN uHTepdenc JCE npu
nomoLm knacca KeyAgreement.

2.5.1.Co3pnaHue obbekTa reHepaumm Ka4Yen napHom cea3n

Ob6BbEeKT reHepauun KOYEN NapHOW CBA3WN (Qanee reHepaTop) Co3AaeTcs NnocpeacTBOM Bbi30Ba
MeTopna getinstance() knacca KeyAgreement. 3ToT MeTo[ ABASETCHA CTaTUYECKUM 1 BO3BPALLAET CCbIIKY
Ha Knacc KeyAgreement, koTopblii obecrneymBaeT BbiNnosiHeHMe Tpebyemon onepauumn.

[na co3paHua reHepaTopa KJl4Yen NapHOW CBSA3W B COOTBETCTBUM C ajaropuTMOM KJIHOYEBOro
obmeHa meTony getinstance() HeobxoaMMo B KayecTBe NapaMeTpa nepenatb MMA, OeHTUUUMpYyoLlee
AaHHbln anroput™ ("GOST3410DHEL" wnanm JCP.GOST_EL_ DH_NAME u "GOST3410DH_2012_256" wuau
JCP.GOST_DH_2012_256_NAME wnnn "GOST3410DH_2012 512" wnn JCP.GOST_DH_2012 512 NAME). Mpwn
TakoM Bbl30Be MeToda getinstance() cCOBMeCTHO C onpepefieHneM Tpebyemoro anropuTMa reHepauum
KJII0YEN COrjlacoBaHMS OCYLLECTBNISIETCS TakXke ornpenefieHve Tpebyemoro Tuma KpunTonpoBamnAepa
(KpunTollpo JCSP). Takxe cTaHZapTHbIn uHTepdenc JCE no3sonseT B KadyecTBe napameTpa (yHKUMN
getinstance() knacca KeyAgreement BMecTe C MeHeM aaropvTMa nepefasaTb UMS KpuATonpoBanaepa,
Ncnonb3yemMoro AN BbiNosHeHUs Tpebyemon onepaunu.

Takum o06pa3oM, co3gaHue reHepaTopa KJoyei obmeHa B COOTBETCTBMM C aJirOPUTMOM
KJIto4eBOro obMeHa oCyLecTBASETCS OAHUM 13 C/lefyIoLnX CnocoboB:

KeyAgreement ka = KeyAgreement.getInstance("GOST3410DHEL");
KeyAgreement ka = KeyAgreement.getInstance('"GOST3410DHEL", "JCSP");

KeyAgreement ka = KeyAgreement.getInstance(JCP.GOST_EL_DH_NAME,
JCSP.PROVIDER_NAME);

Ona knoden Ha anroputme FOCT P 34.10-2012 (256):
KeyAgreement ka = KeyAgreement.getInstance("GOST3410DH_2012_ 256");
KeyAgreement ka = KeyAgreement.getInstance("GOST3410DH_2012_256", "JCSP");

KeyAgreement ka = KeyAgreement.getInstance(JCP.GOST_DH_2012_256_NAME,
JCSP.PROVIDER_NAME) ;

Ona knoyven Ha anroputme F'OCT P 34.10-2012 (512):
KeyAgreement ka = KeyAgreement.getInstance("GOST3410DH_2012_512");
KeyAgreement ka = KeyAgreement.getInstance("GOST3410DH_2012_ 512", "JCSP");

KeyAgreement ka = KeyAgreement.getInstance(JCSP.GOST_DH_2012_512_NAME,
CryptoProvider .PROVIDER_NAME);

Co3paHHbIN TakuMm obpa3oM reHepaTop OCyLlecTBAAeT BbipaboOTKy KJOYeN cornacoBaHUs U3
kao4en obmeHa, cooTBeTcTBYtoWwMXx anroputmy FOCT P 34.10-2001 wnm TOCT P 34.10-2012 pns
WCMONb30BaHUA B aJroputMe kJ4eBoro obmeHa. Knwouym kno4eBoro obmeHa, COOTBETCTBYyMOLLME
anroputmy FOCT P 34.10-2001 vunn TOCT P 34.10-2012, MoryT 6bITb KaK MPO4YUTaHbl U3 KOHTENHepa, Tak
M Noay4eHbl NPy NOMOLLKN reHepaTopa Kat4YeBon napbl obMeHa (CM. Bbiwe).

2.5.2. MlHnunanmn3ayumnsa reHepaTopa KJo4en napHon CBA3N

Mocne Toro, Kak reHepaTop KJ4Yen nNapHoM ¢BA3M Obln  co3paH, Heobxoaumo
MPOMHMLMANN3NPOBaTb €ro 3akpbiTbiM K/AO4OM o6MeHa, B COOTBETCTBUM C KoTopbiM 6yaeTt
OCYLLeCTBAATLCA BblpaboTKa K/OYEN COrsiacoBaHus, a TakXe napaMeTpaMu, Ha OCHOBE KOTOPbIX 3Ta
BbipaboTka OyneT Npou3BOAMTbLCA. Takasa MWHULMAAM3aUUA OCYLLEeCTBASETCA Mpu MoMowmM MeTona
init(Key key, AlgorithmParameterSpec params) knacca KeyAgreement. 2ToMy MeToAy B Ka4yecTse
napameTpa key nepefaeTcs 3aKkpbITbI K04 0bMeHa, cooTBeTCTBYOWMIA anroputmy FOCT P 34.10-2001
mwnn FOCT P 34.10-2012. B KayecTBe napaMeTpoB params, ydacTBywoowux B BbipaboTke koyen
cornacoBaHus, nepenaetcs o6beKT knacca IlvParameterSpec, npeacTasnsowmnii cobo 6anTOBLIA BEKTOP
ONs BblpaboTKKM KatoYven cornacosaHusa (UKM).

WNHnumnanmsaums reHepaTopa K4en corjlacoBaHus ocyllecTBaseTcsa cnegyowmm obpasom:
PrivateKey privateKey; // o6s3aTenbHO 3aKpbiTblli K4 06MEHa, COOTBETCTBYWWMIA

// anroputmy FOCT P 34.10-2001 wnn IFOCT P 34.10-2012
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IvParameterSpec spec; // CTapTOBblli BEKTOp

ka.init(key, spec);

2.5.3.BbinosiHeHne ha3bl COrsiacoBaHUA KJo4en

Mocne TOro, Kak reHepaTop kJ4Yen napHom cBA3W 6bl1 co3maH M MNPOMHULMANN3UPOBaH
3aKpbITbIM KJ1l04OM 1 6anTOBbIM BEKTOPOM, TpebyeTcs NpoONHNLMANN3NPOBaTb €ro OTKPbLITbIM K/IIO4YOM, B
COOTBETCTBUU C KOTOpPbIM OyaeT cdopmMuMpoBaH K4 MapHon cBA3M (ha3a cornacoBaHus KioYen).
BbinosiHeHWe ha3bl ocyliecTBasgeTca nNpu nomowm metona doPhase(Key key, boolean lastPhase) knacca
KeyAgreement. 9ToMy MeToAy B KayecTBe nMapamMeTpa nepefaeTcs OTKPbITbIA K4, COOTBETCTBYOLWNN
anroputmy [OCT P 34.10-2001 wnn TOCT P 34.10-2012. CnepyeT TMOMHWUTb, 4TO rMapaMmeTpsbl
X3WNPOBAHMUSA W SNEKTPOHHOW MNOAMUCK 3TOr0 KJ4Ya [OJKHbI COBMagaTb C COOTBETCTBYHOLUMU
napamMmeTpaMu NOAAHHOIO0 Ha MHULUMANN3AUWIO 3aKpbITOro KaoYa. BTopon napameTp metoma doPhase()
urHopmpyeTtcs. C4ymTaeTCs, 4TO 3Ta BesindnHa Bcerga pasHa true.

PublicKey publicKey; // 0683aTenbHO OTKPLITHI K4 06MEHa, COOTBETCTBYHWMIA
// 3aKpbiTOMy Kh4dy privateKey
ka.doPhase(publicKey, true);

CTaHpapTHbIN uHTepdenc JCE gonyckaeT BO3BpalleHne AaHHbIM MeTogoM obbekTa knacca Key.
B kpunTonpoBangepe Kpuntollpo JCSP B ka4yecTBe Takoro o6bekTa BO3BpPaALLAETCA NepefaHHbIi MeToay
doPhase() OTKpbITbIA KOY. [Na Mosly4eHWs CcaMoro KJt4a CorsacoBaHus Heobxoaummo caenaTb eule
OOMH Liar.

2.5.4.l'eHepaynsa Ka4Ya NapHom CBA3N

Mocne Toro, Kak onpegeneHbl 3aKPbITbI W OTKPbITbIA KAKO4YW, Ha OCHOBE KOTOPbIX
ocylwiecTBaseTcs BblpaboTka KJYa MNaApHOM CBA3W, a TakXe napameTpbl (6anToBbIl BeEKTOP),
y4acTByoLLmne B 3To BbipaboTke, Heobxoammo BbipaboTaTh COBCTBEHHO KJIHOY MapHOW CBA3W. eHepauns
TakKoro KJw4a OCyLLeCcTBAsAeTCA Npu NomoLLM Bbi3oBa MeTofa generateSecret(String algorithm)
Knacca KeyAgreement. B kKayecTBe napameTpa >3TOT MeToAa MOJlydaeT CTPOKOBOe MpeAcTaBsieHne
anropmTma kao4da napHom ceasn ("GOST28147" unn JCSP.GOST_CIPHER_NAME). Bo3BpallaeT 3TOT MeToz,
06beKT knacca SecretKey, npeactasnsowmin cobom KoY NapHOM CBA3W. DTOT KJOY ABASETCHA KAOYOM
wudgposaHusa anroputma [OCT 28147-89 ¢ napameTpamu wWudpoOBaHUSA, COOTBETCTBYIOWMMU
napamMeTpam OTKPbITOro KJo4a.

TakmuM 06pa3oM, reHepaLus Kjlo4a CorjlacoBaHMs OCyLLeCTBASETCS:
SecretKey agreeKey = ka.generateSecret("G0ST28147");
SecretKey agreeKey = ka.generateSecret(JCSP.GOST_CIPHER_NAME);

Ona BbIpaboTkn 512-6MTHOrO CEKpeTHOro kJ4Ya OJ1 MCNOoJb30BaHMA B dyHKumax HMAC,
OCHOB@HHbIX Ha MCMOJb30BaHUN X3W-pyHKumn FOCT P 34.11-2012 (256 6uTt) n TOCT P 34.11-2012 (512
6uT) cnepyeT nepenaTb MeTody CTpoKy "SYMMETRIC512" (JCSP.SYMMETRIC_512).

SecretKey agreeKey = ka.generateSecret("SYMMETRIC512");
SecretKey agreeKey = ka.generateSecret(JCSP.SYMMETRIC_512);

2.6.PaboTa C KJIl04EBLIMU HOCUTENSAMM

KpuntonpoBanpep Kpuntollpo JCSP ocywecTBnseT XpaHEHME KIOYEN INIEKTPOHHON MOAMUCA U
KJo4eBoro obmeHa W COOTBETCTBYOLUUX WM CEPTUPMKATOB Ha KJIOYEBbLIX HOCUTENAX, KOTopble
noafepXXuBarTca KpUNTONpoBangepoMm KpunTollpo CSP, haKTN4yeckun BbIMOJIHAOLWNM
Kpuntorpagudeckne onepaumn. [LOocTyn K  KJ/KOYEBbIM  XpaHWIULLAM  OCYLLECTBJISeTCa 4epes
CTaHaapTHbIN nHTepdgenc JCA npm nomowm Knacca KeyStore. CnepgyeTt 3aMeTUTb, YTO MCMNOJIb3OBaHUE
MHTepdenca 3Toro kKjacca fABaseTcs obwmm Kak gns paboTbl C KAKOYEBbIMUA HOCUTENAMU, Tak WU ANs
paboTbl C xpaHuauwem cepTudmnkaToB. OAHAKO, CYLLECTBYIOT N HEKOTOpble 0COBEHHOCTWN, OMMUCaHHLbIE
HUxXe.

MOCKONIbKY FeHepauusa KYeBbiX Nap 3NEKTPOHHOW MNOAMNUCA U KYeBOoro obmeHa paspelueHa
TONbKO Ansa anropmtmos NOCT P 34.10-2001 n FOCT P 34.10-2012, TO 1 3anncb KJKOYeA 3JIEKTPOHHOM
noanMcuM wn Krnw4eBoro obMeHa Ha KJ/OYeBble HOCUTENN paspelleHa TOJSIbKO ANA KJK4Yel 3TOoro
anroputMa. YTeHue kJoYen 3NeKTPOHHOW Noanucu n Kiaw4vesoro obMeHa ¢ HocuTenen [onycTuMo A4
Kao4en, cooteeTcTBylOWMX anroputmam MTOCT P 34.10-2001 n FOCT P 34.10-2012. 3anucb n 4TeHue
CepTUMMKaATOB OTKPLITbIX KJOYEH A0NYyCTUMbI ANns 06oux anropuTMOB U YAOBJIETBOPSET CAeAYyOLLUM
npasuaam:

*  [OJ19 KaXKAO0ro KJIH04a, XPaHsLLErocs Ha KJItO4eBOM HoCUTee, JOMyCTMMO
XpaHeHne 04HOro COOTBETCTBYIOLLEro KoYy cepTUdmrKaTa Ha 3TOM HOCUTESE;
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*  €CJ/ZIN Ha KJII0YEBOM HOCUTEJSIE Y)KE NMEETCS CeEPTUDUKAT, COOTBETCTBYIOLLMIA
KJ1I04Y, TO MpPU 3armncu HOBOIro CepTUMdMKaTa CYLLLECTBYIOLLUIA cepTudukaT
YHUYTOXKAeTCs;

* eCc/n 3anucbiBaeMblil cepTudmrKaT He COOTBETCTBYET HU OHOMY U3 KJIlO4Yen,
XPaHALWMXCA Ha HoCUTeNe, To CepTUPUKaT 3anncCbiBaeTCA B XpaHUINLLLE LOBEPEHHbIX
cepTuuKaToB.

2.6.1.3anuncb KAOYen 3N1eKTPOHHOM NOAMUCK U KJlo4eBOoro obmeHa
c anropntMamum NOCT P 34.10-2001 n TOCT P 34.10-2012 Ha
KJIl04EeBble HOCUTENN

lMocne TOro, Kak KJIHOY 3JIEKTPOHHOM MOAMWCKM WUAM K4YeBOro obmeHa, COOTBETCTBYHOLLWN
anroputmy FOCT P 34.10-2001 wnu TFOCT P 34.10-2012 (256), 6bin co3paH, KpuntonpoBanaep
KpunTtolpo JCSP no3BofseT 3annMcaTb €ro Ha OOWH U3 AOCTYMHbIX KAKOYEBbLIX HOCUTENEen. TakXKe Kak 1
reHepaumns, COXpPaHEHME Ha KJIIO4YEeBble HOCUTENW pa3pellaeTcd TOJIbKO OS89 KIOYEN 3S/IEKTPOHHON
noanucu, cooTseTcTByOWwmMX anroputmy NOCT P 34.10-2001 naum NOCT P 34.10-2012.

OcywiecTBneHne onepaumm c KAIOYEBbIMU HOCUTENsMU (B TOM 4Yucae W 3anucb KioYa
3/IeKTPOHHOW MNOoANMUCU WUAW  KoYeBoro obmeHa) Mpou3BOAUTCA Yepe3 CTaHOAPTHbIA UHTepdenc
xpaHunuwa knoden JCA (nHTepdenc knacca KeyStore) nocpeACTBOM BbIMOJIHEHUS Clefylowmx
OencTBun:

2.6.1.1.0npe.u.eneHue TUMNa UCNOoJib3yeMoro KJj4eBoro Hocutens

OnpepeneHne TUNa NCMoONb3YEMOro KJII04EBOro HOCUTESIA OCYLLLeCTBAAETCA NocpeCcTBOM BbI30OBa
MeTona getinstance() knacca KeyStore. 3TOoT MeTOL SABNASETCH CTaTUYECKMM W BO3BpPalLLAeT CCbIIKY Ha
knacc KeyStore, koTophii obecrneymBaeT BbiNosiHeHMe Tpebyemon onepaumn.

[ns onpefeneHns KOHKPETHOro Tuna KA4YeBOro HOCUTenNsa MeTony getinstance() Heobxoammo B
KayecTBe MNapameTpa nepefatb UMA, naeHTuduumpyouwee Heobxoammbeln Tun. B KpunTonposangepe
KpunTollpo JCSP peann3oBaHO HECKOJIbLKO TUMOB HOCUTENEN:

e nma "HDIMAGE" onpefgenseTt XeCTKUn GUCK;
e Mg "REGISTRY" onpepnenseT peectp (B ciydae OC Windows);

4 aopyrmne tTunol HocuTenen.

Mpn Takom BbI30Be MeToda getinstance() coBMecTHO C onpegeneHuem Tpebyemoro Tuna
KJII04EBOIr0 HOCUTENS OCYLECTBAAETCA TakXe onpegeneHne TpebyemMoro Tuna KpunTonpoBamaepa
(KpunTollpo JCSP). Takxe cTaHOapTHbIn nHTepdenc JCA rno3sosseT B KadyecTBe napamMeTpa pyHKUUN
getinstance() knacca KeyStore BMecTe C TWNOM HOCMTENS YkKasbiBaTb WMS KpunTonposawnaepa,
ncnonb3yeMoro [Ana BbINOJHeHUA Tpebyemon onepaumn. Takum obpasom, onpegeneHne TunNa
NCMNO/Ib3yEMOr0 KJII0YEBOIrO HOCUTENSA OCYLECTBAAETCA OAHUM U3 CJIeYHOLNX CNocoboB:

TakuMm ob6pa3om, onpeneseHne Tumna WUCMoJib3yeMoro KJlOYEeBOro HOCUTENS OCYLLEeCTBSeTCs
o4HUM U3 cnefytoumx cnocobos:

KeyStore ks = KeyStore.getInstance("HDIMAGE", "JCSP");
KeyStore ks = KeyStore.getInstance("REGISTRY", "JCSP");

OnpepeneHne TMNa UCMNOJb3YEMOro KJI0YEBOIrO HOCUTENA NpeacTaBaseT cobon NHMLMann3auuto
CTaHOAPTHOro KJt04YeBOro xpaHunuuwa JCA, Mo3TOMy onepauun 3annchi Ha KIJIOYEBOW HOCUTENb WK
YTEHUA C Hero cjiegyeT OCYLEeCTB/IATb B COOTBETCTBUM C MHTepdericom JCA, a mMmeHHo, TpebyeTcs
npenBapuTesbHas 3arpy3ka COAepXXUMOro HOCUTENs M nocsiegytoliee Mocsie BbINOJIHEHMUS onepaumn
COXpaHeHne CoOep>XMMOro.

2.6.1.2.3arpy3Ka coaep>XMMoro KJilo4HeBoro Hocutens

CornacHo nHTepgency ctaHgapTHOro kKjw4esoro xpaHuauvwa JCA nepep Ha4vasioM BbIMOJIHEHUS
Kakux nnbo onepaunin TpebyeTca 3arpyska BCEro COAEPXUMOro XpaHuauwa, crepoBaTesibHO, nepes
BbIMOJIHEHMEM OMEpaLui C KJYEBbIM HOCUMTENIEM CllegyeT 3arpysnTb ero coaepXxumoe. 3arpyska
COOEPXMMOro CTaHgapTHOro xpaHunuwa JCA ocywecTBnseTca NocpencTBoOM Bbi3oBa MeTonda /oad()
knacca KeyStore. CornacHo mHTepgency JCA dyHKunn foad() cnepyeT nepepasaTb ABa NapaMmeTpa:
MOTOK, W3 KOTOPOro OCYLLECTBJSIETCS YTEHMEe COAEPKMMOro KJIIOYEBOro XpaHWiuwia, WU Mapojb Ha
XpaHunumLe.

MockonbkKy paboTa C KAOYEBLIMM HOCUTENAMN (YTEHME/3aNMUCh KITKOYEA INEKTPOHHOW MoAnncK n
kno4yeBoro obmeHa ” COOTBETCTBYOLWMX WM CepTUPUKATOB) M C XPaHUIWWEM CepTUPUKaTOB
(4TeHmne/3anucb AoBepeHHbIX cepTudMKaToB) B Kpuntonposamaepe Kpuntollpo JCSP peann3oBaHa
cornacHo obuiemy uHTepdency JCA knacca KeyStore, To B HEKOTOPbIX Cly4asx Bbi30B yHKUun fload()
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OCYLLEeCTBNISIET KakK 3arpysky COLEP>XUMOro KJIKOHYEBOro HOCUTENS, TakK U COOAEPXMMOro XpaHuauwa
cepTnMKaToB, MPOUHULMANU3NPOBAHHOIO WMEHeM [aHHOro HocuTensa. BBuay 3TOro BO3HMKaKOT
0C06EeHHOCTN NCNoJIb30BaHMA MapaMeTpoB yHKUun /oad():

e [lepBbin MapaMeTp (BXOAHOM NOTOK N3 KOTOPOro OCYLLIECTBASETCA 3arpy3Ka
CoOEep>XMMOro xpaHuanuia) ncnosb3yetcs kpuntonposanagepom Kpuntollpo JCSP
TONbLKO B Cydae paboThbl C xpaHuAuwem ceptudukaTos. MosaTomy, npu
OoCyLLeCcTBAEHUN Oonepaumn 3anmcn Ha KK4YeBOM HOCUTESb AN YTEHUSA C HEro B
KavyecTBe AaHHOro napamMeTpa, MOXXHO yKa3biBaTb null. Ecan
MPONHULMANN3UPOBAHHOE UMEHEM HOCUTENSA CTaHA4apTHoe XpaHunuuwe KeyStore
NCMonb3yeTca Kak anga paboTbl C AaHHbIM KJIOYEBLIM HOCUTENEM, Tak 1 anda paboThbl C
XPaHWUJINLLLEM CEepTURMKATOB, TO B Ka4YeCTBE AaHHOIro NapamMmeTpa cienyeT yKa3biBaTb
MOTOK COOEPXXUMOIro XpaHunmuwa cepTndukaToB. Torga sarpy>xeHHoe cogepxumoe
noTtoka 6yaeT NCnosib30BaTbCs TOJILKO NMpu paboTe C XxpaHuUauLeM CepTUPNKATOB, a
npwn paboTe c HocuTenamm byneT rHopupoBaThbCsa. ECnm nponHnumann3npoBaHHOro
NMEeHEeM OJaHHOIro HOCUTeNs XpaHuanLa cCepTUPUKaATOB HA MOMEHT Bbi30Ba (DYHKLIMN
load() He cywiecTBYyeT, TO B Ka4eCcTBe 3TOro NapameTpa cnenyeT ykasbiBaTb null.

e BTOpoOW napameTp ABNAETCS NAPOSEM HA XPaHUIULLE CEPTUPNKATOB, KOTOPOE
6b1J10 MPOVHULMANN3UPOBAHO UMEHEM AaHHOI0 HocuTens. Mpn onepaumsax c
KJIIOYEBbIMW HOCUTEIIMUN 3TOT NapaMeTp (haKTUYECKN HE NCMOJIb3YEeTCS, HO BBUAOY
obuiero nHTepdenca ona HoCUTeNen N XpaHUInWa cepTugmnkaTos, Npm NobbIX
ornepaumsax C KJIKYEBbIM HOCMTENIEM Mapo/ib CefyeT yKa3biBaTb. ECM Ha MOMeHT
Bbl30Ba MeTofaa /oad() He cylecTBYeT XpaHuUAuLWa cepTudnKaTos,
NMPOVNHNLNANN3NPOBAHHOI0 MMEHEM JaHHOI0O HOCUTENS, TO B KQ4eCTBe 3TOro
rnapameTpa csefyeT yKa3biBaTb null.

Takum obpasom, nepen Ha4vyasioM BbINOJIHEHWUS OMepauuMy C K/OYEBbIM HOCUTenem ciepyet
BbIMOJIHUTL  3arpy3kKy COAEP>XXUMOro 3Toro HocuTens (M, ecan 3To TpebyeTcs, 3arpysky
NMPOVHMLMANN3NPOBAHHOIO UMEHEM HOCUTENS XpaHUIULLA CepTUDUNKATOB) cielytowmm obpasomMm:

ks.load(null, null); // He cyuwecTByeT XpaHunuvuwa cepTuoukaTos,
// NPOUHNUMANN3UPOBAHHOIO0 MMEHEM AaHHOro
// KNo4YeBOro HocuTens
char[] passwd;
ks.load(null, passwd); // xpaHunuue cepTuoUKaTOB CYylWeCTBYeT,
// Ha Hero ycTaHOBJ/IEH Maposb passwd,
// HO nocnegywwme onepauun 6yayT NpoM3BOAUTLCSA
// TONbKO C HOcCuTenem
InputStream stream;
ks.load(stream, passwd);// xpaHunuue cepTuduKaToB CylecTBYyeT,
// Ha Hero ycTaHOB/EeH naposb passwd,
// nocnegywuwme onepauun 6yayT NPOM3BOAUTLCS
// KakK C HocuTenem, TaK W C XpaHunuwem
// cepTupukaToB. Coaepxmmoe XpaHuauuwa

// 3anucaHo B Stream.

2.6.1.3.3anucb KJ1Il04Ya Ha HOCUTEJIb

Mocne Toro, Kak coAepXxXumoe HocuTens (U, ecnm 3To TpebyeTcs, coaepXumoe
NPOVHULMANIN3UPOBAHHOIO WMEHEM HOCUTENs XpPaHWiuWia CepTUMUKATOB) ObII0  3arpy>XeHo,
OCYLLLECTB/IAETCSA COOBCTBEHHO 3aMuUChb KJloYa Ha HocuTeNb. [laHHaa onepauus peasansyeTcs Npu NoMOLLN
Bbl30Ba MeTofa setKeyEntry() unn metopna setEntry() knacca KeyStore:

String alias; // wpeHTuéukatop (YyHUKanbHOe uMSA) Kaw4da w1

// COOTBETCTBYWWEro emy cepTupmkara
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// OTKPLITOrO Ka4a
PrivateKey key; // KoY 3NeKTPOHHOW NoAnMUCK WU K/Il4YeBOro obmeHa

// OT Napons Ha XpaHwunuwe, WUCMONbL3YyemMoro npu 3arpys3ke)
Certificate[] chain;// uenodyka cepTudukaToB, HayMmHass C KOPHEBOro u

// W 3aKaHuyuMBas cepTUPMKATOM OTKPLITOrO Kiwua,

// COOTBETCTBYIWOWEr0 OTKPLITOMY KJlouy

ks.setKeyEntry(alias, key, null, chain);
nnbo
KeyStore.ProtectionParameter params = new KeyStore.PasswordProtection(password);
KeyStore.Entry entry = new JCPPrivateKeyEntry(key, chain);
ks.setEntry(alias, entry, params);

B dyHkuno setKeyEntry BmecTo mnaponsa nepepaetcs null, T.K. panee BBOA MUH-KOAA
noTpebyeTcss npom3BecTM B OKHe KpuntonpoBamaepa Kpuntollpo CSP; T.e. yka3saHue napons
HernocpencTBeHHO MNpu Bbi3oBe setKeyEntry mninuwHe. Wcnonb3oBaHue ¢yHKUuKM setEntry no3sonseT,
HaobopoT, n3bexaTb BBOAA MUH-KOOA B OKHe KpunTonposangepa Kpuntollpo CSP, T.e. nepenaTb ero
MporpamMMHo.

Mpn Bbi3oBe setKeyEntry mnocne reHepaumm napbl Ha HEVMHULWANM3UPOBAHHOM paboyum
KOHTEeNHepoOM reHepaTope Mpou3onaeT co3fdaHuve paboyero KoHTelHepa C uMMeHeM alias M Tunom
keyStoreType, KonupoBaHWe B HeEro 3aKpbITOrO Kjlo4Ya U cepTuduKkaTa U3 BPEMEHHOro KoHTelrHepa u
yoaneHne nocnegHero. MNpu co3gaHUM KOHTENHepa MOABUTCA CTaHAapTHoe okHo Kpuntollpo CSP gns
BBOZA W MNOATBEPXAEHUSA Maposis Ha KOHTenHep. MNMpu Bbi30Be AaHHOMW MYHKLMKX Nocsie reHepauunn napsbl
Ha MWHUUWaNM3UPOBaAaHHOM reHepaTope, ecnnm alias cooTBeTcTByeT containerName B reHepaTope,
npomsongeT TONbKO YCTaHOBKa cepTudukaTa, TaK KakK KOHTeWHep YyxXXe co3faH; ecnu alias He
cooTBeTCcTBYeT containerName B reHepaTope, TO MPOU3OMAET KOMWPOBAHME KJOYa U YCTaHOBKA
cepTudmkKaTta B HOBbIM pabo4ymini KoHTerHep alias C COOTBETCTBYIOLWMM BBOOOM MMH-KOAA U €ro
noaTBepXAeHNeM AN AaHHOro KOHTelHepa.

B KayecTBe napameTpa chain BbICTynaeT Leno4vka cepTudumkaTos, coctoswasn ambo n3
€O0VHCTBEHHOr0 cepTudmrkKaTa, OTKPbITbIN KOY KOTOPOro COOTBETCTBYET 3anMcbiBaeMOMyY
OTKPbITOMY KJt04Y, TMB0 U3 COBCTBEHHO LLEeN0YKM CEPTUPUKATOB, B KOTOpOW cepTudmnkaTt
COOTBETCTBYOLLNN KOYY HAX0AUTCS B HYJIeBOM d/1leMeHTe MaccuBa. CepTudukaTomM,
COOTBETCTBYOLLNM KJIOYY, MOXET BbIThb Kak CaMONOAMNMUCaHHbIA CepTUDUKAT, Tak U
cepTudurKaT, 3aBEPEHHbIN AOBEPEHHBLIM LLEHTPOM CepTudukaumn. Ecnm npm aTom
nepefaBaeMbll CEPTUDUKAT HE COOTBETCTBYET OTKPbLITOMY KoYy key, ToO MeToA
setKeyEntry() BbI30OBET NCKIIOYEHUE.

B 0boux cueHapuax nocsae reHepaunm Kao4eBon Napbl MOXKHO MCMNOJIb30BaTb PYHKLUNIO
setEntry BmecTo setKeyEntry, 4To o3HavaeT:

e co3paHune paboyvero KoHTelrHepa C MMeHeM alias U TUNoOM KOHTeNHepa,
KOMMPOBaHME B HEr0 3aKPbLITOro Kjto4a 1 cepTudmKaTa N3 BPEMEHHOI0 KOHTENHepa n
yhaneHune nocnegHero. MNpu cosgaHum KoHTenHepa byaeT ncnosib3oBaH Naposib 13
napameTpa ProtectionParameter pyHkuun setEntry;

e ecau alias cooTBeTcTBYET containerName, To Npon3ongeT CMeHa TeKyLlero
MapoJsig Ha TOT, 4YTO yKa3aH B ProtectionParameter, n yctaHoBka ceptudunkaTa; ecnm
alias He cooTBeTCcTBYEeT containerName, To Npon3onaeT co3daHne HOBOro KOHTENHepa
alias c naponem u3 ProtectionParameter n konnpoBaHMe B HErO KJt0o4a "
cepTuuKaToB.

2.6.2.4TeHne KaYen saNeKTPOHHON NoANnUCK 1 Kt4YeBoro obmMeHa
c anroputMmamm NOCT P 34.10-2001 n rOCT P 34.10-2012 c
KJII04EBbIX HOCUTENen

YTeHne Kno4en 31eKTPOHHOW noanucK u kaw4vesoro obmeHa B kKpunTonposangepe Kpuntollpo
JCSP npon3BoaunTCA 4Yepes CTaHOapTHLIN MHTepdenc xpaHmnuwa kntoden JCA (4epes nHTepdenc knacca
KeyStore) nocpeaCcTBOM BbIMOJIHEHUSA CNefYyOWNX 4ENCTBUN:

d onpeaneneHne Tnna NCNoJib3yemMmoro KJio4eBoro HocuTend,
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® 3arpyska COLEpP>XMMOro KJlo4eBOro HoCUTens;
®  YyTeHue KJK4a C HOCUTenNs;

i COXpaHeHne cogep>XXnMoro Kar4eBoro HocmuTens.

Mocne Toro, Kak coAepXxumMoe HocuTens (U, ecam 3To TpebyeTcs, coaepXxumoe
NPOVHULMANIN3UPOBAHHOIO WUMEHEM HOCUTENs XPaHWIULWIA CepTUMUKATOB) ObIfI0  3arpy>XeHo,
OCYLLEeCTBASETCSA CODCTBEHHO YTeHMe KJlo4Ya ¢ HocuTens. [aHHaa onepauus peannsyeTcs npu rnomMoLim
Bbl30Ba MeTona getKey() knacca KeyStore, Bo3Bpallatollero TpebyemMbliil KoY 3JIeKTPOHHOW noanucu
WUnn KJYeBoro obmMeHa, ciegyoowmm obpasom:

e c nomouwbtlo MmeTona getkKey knacca KeyStore

String alias; // VgeHTnéukatop (YyHUKanbHOe MMS) MNosydaemMoro Krwda

PrivateKey key = (PrivateKey)ks.getKey(alias, null);
e ¢ nomouwbio meTona getEntry knacca KeyStore

String alias; // VWgeHTunoéukatop (YyHUKanbHOEe MMS) MNosydaemMoro Krwda

KeyStore.ProtectionParameter params = new KeyStore.PasswordProtection(password);
JCPPrivateKeyEntry entry = ks.getEntry(alias, params);

B meTopn getKey BMecTo napons nepepaetca null, Tak Kak BBOA NMH-KoAa noTtpebyeTca TO/bKO
npy HenocpenCcTBEHHOM paboTe C KJKYOM; OCYLLeCTBAATLCA BBOA NMapons 6byneT B CTaHOAPTHOM OKHe
kpuntonposangepa Kpuntollpo CSP. B MeToan getEntry naponb nepepaetcsa B BuAe MNapameTpa
ProtectionParameter, npu 3TOM BBOAMTb MUH-KOA (€csin OH 6bla NpaBMbHbLIM) B OkHe CSP B fanbHenwem
He noTpebyeTcsA. DTO 03HaYaeT, YTO ornepauun Buaa getkKey/setKeyEntry ncnonb3yloT BBOL MUH-KOOA B
okHe CSP, a dyHKuun getEntry/setEntry - HeT.

Ecnn wucnonb3oBaTb yHKuMo getEntry n nepepmaTtb B ProtectionParameter HenpaBubHbIN
naposb, To byAeT npensioXXeHo BBECTW NapoJsib 3aHOBO B OkHe CSP (ocTaBLuMecs 2 nomnbITKK).

Ecnn Heobxopmmo cpasy MoJjlydaTb YBeAOMJIEHWE O HeMNpaBWIbLHOM Maposie M npekpawaTb
paboTy (MO MHULUMNPOBAHHOMY WUCK/OYEHMIO), n3bexxaB NMOBTOPHOrO BBOAA Maposisi B okHe CSP, MOXHO
BOCMOJIb30BaTbCA knaccom JCPProtectionParameter (naxket ru.CryptoPro.JCP.params). OH pacwupsieT
knacc KeyStore.PasswordProtection n COLEep>XUT LOMNOJMIHUTENbHbLIA MapaMeTp, 0603HaYalWNN pPeXuMm
paboTbl, 3kBMBaseHTHbIN CRYPT SILENT (0x00000040). [OaHHbIA napameTp MoXxeT ObiTb 3adaH B
KOHCTPYKTOpe KJacca:

ProtectionParameter pp = new JCPProtectionParameter(password, true); // 3apaHue
CRYPT_SILENT

JCPPrivateKeyEntry entry = ks.getEntry(alias, pp); // OTKpbITUE KOHTeliHepa B pexume
CRYPT_SILENT

Takum obpa3oMm, B cjlydyae nepedavyn HenNpaBubLHOro naposst OydeT creHepupoBaHoO
NCKJIIOYEHME, 1 NOMbITKM NOBTOPHOIrO BBOAA Napons 6yayT NCKJI0YeHbI.

2.6.3.3anucb cepTudunKaTa OTKPbITOrO KJito4a Ha KJ1l04eBOWu
HOCUTEJIb B COOTBETCTBUM C XPAaHALWMMCA Ha HEM KJTIIOYOM

Kpuntonposanpep Kpuntollpo JCSP no3sonfeT OoCywecTBAATb 3annCb Ha KJOYEBble HOCUTENU
CepTUPUKATOB OTKPbLITbIX KJOYeN, COOTBETCTBYIOLMX XPaHALWMMCSA Ha HOCUTEse KJlo4aM 3J1IeKTPOHHOMN
nognucu nnam knw4vesoro obmeHa. Takmum obpa3om, onepaumsa 3aNnUcCn CepTUPUKaTOB OTKPbLIThIX KOYEN
oonyctuma gnsa knwden, coorsetcTByowmnx anropntmam FOCT P 34.10-2001 nan FOCT P 34.10-2012, n
NPMBOAVUT K C/IeAyoWmM pesyibTaTam:

e pnobaBneHne cepTudUKaTa Ha KJOYEBO HOCUTESb B COOTBETCTBUM C XPaHALLUMCS Ha
HOCUTEeNe KJIIOYOM 3JIEKTPOHHON NOAMNUCU UK KITOHEBOro 06MeHa, eCc/in paHee Ha HoCUTeNe He
6b110 Takoro cepTudurkaTa;

* repes3anuncb CyLLeCTBYIOLLEro Ha HocuTeNe cepTUPrKaTa OTKPLITOrO KJtova,
COOTBETCTBYIOLLErO K/IOYY 3IEKTPOHHOM NOANUCU AU KNto4eBOoro obmMeHa, HOBbIM
cepTUdUKaTOM.

Mpn 3TOM OCYLLECTBASETCS MPOBEPKA COOTBETCTBMS OTKPLITOrO KJlO4Ya, YKa3aHHOro B
3aNncbiBaeMOM CepTUMUKATE, C OTKPbITOM KJIIOYOM KJIIOYEBOW Mapbl 3/E€KTPOHHOW MOAMUCU UK
KJitoyeBoro obmeHa.
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Onepaunsa 3anucm cepTudUKaTa OTKPLITOrO K/o4a MNPoOM3BOOUTCA 4Yeped CTaHAapTHbIN
MHTepdenc xpaHunuwa kno4den JCA (Yepe3 mHTepdenc knacca KeyStore) nocpeacTBOM BbINOJIHEHUSA
cnenyrowmnx encTBuin:

* onpejaesieHNe TUMNa NUCMOJIb3YEMOro KJIlOHEBOro HOCUTENS;
®  3arpyska CoAep>XMMoro KJIlo4eBOro HOCUTENS;
®  3anucb cepTuUdmrKaTa OTKPLITOro Kjo4a Ha HOCUTESb;

b COXpaHeHne cooep>XXmMmMoro Kar4eBoro HocnTens.

Mocne Toro, Kak coAepXxumoe HocuTens (n, ecnm 3To TpebyeTcs, coaepxumoe
NPOVHNLMANN3UPOBAHHOIO UMEHEM HOCUTENs XpaHWIUWa CcepTUudukaToB) ObIIO  3arpy>keHo,
ocyllecTBnseTca cobCTBEHHO 3anucb cepTudmKaTa OTKPLITOro KJ4Ya Ha HocuTenb. JaHHas onepauus
peannsyeTcs Npu NOMOLLN Bbi3oBa MeTona setCertificateEntry() knacca KeyStore cnepytowmnm obpasom:

String alias; // wpeHTuoukatop (yHWKanbHOE uMA) Kwya,
// KOTOPOMY COOTBETCTBYET K4 MPOBEPKU 3SNEKTPOHHON noanucu
ceptupukata
Certificate cert; // 3anucoiBaemblii cepTudukaTt

ks.setCertificateEntry(alias, cert);
CnepyeT 0oTMETUTb HEKOTOpPble 0cObeHHOCTK Bbi30Ba YHKUMKN setCertificateEntry().

e napameTp alias ABnseTCA YHUKaJIbHbIM UMEHEM KJItO4A, KOTOPOMY COOTBETCTBYET KJHOY
MPOBEPKN 3SIEKTPOHHOW MOAMUCK 3amnncbiBaeMoro ceptudgukata. Ecam knwody C 3afaHHbIM
MMeHeM alias y)xe COOTBETCTBYEeT HEKOTOPbIN cepTUDMKAT Ha HOoCUTeNe, TO 3TOT cepTudukaT
6yneTt nepesanncaH HOBbIM. B mMpoTMBHOM cnyyae nepefaBaeMbli cepTudurkaT bynoeT npocTto
nobaBneH Ha HocuTenb. [pu 3TOM nocie 3anucu cepTudukaty OyaeT NpUCBOEHO KMA
COOTBETCTBYIOLLEro eMy KJw4va - nepefaBaeMbln MeTony setCertificateEntry() B KadecTBe
napamMetpa alias. Ecnm >Xe Ha HOCMTeNle He CyllecTByeT KJjlo4va C 3afjaHHbiM alias, To
nepepaBaembii cepTudumkaT byaet nobaBneH B xpaHUMLLE AOBEPEHHBLIX CEPTUHIUKATOB;

e napameTp cert npepcrtaBnaet cobol 3annCbIBAEMbI Ha HOCUTENb cepTudUukaT. Knwoy
MPOBEPKN 3IEKTPOHHOM MOAMUCU 3TOro cepTudmkaTa L[O/HKEH COOTBETCTBOBAaTb  KJIOYY C
mMeHeM alias, ecnnm OH cywecTByeT, B NPOTUBHOM cCJlydae wMeTon setCertificateEntry()
CreHepupyeT UCKJIloYeHne.

2.6.4.4TeHune cepTdnKaTa OTKPLITOrO KJt4a C KJII04eBOro
HocuTens

KpuntonpoBangep Kpuntollpo JCSP no3BosifeT OCyWECTBAATb YTEHME C KJIIOYEBbIX HOCUTENEeNn
CepTUMUKaATOB OTKPbITbIX KJIOYen, cooTBeTCTBYIOWMUX anroputmy FOCT P 34.10-2001 nnn TOCT P 34.10-
2012 4epe3 cTaHAAPTHbLIA MHTePgENC XpaHUINLWa KOYEN 3/IEKTPOHHOM NoANUCK U KatoyeBoro obmeHa
JCA (nHTepenc knacca KeyStore) nocpenCcTBOM BbIMNOJIHEHUA CNEAYIOLLNX OENCTBUIA:

* onpegesieHne TUMNa NUCMOJIb3YEMOro KJIlOYEBOr0 HOCUTENS;
®  3arpyska COLep>XMMOro KJlIto4eBOro HOCUTENS;

®  YyTeHue cepTUdrKaTa OTKPLITOrO KJtoYa C HOCUTENS;

® CoXpaHeHWe CoAep>XMMOro KJIlOYEBOr0 HOCUTENS.

Mocne Toro, Kak cogepxummoe HocuTens (KU, ecam 3To TpebyeTcd, coaepxumoe
MPOVHULMANN3MPOBAHHOIO MMEHEM HOCUTENST XpaHuauWa cepTugukatoB) 6bi10  3arpy>XeHo,
ocyLlecTBAseTcss COBCTBEHHO YTeHMe cepTudUKaTa OTKPLITOro KJk4Ya C HocuTens. daHHas onepauums
peannsyeTcs npu nomowM Bbi3oBa MeTola getCertificate() knacca KeyStore, Bo3BpaLlatoLLero
3anpalunBaemMbln cepTudukaT, cnegyowmm obpasom:

String alias; // wpeHTudéukaTtop (yHuKanbHoe umsA) cepTudukara,
// yCTaHOB/EHHbI Npu 3anucu cepTudnkatTa Ha HoOCUTENDb
Certificate cert = ks.getCertificate(alias);

CnepyeT OTMETUTb HEKOTOpble 0COBEHHOCTU Bbi30Ba (pyHKUMK getCertificate() c NnepenaBaeMbIM
napameTpoMm alias, SBASIOWMMCS YHMKAJIbHBIM UMEHEM 3arpallMBaeMoro ceptugmrkaTa:

®  eCc/n Ha HoCUTEeJe CYyLLLeCcTBYeT cepTuduKkaT C 3afaHHbIM nMeHem alias, To meTon
getCertificate() BepHeT cepTudUKaT C HOCUTENS;
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®  eC/IM Ha HOCUTEJe He CyllecTBYyeT cepTudmrkaTta c uMeHeM alias, HO B XpaHuauuie
cepTndUKaToB eCcTb cepTUdUKaAT C TaKUM MMeHeM, To meTon getCertificate() BepHeT
cepTUdUKaT N3 XpaHUIULWa CEPTUPNKATOB;

* ecnu cepTuduMKaTa C 3aflaHHbIM UMeHeM alias He cywecTByeT HU Ha HOCUTENE, HU B
XpaHunuLe cepTudurKaToB, To MeTon getCertificate() BepHeT null.

2.6.5.YpaneHne ceKpeTHOro KJ4a C KJIl04eBOro HoCuUTesA

YOaneHne CeKpeTHOro KJ4a C KJK4YEeBOro HOCUTENs OCYLeCcTBAAeTCA BbI30BOM (YyHKUMN
deleteEntry c nepepaBaeMbiM MapamMeTpoMm alias, ABASOWMMCS YHMKaNbHbIM MMeHeM KJitoda. Ons
HocuTenen Tpebylowmnx napons ANa yaaneHns KoHTenHepa (HanpuMmep, CMapT-KapT U TOKeHoB), byaeT
BblBELLEHO OKHO KpunTonposangepa Kpuntollpo CSP ¢ npeano)xeHnem BBeCTU NapoJib.

2.7.PaboTa ¢ XpaHnnmuiemM 0OBEPEHHbLIX CEPTURUKATOB

Kpuntonpoeangep Kpuntollpo JCSP nopaepxuBaeT paboTy C XpaHuauwamm  OOBEPEHHbIX
CepTUUKaATOB TOJIBKO /15 ornepaunoHHbIX cuctem cemenctea Google Android. JocTyn K XpaHwanwam
OOBEpPEHHbIX CepTUUKATOB ANA OaHHbIX OMepaLlNOHHbIX CUCTEM OCYLLLECTBASETCA Yepe3d CTaHAapPTHLIN
nHTepdenc JCA (knacc KeyStore). CnenyeT 3aMeTUTb, YTO MCMNOJIb30BaHME MHTepdenca 3TOro kKnacca
ABNAETCA OOWUM Kak pns paboTbl XpaHMAMLWLEM cepTudmnkaToB, Tak M Ana paboTbl C KJOYEBLIMU
HocuTensamu. OcobeHHOCTM paboThl C XpaHUAnLeEM CepTUDPNKATOB ONUCaHbI HUXKE.

2.7.1.3anucb cepTPMKaTOB B XpPaHUIULLE O0BEPEHHbIX
cepTnrkKaToB

Kpuntonposanpgep Kpuntollpo JCSP no3BonfeT OCyWeCcTBAATb  3anncb  OOBEPEHHBIX
CepTI/I(pI/IKaTOB B ornpenensemMmoe nonb3oBaTeneM XpaHunumuie AOoBepPeHHbIX CepTI/I(bVIKaTOB,
COOTBETCTBYlOLlEe CTaHZapTHOMY WHTepdency xpaHunuwa JCA (knacc KeyStore). [Ons 3Toro
Heo6Xx0aANMMO BbINO/HUTL MNOCNEA0BATE/IbHOCTL AENCTBUIA, aHaJIorMYyHyl MNoCNefoBaTesIbHOCTN Npu
paboTe C K/OYEBLIMU HOCUTENAMMU:

2.7.1.1.lHnumanmsaumsa XpaHuauwia noBepeHHbiX cepTucmukaToB
AHanorn4Ho onpenesnieHnIo Tuna NCNoJsib3yemMoro KJo4eBoro HocuTens.

Onsa ypobcTtBa nosb3oBaTens Obl1 Takxe co3gaH Tun xpaHunuwa "CertStore". B xpaHuauwie
OaHHOro Tna MOryT XPaHUTbCA TONIbKO cepTuduKkaTshl.
MH1umManmsaumns Takoro xpaHuaniia MoXKeT OCYLLEeCTBAATLCA OOHUM U3 cleayowmx cnocobos:

KeyStore ks = KeyStore.getInstance("CertStore");
KeyStore ks = KeyStore.getInstance('"CertStore", "JCSP");

NHUUManm3aums XpaHuamiwa AOBEePeHHbIX cCepTUDUKATOB NpeacTaBasieT cobo NHULManm3aumo
CTaHOapTHOro XxpaHunuwa JCA, no3ToMy AJs Onepaunin 3anucu cepTUPUKATOB B XpPaHUAWLLE WK
yTeHusa n3 Hero TpebyeTcs npeaBapuTesibHas 3arpy3ka COAEPXXMMOr0O XpaHWAuWa W nocienyollee
COXpaHeHne CoOLEPXKNMOTO.

2.7.1.2.3arpy3Ka coaep>XuMoro xpaHuauwa

CornacHo nHTepgency cTaHgapTHOro xpaHunuwa JCA nepefn HavyanoM BbINMOSIHEHWS KakKux nnbo
onepaunn TpebyeTcsa 3arpy3ka BCEro COAEPKMMOro XpaHuUanwa. 3arpyska CoOaepXMMoro cCTaH4apTHOro
xpaHmnvwa JCA ocyllecTBisieTCAa MNOCPefAcTBOM Bbi30Ba MeTofa /oad() knacca KeyStore. CornacHo
nHTepdency JCA dyHkumm Joad() cnepyeT nepefdaBaTb [hBa MapaMeTpa: MNOTOK, M3 KOTOPOro
OCYLLECTBNISIETCS YTEHNE COLEPXKMMOr0 KJIOYEBOIr0 XpaHUAMLLA, U Naposib Ha XPaHUInLLE.

OcobeHHOCTM BbI30Ba MeTona /oad() BBuay obuiero uHTepdenca paboTbl C KIOYEBbIMU
HOCUTENAMU N C XpaHnaunwem CepTVICt)VIKaTOB I'IO,EI,p06HO OMuWCaHbI BbiLLe.

2.7.1.3.3anucb cepTudmMkKaTa B XpaHunuiie

Mocne Toro, Kak CoAepXMMoe XpaHunuia cepTUhnkaToB ObIIO 3arpy>XeHo, OCyLLecTBsSeTCA
cobCTBEHHO 3annCb OOBEpPeHHOro cepTudurkaTa. [JaHHasa onepauusa peanv3yeTcs Mpyv NOMOLLW Bbi30Ba
MeTona setCertificateEntry() knacca KeyStore cnegyowum obpasom:

String alias; // waeHTuéukatop (YyHUKanbHOe MMSA) ycTaHaB/IMBaeEMOro
// B XpaHunuue cepTudmkaTta

Certificate cert; // 3anucbiBaemblii cepTudmkaTt

ks.setCertificateEntry(alias, cert);

CnepyeT oTMETUTb HEKOTOpPble 0COBEHHOCTN BbI30OBa hyHKUWNN setCertificateEntry(). c nepepayen
eMy napameTpa alias, ABAAOWErocs YHMKa bHbIM UMEHEM 3aMnCbIBAEMOro cepTudmrkaTa.
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®  eC/n B XpaHWIMLLE YXKE CyLLeCcTByeT cepTudukaT c umeHem alias, To oH 6ygeTt
nepesanuncaH nepepasaeMbiM cepTUPMKaTom cert;

®  eC/N B XpaHWuLLE HeT cepTudmrkaTta c umeHeM alias, HO Ha HocuTene, YoM UMEHEM
6b1710 MPOUHNLIMANN3NPOBAHO XPaHWIMLLE CEPTUMOUKATOB, CYLLIECTBYET KoY (1, BO3SMOXHO,
CepTUPUKaT COOTBETCTBYIOLLIEr0 OTKPbLITOrO KJloYa) € 3afaHHbIM alias, To nepegasaemblii
cepTudukaT byaeT nobaBneH Ha 3TOT HocMTeNb. [pu 3ToM ByaeT ocylecTB/ieHa NPoBepKa
COOTBETCTBMA NepenaBaeMoro cepTudrkaTa Cert KJvy, KOToOPbI XPaHUTCSA Ha HocuTese C
nMeHeM alias (nogpobHee cM. Bbille);

®  eCJIN HU B XpaHW/INLWE, HN Ha COOTBETCTBYIOLWEM eMy HOCUTesle HeT cepTudunkaTa (Ha
HoCuTenNe - KJloYa) € 3aflaHHbIM alias, To nepenaBaeMblll cepTugumkaT byaeTt npocto gobasneH
B XpaHWULLE [OBEPEHHbIX CepTUHUKaTOB C MMeHeM alias.

2.7.1.4.CoxpaHeHue coaAep>XMMOoro XxpaHusuLia

npOVIBBO}J,I/ITCﬂ aHaJIoOrM4HO COXPaHEHNIO COOEPXKUMOTI O KJTIOHEBOIr0 HOCUTENA.

2.7.2.4TeHne cepTnPnNKaToB U3 XpPaHWUINLLA 0OBEPEHHbIX
cepTnrkKaToB

Kpuntonposangep Kpuntollpo JCSP no3BonseT oCywecTBAATb YTEHUEe OOBEPEHHbIX KOPHEBbIX
CepTUUKaTOB U3 XpaHWUIMLA, ONpeneneHHOro rMoJjib3oBaTesieM Yyepe3 CTaHAapTHbIM nHTepdenc JCA
knacca KeyStore, nocpeCTBOM BbIMOJHEHUSA CeAyoLWnx 4eNCTBUN:

b MHULMaNM3auma XxpaHunmua LOBEPEHHbIX CePTUPUKATOB;
d 3arpyska Cogep>XxXmmMmoro xpaHunuila,
d qyTeHune CepTI/I(pI/IKaTa N3 XpaHunnuiia;

d COXpaHeHNne cooepXmnMMoro XxpaHmnnnilia .

[Mocne Toro, Kak cogoepXmMMoe XpaHunuuia cepTuukaTos 6bin10 3arpy>xeHo, ocyuwlecTBiideTcs
cobCTBEHHO YTeHune CepTVI(pI/IKaTa N3 3TOro XpaHwuJulla. DaHHasn onepaunsa peaansyeTca npum nomMmowim

Bbl30Ba MeTona getCertificate() knacca KeyStore, BO3Bpallalowlero 3arnpalinBaeMbil cepTudgukar,
cnepyowmnm obpasom:

String alias; // waeHTnéukatop (yHuKanbHoe ums) cepTudukaTa,
// yCTaHOBMNEHHbIA Npu 3anucu ceptudukata B XpaHuauue
Certificate cert = ks.getCertificate(alias);

CnenyeT OTMETUTb HeKoTopble ocobeHHOCTU Bbi3oBa hyHKUUK getCertificate() ¢ nepenaBaeMbiM
napameTpom alias, sABASOWMMCS YHUKASIbHBIM MEHEM 3arnpalluBaeMoro cepTmgukaTa.

®  eC/n B XpaHUNMLLE CyLLecTBYeT cepTudUKaT C 3agaHHbIM nMeHeM alias, To meTon
getCertificate() BepHeT cepTUHMKaAT U3 XpaHUIULWa CEPTUDPNKATOB;

®  ec/iI1 B XpaHWJMLLE HET cepTuduKaTa uMeHeM alias, HO Takol cepTUDUKAT ecTb Ha

HocuTene, YoM UMeHeM BblNo MPOMHNLMAN3NPOBAHO XPaHUIULLE CepTUPUKATOB, TO METOL
getCertificate() BepHeT cepTudmrKaT C HOCUTENS;

* ecnu cepTuduMKaTa C 3aflaHHbIM UMeHeM alias He cylwecTBYeT HM B XpaHWUuLLE
cepTuUrKaToB, HX Ha HocuTene, To MeToL getCertificate() BepHeT null.

Mpumeuyanue: CornacHo uHTepdency JCA cywecTBYeT BO3MOXXHOCTb 3arpysku XpaHwuauuwa
cepTucgurkatoB 6e3 napons ks.load(stream, null). Mpu 3Tom npoBanaep Kpuntolpo JCSP
Mo3BOJISIET OCYLLECTBNAATb BCEe onepaunmn CBA3aHHble C YTEeHWEM W 3anpeliaeT onepauun CBA3aHHble C
M3MEHEeHNEeM XpaHuaunia (U3MeHATb XPaHUINLLE MOXHO TOJIbKO MPU 3arpy3ke ero c napoJsem).

2.8.PaboTa C CMMMETPUYHbIMU KJI0YaMU LLUNGPOBaHUS,
cooTBeTCcTBYOWMMIN anroputMy NOCT 28147-89

Kpuntonposangep Kpuntollpo JCSP ocywecTBnsaeT reHepaumio CUMMETPUYHBIX KJlOYen
wmndpoBaHmns, Yepes cTaHdapTHbIN nHTepdenc JCE npu nomowm knacca KeyGenerator.
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2.8.1.Co3pnaHune obbekTa reHepaumm CUMMETPUYHbIX KJKOYen
WngpoBaHUA

O6BbeKT reHepauuMnm CUMMETPUYHbBIX KJKYEN WUgpoBaHua (manee reHepaTop) co3paeTcs
nocpencTBoM Bbi3oBa MeToda getinstance() knacca KeyGenerator. 3ToT MeToq ABNAETCA CTaTUYECKUM U
BO3BpalLlaeT CCbUIKY Ha Knacc KeyGenerator, kKoTopbin obecne4ymBaeT BbiNosHeHne Tpebyemon
onepauuu.

Onsa co3gaHus reHepaTopa CUMMETPUYHBIX KJoYen WngpoBaHUS, COOTBETCTBYIOLLMX ajifrOPUTMY
FOCT 28147-89 wmeTony getinstance() HeobxoauMMOo B KavyecTBe MapaMeTpa nMepenaTb WUMs,
naeHTuduumnpyowee paHHbIn anropntMm ("GOST28147" unm JCSP.GOST_CIPHER _NAME). lpu Takom
Bbl30Be MeToha getinstance() COBMECTHO C onpepesnieHnemM TpebyemMoro aaropmTMa reHepauum Kiyen
COrslacoBaHUA OCYLLECTBIISIETCS TakxXe onpeneneHne Tpebyemoro Tmna Kpuntonposanaepa (Kpmuntollpo
JCSP). Takxe cTaHgapTHbIn UHTepdenc JCE no3sosseT B KayecTBe napameTpa yHkuuu getinstance()
knacca KeyGenerator BMecTe C uMeHeM ajropuTMa nepefjaBaTb UWMsS KpunTonposamngepa,
MCMOoJIb3yeMOro AJis BbiNoJIHEHWS Tpebyemon onepaunn.

Takum obpa3om, co3fgaHue reHepaTopa CUMMETPUYHbIX KJOYEN LM POBAHNS, COOTBETCTBYIOLLNX
anropmntmy FOCT 28147-89 ocyLlecTBASETCA 0QHUM U3 cieaylowmnx cnocobos:

KeyGenerator kg = KeyGenerator.getInstance("G0ST28147");
KeyGenerator kg = KeyGenerator.getInstance("G0ST28147", "JCSP");

KeyGenerator kg = KeyGenerator.getInstance(JCSP.GOST_CIPHER_NAME,
JCSP.PROVIDER_NAME);

FeHepaumsa CUMMETPUYHbIX KJloYel LWNgpPoBaHUA Npu MOMOLLM Takoro reHepatopa kg 6yaper
OCYLLEeCTBAATLCA B COOTBETCTBMMU C anropuTMom FOCT 28147-89 1 C yCTaHOBNEHHbIMU B KOHTPOJIbHOMN
naHenn napameTpamMu (nNapameTpamMm nNo yMmon4aHuwo). Ecam  cywectByeT HeobxoamMoCTb
ncnonb3oBaHUsa Apyroro Habopa mapamMeTpoB (OT/MYHOIO OT MapaMeTpoB MO YMOSYaHUIO), TO crenyeTt
YyCTaHOBUTb TpebyeMblin Habop NapaMeTpoB CO34aHHOMY reHepaTopy.

2.8.2.0npepeneHve napaMeTpoB reHepaumm CUMMeETPUYHbIX
KAo4Yen WwmngpoBaHnsg

Mocne TOro, Kak reHepaTop CUMMETPUYHBIX KJo4en Obln Co3[4aH, MOXET BO3HUMKHYTb
HeobXoAUMOCTb YCTaHOBUTb Hekurn Habop napamMeTpoB reHepauunm CUMMETPUYHBIX  KJHOYEN
WNgpPoBaHUSA, OTAUYHBLIA OT MNapaMeTpPoB, YCTAHOBJIEHHbIX B KOHTPOJLHOW naHenu. Onepauus
M3MeHeHUs  cyllecTBylowero Habopa NapaMeTpoB  OCYLWECTBASETCA Mpu  MOMOWM  MeToja
init(AlgorithmParameterSpec params) knacca KeyGenerator. 3TomMy MeToAy B KadecTBe MnapameTpa
MOXXET BbITb NepefaH 06BbEKT CrienyoLmMxX ABYX KNaCCOB:

e uHTepdenic AlgIdInterface (onpenensieT Habop NnapamMeTpoB Ans reHepauun
Knto4eBon napbl obmeHa, HO MoXXeT 6bITb NCMOJ/Ib30BaH M AS1S FeHepaunum CUMMETPUYHbIX KloYen
wundgposaHua. B aToM cnyyae u3 nepenasaemoro Habopa napamMeTpoB B NpoLiecce reHepauum
6yayT NCMOb30BaHbl NMLWb NapaMeTpbl WNGPOBaHUA);

e uHTepdenc ParamsInterface napameTpoB anropntMa wmngposaHms FOCT 28147-89
(cm. «PaboTa c napameTpamu anropmTMma wngposaHna FOCT 28147-89»).

B oboux cnyyaax uMeroT 3HaYeHne N1Llb NnapamMeTpsbl WudgpoBaHua (napameTpbl anroputma FOCT
28147-89), MOCKOJIbKY CO34aBaeMbli reHepaTOpPOM CUMMETPUYHBLIA K4 MOXeT ObiTb WUCMoSib30BaH
TONbKO ANSA WKPOBaHMA AaHHbIX (onepauum Co34aHWSA 3JeKTPOHHOW MOAMUCKU, KJo4eBoro obmeHa u
3anncu Ha HOCUTESb 3arpeLLeHbl).

Takum ob6bpa3oM, un3MeHeHMe Habopa MapaMeTpPoB reHepaTopa CUMMETPUYHBLIX Kilo4ven
LWNGPOBaHNSA NPOMU3BOANTCA Ceayomm obpasom:

AlgIdInterface keyParams; // wHTepodeiic Habopa napameTpoB
ParamsInterface cryptParams; // uHTepdeiic napameTpoB wudpoBaHus
kg.init(keyParams); // ycTaHOBKa nosHoro Habopa napameTpoB
kg.init(cryptParams); // ycTaHOBKa napameTpoB wndpoBaHus

CnepnyeT NMOMHUTbL O TOM, YTO U3MEHEHME MNapaMeTpPOoB reHepaunn CUMMETPUYHbIX KJlo4yen nmeet
CMbICJ1 TOJIBKO 00 BbIMOJIHEHNA HENocpeaCTBeHHO reHepauunn.

B KadecTBe napaMeTpoB OJ19 MHMLUMaAN3aLMN reHepaTopa MOXXeT WUCMNOoJib30BaTbCs ntobon n3
rnapamMeTpoB LWNGPOBaHNA, MPeacTaB/IEHHbIX MPOBaMAEPOM: MapaMeTpbl MO YMOAYaHWUIO, MapaMeTpbl
wngposaHna 1, napamMeTpbl wWugpoBaHUA 2, napameTpsbl wudgposaHua 3, napameTpbl Ockap 1.1,
napameTpbl Ockap 1.0, napameTpbl PUK1, TK26 2, TK26 1, TK26 3, TK26 4, TK26 5, TK26 6, TK26 Z.
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2.8.3.eHepaunsa CUMMETPUYHOr 0 KJ1to4a LWNPPOoBaHNSA

[eHepauuss CMMMETPUYHbLIX KJlo4Yer WudpoBaHus, cooTBeTcTByowmnx anropntmy FOCT 28147-
89, ocyLiecTBNAEeTCA TOJIbKO MOC/e CO3JaHUA reHepaTopa M, ecsim 3TO Heobxoammo, onpenesieHnsa ero
napameTpoB. Bbi3oB MeTona generateKey() knacca KeyGenerator Bo3BpallaeT KJ/O4Y WUdpoBaHUs,
cooTBeTCTBYtOWMNI anroputmy [OCT 28147-89 un ycTaHoBneHHOMY Habopy napameTpoB (uam
napameTpam no ymoa4aHuio):

SecretKey key = kg.generateKey();

2.9.MMnTO3alumTa AaHHLIX B COOTBETCTBUU C anroputmom NOCT
28147-89

Kpuntonposanpep Kpuntollpo JCSP ocywecTBnseT MMUTO3aWMUTyY LaHHbIX B COOTBETCTBUU C
anropmtmom NOCT 28147-89, 4yepe3 cTaHAapTHLIN nHTepgenc JCE npn noMowm knacca Mac.

2.9.1.Co3paHune obbekTa MMUTO3ALWNTbI AAHHbIX

O6bekT MMMUTO3aLUUTBI AaHHbIX B COOTBETCTBUM C anroputmoMm [OCT 28147-89 co3paeTcs
nocpefncTBOM Bbi30Ba MeToda getinstance() knacca Mac. DTOT MeTon ABASETCA CTaTUHECKMM U
BO3BpalllaeT CCbIJIKY Ha Kilacc Mac, koTopbin obecnevynBaeT BbiNoOJIHEHMNE TpebyemMon onepauum.

Ons co3pnaHua obbekTa MMUTO3ALLUTBLI B COOTBETCTBUK C anroputMom FOCT 28147-89 meTtoay
getinstance() HeobxogmMo B KayecTBe MNapamMeTpa nepefaTb UMS, unaeHTuduumpylowee [aHHbINA
anroputm ("GOST28147" nnn JCSP.GOST_CIPHER_NAME). MNMpwn Bbi30Be MeToaa getinstance() coBMeCTHO C
onpepeneHneMm Tpebyemoro aaroputMa MMMUTO3ALLUUTBI AAHHbIX OCYLLECTBAAETCA TakXe onpepesieHune
Tpebyemoro Tuna kpuntonpoBangepa (Kpuntollpo JCSP). Takxe cTaHBapTHbIA uHTepdenc JCE
MoO3BOJIIET B KayecTBe NapameTpa (yHKUun getinstance() knacca Mac BMecTe C MMEHeM anroputMma
yKasblBaTb UMSA KPpMNTOMNpPOBangepa, NCNOJIb3yeMOoro A BbinosiHeHNa Tpebyemon onepauunn.

Takum obpa3om, co3faHMe o6bekTa WMUTO3alWUTbl OAHHBIX OCYLWECTBSETCS OAHUM U3
cnenyrowmx crocobos:

Mac mac = Mac.getInstance("G0ST28147");
Mac mac = Mac.getInstance('"G0OST28147", "JCSP");
Mac mac = Mac.getInstance(JCSP.GOST_CIPHER_NAME, JCSP.PROVIDER_NAME);

2.9.2.lHnumanmn3aynsa obbekTa UMNUTO3aLWNTblI JAaHHbIX U
ornpenesieHNne ero napamMmeTpoB

Mocne TOro, Kak 06beKT MMUTO3ALLNTLI AaHHbIX Obl1 co3naH, Heobxoammo onpenennTb Habop
napameTpoB anroputma FOCT 28147-89, B COOTBETCTBMU C KOTOpPbIMKU ByAeT oCyLLecTBAATLCA onepauuns
mMuTo3awmnTel. OnpefeneHne napamMeTpoB aJropuTMa OCYWeCTBAAETCA BO BPEMS WHULMaNM3auunm
onepauMn NMUTO3aLLNTLI AaHHbLIX MeToA0oM /nit() knacca Mac oaHUM U3 cregyowmx cnocobos:

e npwu BbiI30Be byHKUUK init(Key key) napameTpbl anropntma FOCT 28147-89
onpenensTCA B COOTBETCTBMM C NapaMeTpaMiu LWNPOBaHNS NnepeaaBaeMoro yHKLMN KitoYa
key;

e npu BbI30oBe yHKUMK init(Key key, AlgorithmParameterSpec params) napamMeTpbl
anroputma FOCT 28147-89 onpenensoTcs B COOTBETCTBMN C NepejaBaeMbiMy NapaMeTpaMu
params.

B ofoux cnyvasx nepepaBaemMbii  kntod  key ucnonb3yetcs B npouecce BbipaboTkm
UMUTOBCTaBKMU.

CyLecTBYIOT HEKOTOpble OrpaHU4YeHNs Ha napaMmeTpbl, NepegaBaeMble MYHKUUW init(). B obounx
crnocobax Bbi30Ba 3TON yHKUMM KoY Key fonxkeH cooTBeTCcTBOBaTb TuMy SecretKey n ynoBneTBopsiTh
anroputmy wmdposaHusa FOCT 28147-89 (Takue kno4n MoryT 6bITb MoayyYeHbl NPy MOMOLLKX ofnepaumnu
COrjlacoBaHWSA K0Yen Nam Npy NOMOLLN reHepaunn CUMMeTPUYHbIX KatoYen windposaHns). Heobxoanmo
TakXe, 4YTobbl nNapameTpbl, nepenaBaemble QyHKUMU init() BO BTOpPOM crnocobe ee BbI30Ba
COOTBETCTBOBA/IN UHTepdelicy ParamsInterface napameTpoB anroputma wngposaHus FOCT 28147-
89 (cMm. «PaboTa c napameTpamum anropuTMma wundposaHna [OCT 28147-89»). Takum o6bpa3om,
MHUUManM3aumsa onepaunm MMUTO3ALUUTbI [aHHbIX, BO BPEMS KOTOPOM MNPOUCXOAUT onpepeneHune
napamMeTpoB MMUTOBCTABKW, OCYLLLECTBAAETCA OAHUM U3 CneayoLmx cnocobos:

ParamsInterface cryptParams; // wHTepodeiic napameTpoB wudpoBaHus

SecretKey key; // 0653aTenbHO K4 wudpoBaHmsa C anroputmom "GOST28147"
// (cooTBeTcTBYyWOWMA anroputmy FOCT 28147-89)

mac.init(key);

mac.init(key, cryptParams);
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2.9.3.KonupoBaHune o06beKTa MMUTO3aLLNTbI AaHHbIX

B HekoTOpbIX cny4asax TpebyeTcs co34aTb KOMUIO y)Xe cyllecTBytowero obbekTa MMUTO3aLWmNThI
OaHHbIX, Hanpumep, Korga TpebyeTcs BblipaboTaTb MMUTOBCTABKY KakK W 4YaCTW AdaHHbIX, TakK U BCEro
MCXOOHOrO0 MaccuBa [fJaHHbIX. B 3TOM cny4vae mocne Toro, Kak Obina obpaboTaHa Tpebyemas 4acTb
OaHHbIX, HeobXoAMMO COXpaHUTb (MPX MOMOLUN KOMMPOBaHUA) OObEKT MMUTO3aWMNTLI, U MPOAOIIKUTb
06paboTKy ocTaBLIENCs YacTu (B pe3ynbTaTe 4vero 6ynyT obpaboTaHbl BCE WUCXOAHbLIE OaHHbIE). Y>ke
rnocse BbINOJIHAETCSA BbIYUCAEHUE 3HAYeHWss WMWUTOBCTaBKM Aans obomx o06bekToB (MCXoOHOro -
COOTBETCTBYIOLLErO BCEM Aa@HHbLIM N CKOMMPOBAHHOIO - COOTBETCTBYIOLLENr0 YacTu JaHHbIX).

Onsa 3Tnx uenem ncnonb3yeTcs MeTon clone() knacca Mac, KOTOpbI BO3BPaLLAET TOYHYI KOMUIO
cyuwiecTeytowero obbekTa MMUTO3aWUTbl. DTOT MeToh MOXeT O6biTb Bbi3BaH Ha Jawbom 3Tane
BbIMOJIHEHMS oOnepaunn BbIPabOTKM WMMUTOBCTaBKM MOC/Ae TOro, Kak O06bekT uMuTo3awmnTbl 6bin
MPOVHULMANN3MPOBAH U 00 TOrO, Kak onepaunsa MMNTo3alnTbl AaHHbIX Oblia 3aBepLueHa.

2.9.4.BbipaboTKa MMUTOBCTaABKM OaHHbIX

Mocne Toro, Kak o6bekT uMMUTO3aWwMTbl 6bI1 co3paH M MNpouHULManM3nposaH, BbipaboTka
VMUTOBCTaBKM [aHHbIX B COOTBeTCTBMM C anroputMom OCT 28147-89 npoussoauTca B ABa 3dTana:
obpaboTka JaHHbIX M NocaeaytloLlee Bbl4MCAEHME 3HAYeHUS MMUTOBCTABKMW, 3aBepLialoliee onepauuio
VMUTO3aLMThbl AaHHbIX.

2.9.4.1.06paboTka 3awmaeMbiX AaHHbIX

Ob6paboTka 3alMLLAEMbIX OAaHHbIX OCYLLECTBASAETCSA NpX NoMOLM MeToda update() knacca Mac.
IToT MeTopn ocyulecTBnsieT 06paboTKy 3aliMaeMblX AaHHbIX, NMPeAcTaBfeHHbIX B Buae 6GanToBOro
MaccuBa 1 nofaBaeMblX eMy B KavyecTBe napameTpa. CyuiecTsyeT 3 BapuaHTa obpaboTkm GalToBOro
MaccuBa AaHHbIX NpM NOMOLLM 3TOro MeToa:

1. NocnepoaTenbHas obpaboTka Kaxxaoro 6anTa AaHHbLIX (MPXM 3TOM KOJINYECTBO BbI30BOB
MeTopna update(byte b) paBHO AMHE MacCMBa AaHHbIX):
byte[] data;
for(int i = 0; i < data.length; i++)
mac.update(data[i]);

2. Bbno4Hasa obpaboTka paHHbIX (gaHHble obpabaTeiBatoTCa 610KaMu onpegeneHHomn
OJINHBI):

byte[] data;

int BLOC_LEN = 1024;

//€eCnn pnvMHa UCXOAHbIX AaHHbIX MeHble A/MHbl 6/10Ka
if(data.length/BLOC_LEN == 0)
mac.update(data);
else {
//unMKn no 610Kam
for (int i = 0; i < data.length/BLOC_LEN; i++) {
byte[] bloc = new byte[BLOC_LEN];
for(int j = 0; j < BLOC_LEN; j++)
bloc[j] = data[j + i * BLOC_LEN];
mac .update(bloc);

}

//06paboTKa ocTaTKa
byte[] endBloc = new byte[data.length % BLOC_LEN];
for(int j = 0; j < data.length % BLOC_LEN; j++)
endBloc[j] = data[j + data.length - data.length % BLOC_LEN];
mac .update(endBloc);

3. O6paboTKa AaHHbIX LEJIMKOM:
byte[] data;
mac.update(data);

JonyckaeTcss KOMBMHUPOBaHWE MEepBOro W BTOPOro BapuaHTa, obpaboTka 6si0KaMu pPa3sIMyHOM
OJINHBI, @ TakXe UCNosb3oBaHWe MeTona update(byte[]data, int offset, int len) - obpaboTka MaccuBa
OaHHbIX CO CMeLleHneM.

2.9.4.2.Bbl4UcCsieHe 3Ha4YeHUA MMUTOBCTaBKHU

BbluncneHne 3Ha4YeHUss UMUTOBCTABKM OCYLLECTBASIETCS NMpu nomolm mMetoda doFinal() knacca
Mac. CyuwecTBYOT pas/iMyHble BapuaHTbl Bbi30Ba AaHHOro metofa. Ecnu obpaboTke noaseprnvcb Bce
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BBUHMHaeMbE,ﬂaHHHe,TOOCTaeTCﬂTOﬂbKOﬂOﬂyHMTb3HaHeHMeIAMMTOBCTaBKM.nOﬂyHMTb3TO3HaHeHMG
MO>XXHO OByMA cnocobamu:

1. Bbi3oB MeTopa 6e3 napameTpoB - doFinal(). B 3ToM cnyyae meTof Bo3BpawaeT 6anToOBbIN
MaccuB, coaepxallnin 3Ha4YeHe UMNTOBCTaBKY;

2. Bbi30B MeTOda C napameTpamu - dofinal(byte[] buf, int offset). B 3TOM cny4dae meTon
3anncbiBaeT 3Ha4YeHNe NMNTOBCTABKM B NepefaBaeMbIll eMy MacCUB CO CMELLEHNEM.

Ecnm e 4acTb AaHHbIX OCTanocb He obpaboTaHHOW, TO cnenyeT npeaBapuTesbHO obpaboTaTh
ee, a JIMWb NOTOM MoOJly4aTb 3HAYEeHME WMUTOBCTABKW. [N 3TUX UeNen WCronb3yeTcs (QYHKLMSA
doFinal(byte[] buf), obpabaTbiBaloLlas nepenaHHble B Maccuse buf gaHHble n Bo3Bpalwatowas 6anToBbIN
MaccumB, CoOAepKaLlLUni 3HaYeHNEe NMNTOBCTABKM.

2.10.icnonb3oBaHue anropntMma HMAC

C nomowbio Kpuntonposangepa Kpuntollpo JCSP MOXHO OCyLeCTBAATb 3alUUTy [OaHHbIX B
cooTtBeTCcTBUMU C anroputMom HMAC_GOSTR3411, HMAC_GOSTR3411 _2012_256 (OID: 1.2.643.7.1.1.4.1)
mwnn HMAC _GOSTR3411 2012 512 (OID: 1.2.643.7.1.1.4.2). CtaHgpapt HMAC_GOSTR3411 onucaH B
nokyMmeHTe rfc4357, koTtopbin 6a3mpyeTca Ha cTaHgapTe rfc2104. OID "1.2.643.2.2.10" gns anropuTMa
onpepeneH B rfc4490

PaboTaTb C peanusaumnen anropuTMa MOXHO 4Yepes CTaHAapTHbI nHTepdenc JCE npyn nomowim
Knacca Mac. Ncnonb3oBaHne HMAC_GOSTR3411, HMAC_GOSTR3411 2012_256 nan
HMAC_GOSTR3411 2012 512 aHanoruyHo paboTte c mmuTo3awmTon no anropmtmy [FOCT 28147-89,
TONBKO MpU Co3faHuM obbekTa B KayecTBe MMeHM Hafo ykasbiBaTb "HMAC _GOSTR3411". Mpumepsl
co3faHuna obbvekTa:

Mac mac = Mac.getInstance("HMAC_GOSTR3411");
Mac mac = Mac.getInstance("HMAC_GOSTR3411", "JCSP");

Mac mac = Mac.getInstance(ru.CryptoPro.JCSP.Digest.JCSPGostHMAC.STR_NAME,
JCSP.PROVIDER_NAME);

Mac mac = Mac.getInstance("1.2.643.2.2.10", "JCSP");
nnm
Mac mac = Mac.getInstance("HMAC_GOSTR3411_2012_256");
Mac mac = Mac.getInstance("HMAC_GOSTR3411_2012_ 256", "JCSP");

Mac mac =
Mac.getInstance(ru.CryptoPro.JCSP.Digest.JCSPGostHMAC2012_256.STR_NAME,
JCSP.PROVIDER_NAME);

Mac mac = Mac.getInstance("1.2.643.7.1.1.4.1", "JCSP");

nnn
Mac mac = Mac.getInstance("HMAC_GOSTR3411_2012_512");
Mac mac = Mac.getInstance("HMAC_GOSTR3411_ 2012 512", "JCSP");

Mac mac =
Mac.getInstance(ru.CryptoPro.JCSP.Digest.JCSPGOoStHMAC2012_512.STR_NAME,
JCSP.PROVIDER_NAME);

Mac mac = Mac.getInstance("1.2.643.7.1.1.4.2", "JCSP");

2.10.1.cnonb3oBaHue 512-6uTHbIX KNo4en B anroputmax HMAC

B ¢dyHkumax HMAC, ocHOBaHHbIX Ha Xxaw-pyHkumax FOCT P 34.11-2012 (256 6ut) n TOCT P
34.11-2012 (512 6uT), MmoryT 6bITb UCMNONBb30BaHbl 512-6UTHbLIE KAOYN. DTN KJKOYN NPencTaBAAlTCS B
Buae ob6bekToB knacca Symmetric512Key.

Kntoum Symmetric512Key moryT 6biTb MofyyeHbl Kak nyTeM BbipaboTKM C MOMOLLbIO anroputMa
BKO (c™m. COOTBETCTBYOLLNN pasgen), Tak " c NMOMOLL b0 obbekTa reHepaTtopa
JCSPSymmetric512KeyGenerator.

KeyGenerator kg = KeyGenerator.getInstance("SYMMETRIC512");
KeyGenerator kg = KeyGenerator.getInstance("SYMMETRIC512", "JCSP");

KeyGenerator kg = KeyGenerator.getInstance(JCSP.SYMMETRIC_512,
JCSP.PROVIDER_NAME);

HenocpencTBeHHO BbipaboTKa KJlo4a NPOV3BOANTCS Tak:
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kg.init(null);

SecretKey key = kg.generateKey();

lMocne 3Toro KoY MOXXHO 1Ucrnosb3osaTb B HMAC:
Mac mac;

Symmetric512Key key;

mac.init(key);

2.11.UlndpoBaHne OaHHbIX N KJIOYEN B COOTBETCTBUMN C
anroputmomMm FOCT 28147-89

Kpuntonposangep Kpuntollpo JCSP ocywecTBaseT wudpoBaHne [aHHbIX W KJOYENn B
cooTBeTCTBMU C anroputMmom MTOCT 28147-89, 4yepes cTaHOapTHbIN nHTepgenc JCE npu nomoLimn knacca

Cipher.

2.11.1.Co3gaHune obbekTa WNPOBaAHNS AaHHbIX N KJOYEN
(wngpaTtopa)
ObbekT wudpoBaHnUa [aHHbIX W Kaw4Yen (fanee wwugpatop) B COOTBETCTBUM C
anroputmom FOCT 28147-89 co3paeTcsa mocpeacTBOM Bbi30OBa MeToda getinstance() knacca

Cipher. 9ToT MeToA ABASETCA CTAaTUYECKUM U BO3BpaLLaeT CChiIKY Ha Knacc Cipher, KoTopbli
obecne4ynBaeT BbiNosHEHWE Tpebyemon onepaumun.

Cnepys wmnHTepdhency knacca Cipher, metoay getinstance() B kadecTBe napaMmeTpa
cnepyet  nepepaBaTb  CTPOKOBOe  MnpefcTaBsieHWe  aJropuTma  wudpaTtopa Bupia
"algorithm/mode/padding” nnbo "algorithm". Hn)xe onncaHbl AONYyCTUMbIE BapuaHTbl 3HaYE€HWI
Ka>KJoro 13 3J1IeMeHTOB TaKoro CTPOKOBOIro nNpeAcTaB/ieHUs.

1. B Ka4yecTBe aneMeHTa "algorithm" ykasbiBaeTca COBCTBEHHO anropuTM
wundgposaHus. Anroputm NOCT 28147-89 npeHtnpununpyetcsa nmeHem "GOST28147"
nnun JCSP.GOST _CIPHER_NAME.

2. B KayecCTBe 3JIeMeHTa "mode” yKa3blBaeTCs pexunm wngposaHus. B
kpuntonpoBanaepe Kpuntollpo JCSP gonycTuMbl cneayroume pexxnMoi:

o "ECB" - pexxuMm nNpocToun 3aMeHbl (Mcnonb3yeTcs npu wundposaHnm
OaHHbIX);

o "CBC" - pe)xum nMpoCcTOon 3aMeHbl C 3aLenyieHnem (Mcnosib3yeTcs npu
LWNPOBAHUN AAHHbIX);

0 "CNT" - pe)xum rammmpoBaHms (MCNosb3yeTcs Npu WNpoBaHNM
OaHHbIX);

o "CFB" - peXxum raMmMupoBaHus ¢ obpaTHON CBA3bIO (MCNONb3yeTCa Npu
WM POBaAHUN OaHHbIX);

0 "SIMPLE_EXPORT" - pexuMm LnppoBaHNa CUMMETPUYHOr0 Kito4a be3
YCNOXXHEHNS (MCNONb3yeTCA NpU LWNPOBAHUK KIloYen);

o "PRO_EXPORT" - pexuM LLngppoBaHna CUMMETPUYHOI O KJto4a C
YyCNOXXHEeHneM (MCMosib3yeTCcsa Npu WNGPOBaHNN KIOYERN);

o "PRO12_EXPORT" - pexXuM LnNgppoBaHNa CUMMETPUYHOI O KJto4a C
YC/I0XKHEeHneM (MCnonb3yeTcs npu WngpoBaHUN Kio4ven).

Ecnn sanemeHT "mode” oTcyTCcTBYeT (TO eCTb B Ka4yeCTBe CTPOKOBOIro npeacTaBsieHuns
anropuTMa LWwugpaTopa ykKasaH Aulb anroputM WUgpoBaHUS), TO MpU OCYyLLeCTBAEHUA
nocnepylowen onepaumn wWupoBaHnsa O6yneT WCNONb30BaH PEeXWM MO yMOSYaHWIo: Ans
onepauun wngppoBaHNa JaHHbIX (CM. HuKe) ucnonb3yetca pexum "CFB", ona onepauuin
WnpoBaHUA Koyen - pexum "SIMPLE_EXPORT".

3. B Ka4yecTBe 3/ieMeHTa "padding" yKasbiBaeTCsa airOPUTM 3aMNoJIHEHMNS
nocnepHero HenosHoro 6710ka AaHHbIX NPW BbIMOJIHEHUN onepauun 6J104YHOro
wuncpoBaHusa. B kpuntonposangepe Kpuntollpo JCSP gonycTtumsl cnepyooLine
anropuTMbl:

o "NoPadding" - 3anonHeHmne nocneanHero 6s10Kka He NCNOIb3YyeTCS
(ncnonb3oBaHMeE OOMyCKaeTCs ToJibko B pexumax "CNT" n "CFB");

o0 "PKCS5_PADDING" - 3anonHeHune nocnegHero 6/10ka ocyLecTsaseTcsa no
anropuntmy PKCSS5;

o "PKCS5Padding" - gpyron oonyCcTuMbIA BapuaHT HanucaHus aaropmtMa
PKCSS5;
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o "ISO10126Padding" - 3anonHeHne nocnenHero 670Ka oCyLeCTBASETCS
no anroputmy I1SO 10126;

o "ANSIX923Padding" - 3anonHeHne nocnenHero 6710ka ocyLLecTBAAeTCA
rno anroputmy ANSI X.923;

o "ZeroPadding" - 3anonHeHne nocnegHero 6Joka HyAsaMKU, NpU KPaTHOCTU
MCXOOHOr0 OTKPbLITOrO TeKCTa pa3mepy 6soka wudpa BOMONHUTENbHbIA 610K
He pobaBnaeTcs, NagouHN He ABNAETCH OAHO3HAYHbIM;

o "RandomPadding" - 3anonHeHue nocnepgHero 6n0Ka CayYyanHbIMU
6anTamMm, Npu KPaTHOCTM MCXOLHOMO OTKPLITOro TekCcTa pa3mepy 6noka wudgpa
DOMoNIHUTENbHLIA 610K He fobaBnaeTcs, NagAUNHT HE ABNAETCA OOHO3HAYHbIM.

Ecnn anemeHT ‘“padding” oTcyTcTByeT (TO €CTb B KayeCTBe CTPOKOBOro MpencTaB/ieHns
anropuTtMma wndpaTopa ykasaH Avllb aJropuTMm WNGPOBaHUA), TO NPU OCYLLECTBAEHUM MocaeayioLen
onepauun WngposaHusa byaeT ncnonb3osaH anroputm "PKCS5Padding".

CnenyeT NOMHUTb, 4YTO yCcTaHoBAeHMe oTan4Horo oT "NoPadding" anropntMma 3anofHeHNa nMmeeT
CMbIC/T TOJIBKO MPW UCMOosb30oBaHUK pexnmos "ECB" n "CBC". Ecnm ucnonb3yroTca pexxumbl "CNT" nnm
"CFB", TO YyCTaHOBJIEHHbIN peXwum 3anosHeHusa O6ypeT npourHopuposaH. B cinydae BbIMOAHEHUSA
wmngpoBaHma B pexumax "ECB" un "CBC" otcyTcTBue 3anonHeHus ("NoPadding") He ponyckaeTcs.

Mpu BbI30BE MeToda getinstance() co CTPOKOBbLIM MNpencTaB/ieHNEM asiropMTMa, COCTosLEeM U3
MepeyYncneHHbIX Bbille AOMYCTUMbIX 3HAaYE€HUN MMEHU aaropuTMa, pexunma LWndpoBaHUA MU anroputma
3anosHeHWa nocsegHero HenosnHoro 6s10Kka, MOMUMO onpefesieHns B COOTBETCTBMU C 3TUM CTPOKOBbIM
npepcTaBsieHNEM anroputMa paboTbl WKngpaTopa OCYLLECTBASETCS Takxe ornpepeneHne tpebyemoro
Tuna kKpuntonposangepa (Kpuntollpo JCSP). Takxe cTaHAapTHLIN nHTepdenc JCE No3BoNSET B KaYyecTBe
napameTpa @dyHKUuM getinstance() knacca Cipher BMecTe C MMeHeM anropMTMa ykasbiBaTb WUMS
KpunTonposanaepa, NCMoJib3yeMoro Ana BbinosHeHus Tpebyemoin onepauumn. Takum obpasom, co3gaHue,
HanpuMep, 06beKkTa WU(POBaHUA OaHHbLIX B COOTBETCTBUM C anroputmoMm FOCT 28147-89 B pexume
MPOCTOM 3aMeHbl C 3auernsieHmeMm ¢ anroputmom PKCS5 3anonHeHusa nocnepgHero HenosiHoro 6soka
OCYLLEeCTBASETCHA OQHUM N3 cleaytowwmx cnocobos:

Cipher cipher = Cipher.getInstance("G0ST28147/CBC/PKCS5_PADDING");
Cipher.getInstance("G0ST28147/CBC/PKCS5_PADDING", "JCSP");

Cipher cipher

2.11.2. NHnunanmsauna wndpaTtopa 1 onpeneneHne ero
rnapamMeTpoB
Mocne Toro, kak wwugpatop 6bln co3paH, Heobxogumo onpenennTb CobCTBEHHO MeTopq

wngpoBaHMa M Habop NMapaMeTpoB, B COOTBETCTBUM C KOTOPbIM OyaeT OCywecTBAATLCS onepauus
wungpoBaHma. NMHnunannsaumsa wugpatopa OCyLLeCcTBAAETCA NOCPeACcTBOM Bbi30Ba MeTofa /nit() knacca
Cipher. Bbi30B gaHHOro Mmetoga MoXeT bbITb OCylWecTBAEH ABYMSA cnocobamu:

e jnit(int opmode, Key key),

e jnit(int opomode, Key key, AlgorithmParameterSpec params).

Hun>xe onucbiBatoTCcs 0COBEHHOCTM KaXAoro u3 3Tux cnocoboB [na KpunTonpoBanzepa
KpunTolpo JCSP.

e anda obomx cny4vaes Bbi30Ba PYHKLMK init() B KavecTBe NapaMeTpa opmode
nepegaeTcs 4ncao, onpepenswoliee CO6CTBEHHO MeTO LWNGPOBaHNS.
KpuntonpoBangep Kpuntollpo JCSP nogaoep>XnBaeT YeTblpe MeToAa WndpoBaHus,
onpepensieMbix cnegyowmm obpasom:

0 MeToA 3alundpoBaHUS AaHHbIX (ONpenensieTcst KOHCTAHTOM
ENCRYPT_MODE knacca Cipher);

0 MeToJ paclundpoBaHUs OaHHbIX (onpeaenseTcs KOHCTaHTOM
DECRYPT_MODE knacca Cipher);

0 MeTof 3awundpoBaHns KaoYa (onpenensaeTca KOHCTaHToW WRAP_MODE
knacca Cipher);

0 MeToh pacwmndpoBaHma KioYa (onpepenseTcs KOHCTaHToONn UNWRAP_MODE
knacca Cipher);

e ns1a obomx cryvyaeB B Ka4ecTBe NapameTpa key nepepaeTcs KoY, Ha KOTOPOM
byneT NpomM3BOANTCA YKasaHHasa onepaumns wndpoBaHnsa. TpebyeTtcs, 4Tobbl 3TOT KJItOY
ananca obbvekToMm TUna SecretKey n yaosnetsopan anroputmy wugposaHusa FOCT
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28147-89 (Takme ko4 MoryT 6bITb MOAYHEHbI MPU MOMOLLW aJrOpUTMa BbipaboTKu
KJIl04er napHoOW CBA3W WM NpU MOMOLLW FreHepaumn CUMMETPUYHBLIX KJlo4en
LWncpoBaHua).

* OCKOJIbKY B NepBoM crniocobe Bbi3oBa pyHKUWK init(int opmode, Key key)
HUKaKNe OOMOJIHUTESIbHbIE MapaMeTpbl He NepeatoTCs, TO TakKoW BbI30B pyHKL NN
obnagaet cnefyroLMMN 0CobeHHOCTAMN:

0 napaMeTpbl anropuTMa WNGpPOBaHMS (y3en 3aMeHbl) onpenensoTcs B
COOTBETCTBMU C NapaMeTpamMu WNHPOBaHUSA NepefaBaeMoro Ki4a key;

0 Npu MHULManNu3auum onepauunm 3awnppoBaHna gaHHbIX (ENCRYPT_MODE)
B peXxunme, TpebyloLeM BEKTOpPa NHNLNAAN3ALNN (TaKUMN peXnMamMm aBnasaTCS
"CBC", "CFB" n "CNT") BeKTOp UHuLUManmsauunm dynet BbipaboTaH CnyyYarHbIM
obpasowm;

0 NpWU NHULMaNU3aunnM onepaummn pacnppoBaHna gaHHbIX
(DECRYPT_MODE) B pexume, TpebyoLlem BEKTOpa MHMUKANM3aummn (Takmmm
pexumamm aengaTca "CBC", "CFB" n "CNT") 6byneT BblAaHO NCKIJIIOYEHUE;

0 NpWU MHUUMaNU3auum onepaunn WnNdpoBaHna Kaoda (WRAP_MODE mnan
UNWRAP_MODE) Knto4oM key, MoayyYeHHbIM Mpv MoMoLL M onepauun cornacoBaHms
KJo4en, HeobxoaMMbIn 0Na fanbHENWero BbiNOJIHEHNSA onepaumn WndpoBaHUS
BEKTOpP MHMUManM3auum byaeT npoHacaenoBaH OoT CTapTOBOro BEKTOPA,
KOTOpbIN y4acTBOBaJ B MpoLecce Co34aHnNa Kito4a corjlacoBaHus key;

0 TMpW MHWLMANU3aumm onepaummn 3awmngpoBaHns kiova (WRAP_MODE)
KJIto4OM key, MoJTly4YeHHbIM MNPy NOMOLLN FreHepaunum CUMMETPUYHbIX KJtoYel
LWNpoBaHNS, HeobXoAMMbIA O1a AajibHENLWero BbINoJHEHNS onepaunmn
LWNPOBaHNSA BEKTOP UHMLUManM3auum byneT BbipaboTaH clyYallHbiM o6pa3om;

0 NpWU MHUUMaNM3auMm onepaumn pacingpoBaHms kaoya (UNWRAP_MODE)
KJIl04OM key, MoJly4YeHHbIM MNPy NOMOLLM FreHepaLnum CUMMETPUYHbIX KJtoYel
WwngpoBaHns, byaeT BblAAHO UCKIIOYEHNE.

e B0 BTOpOM crniocobe Bbi30Ba QYHKUMW init(int opmode, Key key,
AlgorithmParameterSpec params) nepenaloTcs napaMeTpbl params, onpegenstouune
paboTy wngpaTtopa. B kayecTBe Taknx napameTpos B Kpuntonposanaepe Kpuntollpo
JCSP nonyckaeTcs nepefnaBaTb 06bEKTHI CieQyOLWNX TUMOB:

0 WHTepdenc ParamsInterface mnapaMeTpoB anropmtMma wngpoBaHus
FOCT 28147-89 (onucaHue paboTbl C 3TUM NHTEPHENCOM MPUBOANTCS B
COOTBETCTBYIOLLEM pa3fenie AOKYMeHTauun ). Takum obpasom, 06bEKT TMNa
ParamsInterface, nepefaBaeMbil B Ka4eCTBE NapaMeTpPOB params onpepenseTr
napameTpbl WNgpoBaHna (y3en 3aMeHbI)

o IvParameterSpec - ctaHaapTHbIN Knacc JCE. O6beKT Takoro Kjacca,
nepenaHHbI B Ka4eCcTBe MapaMeTpoB params onpenensaeT BeKTop
MHULManu3auunn.

0 GostCipherSpec - 3TOT Knacc npeacTtasnsgeT cobon Habop NnapameTpoB
anroputma NOCT 28147-89, a Tak>Xe BEKTOP UHMUManM3aumm wmndpaTtopa, v
ABNAETCHA peasmsaumen cTaHoapTHOro kKnacca AlgorithmParameterSpec.
Co3paHue obbekTa Knacca GostCipherSpec B cOOTBeTCTBUU C TpebyeMbiMun
napameTpamu (y3si0M) WINPOBAHNA 1 BEKTOPOM MHULMANMN3aLNN
npon3BOONTCA crepyowmm obpasom:

ParamsInterface cryptParams; // vwHTepdeic napameTpoB wnppoBaHus
byte[] iv; //BEKTOp uHUuManusayunmn

GostCipherSpec spec = new GostCipherSpec(iv, cryptParams);
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Taknm obpasoMm, obbekT Tuna GostCipherSpec, nepepaBaembli B Ka4decTBe
napaMeTpoB params ornpenensieT napaMeTpbl LWMGPOBaHMS (y3es 3aMeHbl) U
BEKTOP MHULMANN3ALNN.

e BBUAY NOOOEPXKUBAEMbIX TUMNOB 0OBLEKTOB, NepefiaBaeMbIX B Ka4ecTBe
napamMeTpoB params AJisa BToporo cnocoba Bbi3oBa PyHKUWMK init(int opmode, Key key,
AlgorithmParameterSpec params) BO3HUKaIOT cneaytowme ocobeHHOCTAMU TaKoro
BbI30Ba (pyHKUUU:

0 eCc/n mapaMeTpbl aJropuTMma wudposaHus (y3en 3aMmeHbl) 3agaHbl (B
Cc/lydae nepepfayn B KayecTBe napamMeTpoB params obbekTa MHTepdenca
napaMeTpoB WngpoBaHusa ParamsInterface nnm Knacca GostCipherSpec), 10
OHWN 1 ByAyT MCMONb30BaHbI B MPoOLLecCe BbIMOJHEHMSA onepauun WndpoBaHms. B
NPOTMBHOM C/lydae, NapaMeTpbl WNPOBaAHNA ONPeaensatoTCs B COOTBETCTBUM C
rnapameTpamm WnNpoBaHNA nepenaBaemMoro Kiw4da key;

0 eC/IM BEKTOPp MHUUMaNM3aumn 3afaH (B ciiyvyae nepefayum B kKayecTse
napameTpoB params obbekTa knacca IvParameterSpec uam Knacca
GostCipherSpec), TO OH 1 ByaeT ncnonb30BaH B NpoL,ecce BbiNoJHEeHNS
onepauun wWndposaHMa. B npoTUBHOM Clly4vae:

" [pU MHULManM3aunum onepaumnmn 3awndpoBaHna gaHHbIX
(ENCRYPT_MODE) B pexxume, TpebyoLleM BEKTOpPa MHMLKNANM3aLnNN
(Takumn pexumamm asnstotca "CBC", "CFB" n "CNT") BekTop
MHUUManusaumm 6yneT creHepmpoBaH CilydalHbiM obpa3om;

" [pu NHULMaNM3aunmM onepaummn pacimgpoBaHns gaHHbIX
(DECRYPT_MODE) B pexxume, TpebyoLlleM BEKTOpPa MHMLNaNM3aumn
(Taknmn pexumamin aenatotcs "CBC", "CFB" n "CNT") 6yaneT BblaaHo
NCKJIIOYEHNE;

= [pX MHULMaNM3aunm onepauunm wmngpoBaHnsa kKnoda (WRAP_MODE
nnn UNWRAP_MODE) Knto4oM key, MOSIyYEHHbIM MPU MOMOLLM onepauunmn
COrslacoBaHMsA KJto4Yen, Heobxooumbih NS fasibHENLLIEro BbiMOJIHEHNS
onepauunn WndpoBaHNUSa BEKTOP NHULMann3aunm byaeTt npoHacsienoBaH
OT CTAapTOBOr0 BEKTOPA, KOTOPLIA y4aCTBOBaJ B Npouecce co3gaHus
KJto4a corsacoBaHums key;

" [pU NHUULKANM3aLMn onepaumnm 3angpoBaHns Kaw4a
(WRAP_MODE) kKnto4oM key, NOAYyHEHHbIM NMPU MOMOLLM FreHepaumn
CUMMETPUYHBIX KJI0YeN L poBaHms, HeobXoAUMbIN 415 AasibHeNLero
BbIMOJIHEHWNS onepaunn LWNpPOBaHNSA BEKTOP NHMLMaNn3aumm byner
BbipaboTaH cnyvanHbiM obpa3om;

* PV UHMLUMANM3aLMM onepaumn paclungpoBaHms KJtoya
(UNWRAP_MODE) K/lt04OM Kkey, MoJly4YeHHbIM NPy NOMOLLY reHepaLmn
CUMMETPUYHBIX KJl04Yel WwngpoBaHmns, 6yaeT BblAAaHO UCKJIIOYEHNE.

B obounx cnydasx HeobxoOMMo CreAnTb 3a COrJlaCOBaAHHOCTLIO MapaMeTpoB WNpPoBaHUSA (y3na
WNPOBaAHNSA), @ TakXe BEeKTopa MHWLUMANAM3auun MNpu BbIMOJHEHUU COOTBETCTBYIOWNUX APYr APYry
onepauuin 3awngpoBaHMa U pacwmndpoBaHuna. Tak, HanpuMmep, €can WUHULManM3auus onepaunn
3aWncpoBaHNN AaHHbIX Mpov3BoAunace 6e3 nepepavyn BekKTOpa WHULMANU3auMKM, TO CO3AAHHbLIA B
npouecce BbIMNOJIHEHMA 3TOW oOMepauuM BEeKTOP WHULMaNM3auunm cneayeT nepelaTb BMecCTe C
3alWNGPOBAHHBIM TEKCTOM AJ151 KOPPEKTHOMO BbINOJIHEHUS OnepaLumn paclngpoBaHus. Moay4ynTs BEKTOP
VHMLMaM3aLMM MOXXHO Mpu nomoLum Metona get/V(), Bo3Bpallatowero ero B Buae 6aiToBoro Maccumea.
AHanorvyHole OencTeusi cnepyeT MPOM3BOAUTbL B CJlyvae 3aliM@poBaHMs KioYa Ha CUMMETPUYHOM
K/loYe WNPOBaHUS, MOSYYEHHBLIM MpX MOMOLWM reHepaumn. Heo6xXxoAMMO MOMHUTL, YTO BbI30B 3TOM
pyHKLUN cnenyeT Npov3BOAUTL TOJILKO MOCJEe TOro, Kak wwugpaTop 661 NPOMHULMANN3UPOBAH, U A0
TOro Kak onepauust 3andpoBaHmns beina 3aBepLueHa.

Taknm obpa3oM, MHUUMaNM3aLUMs, COOTBETCTBYIOLWNX APYr APYry onepauui 3awmdpoBaHuUsa 1
pacwndpoBaHna AaHHbIX Ana anroputma FOCT 28147-89 moxeT ObiTb OCyLleCcTB/ieHa C/efylLnm
obpa3om:

SecretKey key; // 0653aTeNnbHO K/WY wudpoBaHus c anroputmom '"GOST28147"
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// (cooTBeTcTBYlWMNiA anroputmy FOCT 28147-89)
// cyuTaem, 4YTO MU3BECTeH 060MM CTOpoHam
/*3aundpoBaHne*/
// WHMUManu3lauua onepauuu 3awumdpoBaHus. BekTop OyAeT creHepupoBaH
// B npouecce BbLINO/HEHUSA onepauyun
cipher.init(Cipher .ENCRYPT_MODE, key);
// nNonyyeHwe CreHepupoBaHHOr0 BeKTOpa MHULManusauuu
byte[] iv = cipher.getIV();
/*PacuundpoBaHune*/
// co3faHue napameTpoB, cofepxawumx Tpebyemblli BEKTOpP
IvParameterSpec spec = new IvParameterSpec(iv);
// WHMUManuslaumsa onepauuum pacumdpoBaHuUs C TeEM Xe
// KAO4YOM N BEKTOPOM

cipher.init(Cipher .DECRYPT_MODE, key, spec);

2.11.3.3awmndgpoBaHue 1 pacwimpposaHne gaHHbIX

Mocne Toro, Kak wudpaTop 661 Co34aH N NPONHULMANN3NPOBAH METOLOM LUNGPOBaHNA OAaHHbIX
(ENCRYPT_MODE wnn DECRYPT_MODE), onepauus 3awudpoBaHus (pacwmdpoBaHns) OaHHbIX
Npon3BOAUNTCS B ABa 3Tana: 06paboTka AaHHbLIX 1 NoCnenyloLee 3aBepLUeHne onepaumnm.

2.11.3.1.MocnepoBaTenbHoe 3awndpoBaHue (pacwindppoBaHue) gaHHbIX

MocnenoBaTenlbHOE 3alNGpPOBaHUE (pacliMgpoBaHUE) AaHHbLIX OCYLLECTBASETCA MpU MOMOLLM
MeTola update() knacca Cipher. 3ToT MeTo4 BbIMOJHSAET MoCAefoBaTeNlbHOEe 3alndpoBaHme
(pacwmndpoBaHme) AaHHbIX, NpeaCcTaB/ieHHbIX B Buae 6aiToBOro MaccuBa 1 NoJlaBaeMblX eMy B Ka4yecTBe
napameTpa. CywecTByeT YeTbipe crnocoba BbI30Ba MeToAa:

e update(byte[] input) - 3awmdppoBaHme (pacwMppoBaHUs) BCEro coOaepXXnMMoro Maccmaa
input. Pe3ynbTaT WKndpoBaHUs BbiLaeTCs B kavyecTBe 6aliTOBOro Maccuea;

e update(byte[] input, int inputOffset, int inputLen) - 3awndpoBaHne (paclundgpoBaHns)
coep>XMMoro Maccmea input, HauuHasa c nosnumn inputOffset B konnyecTse inputlen
6anT. Pe3ynbTaT WN(pPOBaHUS BblgaeTCs B KayecTBe 6aliTOBOro MacCuBa;

e update(byte[] input, int inputOffset, int inputLen, byte[] output) - 3awmndposaHne
(pacwmncpoBaHNs) COAEPXKUMOTo MaccMBa input, HauymHas ¢ no3vumm inputOffset B
KonndecTBe inputlen 6anT. Pe3ynbTaT WNHPOBaHUS 3anNnUCbiBAaeTCA B MaccmB output. Takol
BbI30B (DYHKLMN BO3BpaLLaeT KOJIMYECTBO 3anmcaHHbIX B BbiIxogHoW bydep 6anT;

e update(byte[] input, int inputOffset, int inputLen, byte[] output, int outputOffset) -
3aWwngpoBaHue (paclundpoBaHUs) COAEP)XMMOro Maccuea input, HauyMHas C mNo3nMuum
inputOffset B konnyecTBe inputlen 6anT. Pe3ynbTaT WNGPOBAHNS 3aNUCbIBAETCS B MacCuB
output, HauymHas ¢ no3uumm outputOffset. Takol BbI30OB (hyHKLUN BO3BPALLAET KOJINYECTBO
3anuncaHHbIX B BbIXoAHOM Bydep 6anT;

HonyckaeTca KOMOUHMPOBaHME 3TUX METOLOB, NPUYEM NoAaBaeMble Ha Ka)KAblil BbI30B (PyHKLMN
update() maccuBbl 3aWMpPoOBbIBAEMbIX (PaclNppPOBbIBAEMbIX) AaHHbLIX MOTYT ObITb pa3HOW AJINHBI.

2.11.3.2.3aBepLieHue onepauum sawmcdposaHusa (pacwumcdposaHus)

3aBeplueHne onepauun 3awwmgpoBaHna (pacwmndpoBaHnA) AaHHbIX OCYLLEeCTBASETCA npu
nomown meToda dofinal() knacca Cipher. Oaxe ecnm BCe BxoAHble pAaHHble OblM NodaHbl Ha
nocnefoBaTesibHOE WN(POBaHNE, TO 3TO HE FapaHTUPYET TOro, YTO pe3ysbTaT WNgpoBaHusa Obia BblAaH
MOJSIHOCTbIO. Takoe, HanpuMmep, BO3MOXHO Mpu 3awungposaHun B pexumax CBC n ECB paHHbIX, OnHa
KOTOpPbLIX He KpaTHa AnvHe 6n0ka. BeBuAy 3TOoro onepaumio WWpPOBaHUSA clefyeT 3aBepwuTb (Ons
rnoayyeHns nociegHenm 4YacTu pesynbTaTa wudpoBaHusa, Anbo e pna obpaboTkm u nonyveHus
KOHEYHOro pe3ysbTaTa euwe He 06paboTaHHbIX BXOAHbLIX AaHHbIX).

Ecnv B npouecce MnocnefnoBaTesibHOro LNMPOBAaHUA BCe BXOAHble AaHHble OblIM ModaHbl Ha
3almndpoBaHne (pacluMpoBaHne), TO 3aBEPLLUNTL onepaumntio WNHPOBaHNSA MOXHO ABYMS crocobamu:

e BbI30B MeToaa 6e3 napameTpoB - doFinal(). B aToM cnyyae MeTof Bo3BpawaeT 6anToOBbIN
MacCuB, COOEP>KaLLMN MOCAeaHIO YaCTb 3allN(POBaHHbIX (pacM(pPOBaHHbIX) OAHHbIX;

* BbI30B MeTOoAa C NapameTpamu - doFinal(byte[] output, int outputOffset). B 3ToM cnyyae
MeTOoZ 3anuncbiBaeT NOC/eAHIO YacTb 3angpPoBaHHbIX (paclindpoBaHHbIX) OaHHbIX B
nepepaBaeMblii eMy MaCCUB CO CMELLEHNEM.
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Ecnn e He Bce BXOOHble OdaHHble 6blnn nogaHbl Ha NnocsenoBaTesibHOe LIJI/I(ppOBaHI/Ie, TO
cnenyet obpaboTaTb OCTaBLIMECHA AaHHble, N JUWb MNOTOM 3aBepliaTb OMNepauuio WudpoBaHUa [N
MoJly4eHNs1 KOHEYHOro pesysbTaTa. Ona 3Tux uenen MoxeT ObiTb UCMOSb30BAaHO HECKOJIbKO BapWaHTOB
Bbl30Ba PyHKUWUN doFinal:

® doFinal(byte[] input) - obpabaTbiBaeT MOCAeHIO YaCTb BXOOHbIX AaHHbIX,
collep>Kallyiocs B MaccmBe input v BbiAaeT OKOHYaTesNbHbIA pe3ynbTaT WNdpPOoBaHUS B BUAE
6alriToBOro MaccuBa;

* doFinal(byte[] input, int inputOffset, int inputLen) - obpabaTbiBaeT NoOCNefHIO 4YacCTb
BXOZHbIX JaHHbIX, COAEP>KALLYOCs B MaccuBe input, HaymHas ¢ no3muum inputOffset B
kKonun4yecTBe inputlen u BblAaeT OKOHYaTENbHbIN pe3ybTaT WKdpoBaHMs B Buae 6anToBOro
MaccuBa;

* doFinal(byte[] input, int inputOffset, int inputLen, byte[] output) - obpabaTbiBaeT
NOCNELHIO YaCTb BXOAHbIX AAaHHbIX, COAEPXKaLLytOCs B MaccuBe input, HavymMHasa ¢ nosvuum
inputOffset B konnyecTBe inputlen u 3anncbiBaeT OKOHYaTENbHbIA pe3ynbTaT WKUhPOBaHUS
B MaccuB output. Mpu 3TOM MeToA BO3BPALLAET KOMMYECTBO 3aNnCaHHbIX B BbIXo4HOM Bydep
6anT;

* doFinal(byte[] input, int inputOffset, int inputLen, byte[] output, int outputOffset) -
obpabaTbiBaeT NOCAELHIOW YacTb BXOAHbIX AaHHbLIX, COAEPKaLLYCa B MaccmBe input, HauynHas
c no3mumm inputOffset B konmyecTBe inputlen n 3anncbiBaeT OKOHYaTENbHbINA pe3ybTaT
wndpoBaHNs B Maccue output, HaumHas ¢ nosuumm outputOffset. Mpu aTom meTon
BO3BpalLaeT KOJIMYECTBO 3anncaHHbIX B BbIXOgHOW Bycdep 6anT.

2.11.4.3awmngpoBaHure n pacinppoBaHme Kiyen

Mocne Toro, Kak wudgpatop 6bla co34aH N MPOUHULMANN3MPOBAH METOAOM WMGPOBaAHNS KtoYa
(WRAP_MODE wnnm UNWRAP_MODE), BbinosHAeTcss coOBCTBEHHO onepauus  3awundpoBaHUs  wan
pacwndpoBaHUS Ktoya.

2.11.4.1.3awmcdpoBaHue KJjlo4a

Onepauus 3awundpoBaHUa KJo4Ya BbINOJIHAETCA MeTonoM wrap(Key key) knacca Cipher. B
KayecTBe napamMeTpa AaHHOMY MeToAy nojaeTcs ko4 key, KoTopbli noanexuT 3amndpoBaHUio.
3awndpoBaHne nepefaHHOro Kaiw4a NpPOM3BOAUTCHA Ha KJ4ye, KOTOpbIM Obla MponHULMaNnU3npoBaH
wungpaTop. Kpuntonposangep Kpuntollpo JCSP ponyckaeT 3awwmngpoBaHMe TOSIbLKO CAeAyLNUX TUMoB
KJo4en:

®  33aKpbITbIX KJtOYen 0BMeHa NN Ko4Yen 3IeKTPOHHON NOAMNUCK, COOTBETCTBYIOLLNX
anropntmam obmeHa Audcpun-Xennmana v UM FOCT P 34.10-2001 nan FOCT P 34.10-2012
(Takune koYM MOryT BbITb MPOYUTaHbI N3 KOHTenHepa, Mbo MoryT 6bITb MONYHEHbI
nocpencTBOM FreHepaunmn Ka4eBon napbl B COOTBETCTBUN C AAHHBIMU aJroputMamm);

®  CUMMETPUYHbIX KJII0Yen WndpPOoBaHMSA, COOTBETCTBYOWMX anroputmy FOCT 28147-89
(Takme k04N MOryT 6bITb NOJIyYEHbl NPU FreHepaunn CUMMETPUYHBIX KoYen).

3awmndpoBaHHbIN K04 BO3BpaLlaeTca B Buae 6aiToBoro MaccumBa.
2.11.4.2.PacwuundpoBaHue Kiaro4a

Onepauns pacwmndpoBaHUS KJOYa BbINOJHAETCA MeTonom unwrap(byte[] wrappedKey, String
wrappedKeyAlgorithm, int wrappedKeyType) knacca Cipher. 9ToT MeTOo4 BO3BpallaeT paclngpoBaHHbIN
KoY. B kKayecTBe napameTpa [LaHHOMY MeTOoAy MepefaeTcs 3alundpoBaHHbIN ko4 wrappedKey,
npefcTaBieHHbIA B BUAe 6antoBoro maccuea. MNapametp wrappedKeyAlgorithm B kpunTonpoBangepe
Kpuntollpo JCSP He wucnonb3yeTca. PacwndpoBaHue KJoYa NPOU3BOOAMNTCH Ha KJOYe, KOTOpbIM 6bin
npovHuumanusnposaH wungpatop. Kpuntonposamaep Kpuntollpo JCSP ponyckaeT pacwudpoBaHmne
TONbKO CUMMETPUYHbIX KJoYen wungpoBaHua (cooTBeTCcTBYOWMX TUNy SecretKey n ynosBneTBopsAOLLmMX
anropuTtMmy wugpoaHns FOCT 28147-89). Beuay 3Toro B kayecTBe napameTpa wrappedKeyType
OOoMnycKaeT WCMoJib30BaHMe TOJIbKO Tuna KJlo4a, CooTBeTCTBYyoWero knaccy SecretkKey. Tun Takoro
Knto4a onpepensetcsa koHcTaHTon SECRET_KEY knacca Cipher.

2.12. [lnsepcndpurkaumns Kioden

Ona BbipaboTKM KNoYen WNHOPOBAHNSA U KITKOHEBOIo X3LWLMPOBaHMA 015 6710KOB (MakeToB) AaHHbIX
BO3MO>XHO MCMOJIb30BaHNe aJirOpUTMOB AMBEPCUBUKALNM KaloYen. ANropnutM gmBepcudukaumm Kioda
NPUHMMaeT Ha BXO4 K4 (3TO MOXeT 6blTb Kak CUMMETPUYHbIA KJY LWNMPOBaHNA, Tak U KJO4YN
noanucu n obMeHa, B TOM YMUCAEe U OOJrOBPEMEHHbIE), AOMNOJHNTENbHbIE AaHHbIe AN AnBepcnduKaumnum
(Habop 6anToB) 1 BO3BpalLaeT CUMMMeTpU4HbIN koY FTOCT 28147-89. B KpunTollpo JCSP peann3soBaHo
ABa anropuTtma gmeepcudumkaumm: PRO_DIVERS (n.7 RFC 4357) n PRO12_DIVERS (n. 5.4 pekoMmeHaaumi
no cTaHdapTulauum  "Wicnonb3oBaHume  KpunTorpauyeckmx  ajaropuTMoOB,  COOTBETCTBYIOLLUX
npuMmeHeHuto ctaHgaptos [OCT P 34.10-2012 W TOCT P 34.11-2012", yTBepxAeHHbix TK 26
"KpunTorpaduyeckas 3awmrta nHpopmaumm™).
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Ons ocywecTsBneHNs gumBepcudukaumm kiao4va ucnosb3yeTca khnacc SecretKeyFactory. Ons
nonyyeHmnsa obbekTa 3TOro Kjiacca crefyeT UcnonbL3oBaTb MeTon getinstance().

SecretKeyFactory secretKeyFactory = SecretKeyFactory.getInstance('"G0OST28147");
SecretKeyFactory secretKeyFactory = SecretKeyFactory.getInstance("G0ST28147", “JCSP”);

SecretKeyFactory secretKeyFactory = SecretKeyFactory.getInstance(JCSP.GOST_CIPHER_NAME,
JCSP.PROVIDER_NAME);

HaHHble, Heobxooumble pOn8 AauBepcudpumkauum, nepeparwTca B Buae obbekTa kinacca
DiversKeySpec. O6beKT Knacca MOXXHO Cco3aaTh cieayowmm obpasom:

DiversKeySpec diversKeySpec = new DiversKeySpec(key, data, diversAlg, dwMagic),

roe key - obbekT khw4va, KoTopbin 6ypeT auBepcudbuumpoBaH, data - maccuB 6anTos,
cooep>Xalunin paHHble gna gumeepcudukaumm, diversAlg - mapameTp, yKa3biBalOWWUA Ha aJropuTMm
ansepcndukaunm (DiversKeySpec.PRO_DIVERS wu DiversKeySpec.PRO12 _DIVERS COOTBETCTBEHHO),
dwMagic - ponofHuUTenbHble AaHHble ANA AuBepcudumkaumm B BuAe int (ToNbko Ana anroputMma
PRO12_DIVERS, anroputm PRO_DIVERS 3Tu gaHHbIe NpovrHopupyeT).

Ons HenocpeACTBEHHO BbIpaboTkM cuMMeTpuyHoro kntoda [OCT 28147-89 Heobxoaumo
BbIMOJIHNTb KOMaHLOYy:

SecretKey secretKey = secretKeyFactory.generateSecretKey(diversKeySpec);

Heobxoonumo oTmMeTuTb, 4TO anroputM PRO_DIVERS He moxeT paboTaTb ¢ knatodamu FOCT P
34.10-2012, a TakXXe NpMHMMaTb Ha BXOA AaHHble Ana AunBepcndukaumm kopode 4 6ant n gnmHHee 40
6anT. lMpy NOMNbITKE WCNONIb30BaHUA HEMpPaBW/bHbLIX KJKYen WAM AaHHbiX 6yfoeT WMHULMMPOBAHO
nckntodenune lllegalArgumentException.

2.13.leHepauns ciy4amHbIX Ynucen

KpuntonpoBanpep Kpuntollpo JCSP no3BonfeT OCYLIECTBAATb FEHEpauuto ClyYalHbIX 4Yucen,
yepes CTaHpapTHbIM MHTepdenc JCA npu nomowm Knacca SecureRandom. [ns 3TOro npoucxoauT
obpalleHmne K gaT4ynky caydamnHbix yncen Kpmuntollpo CSP.

2.13.1.Co3paHune reHepaTopa Ciy4YanHbIX Ynucen

Ob6bekT reHepaTopa CilydalHbIX YMCen Co3haeTcs MOCPenCTBOM Bbi30Ba MeTopa getinstance()
Knacca SecureRandom. I2TOT MeTofh ABASETCA CTAaTUYECKMM W BO3BpaLLAeT CCbIJIKY Ha CO34aHHbIN
0bbeKkT Kiacca SecureRandom.

Ina co3paHns reHepaTopa Metony getinstance() HeobxoaAnMMO B Ka4yecTBe NapaMeTpa nepenaTtb
ums, naeHTnduumpytowee anroputm ("CPRandom" mnu JCP.CP_RANDOM). lMNpn TakoMm Bbi30BEe MeToAa
getinstance() coBMeCcTHO C onpegeneHnem TpebyemMoro anropuTMa OCYLIECTBASAETCA Takxe
onpeneneHne Tpebyemoro Tuna kpuntonposanaepa (Kpuntolpo JCSP). CTaHmapTHbIN nHTepdeinc JCA
Mo3BONISeT B KavecTBe napameTpa dyHkuunm getinstance() knacca SecureRandom BMecCcTe C MMEHeM
anropuTMa ykKasbliBaTb MMS KpunTonpoBalfepa, WCMOJSb3yeMoro Ana BbINOJHEHMS onepaunn. Takum
obpa3omMm, co3faHne reHepaTopa OCyLLEeCTBAAETCA OAHUM U3 criegytowmx cnocobos:

SecureRandom rnd = SecureRandom.getInstance("CPRandom");
SecureRandom rnd = SecureRandom.getInstance("CPRandom", "JCSP");
SecureRandom rnd = SecureRandom.getInstance(JCP.CP_RANDOM, JCSP.PROVIDER_NAME);

2.13.2./Aicnonb30BaHMe reHepaTopa CNy4anHbIX Ynucen

HekoTopble yHkuun JCA npeaycMaTpuBalOT BO3MOXHOCTb YCTaHOBKM HeobxoOmmoro
SecureRandom A1 BbINOJIHEHUS KOHKPETHbIX ornepauun. Hanpumep, MOXXHO YCTaHOBUTb KOHKPETHbIN
reHepaTop CJlydalHbIX 4Mcen B Kiacc Signature npu co3faHWM 3N€KTPOHHOW MOAMMCU C MOMOLLbIO

PYHKL NN
void initSign(PrivateKey privateKey, SecureRandom random).
Mpu reHepauun knw4eBon napbl B knacc KeyPairGenerator MO)XHO YCTaHOBUTb KOHKPETHbIN
reHepaTop yHKLMen
void initialize(AlgorithmParameterSpec params, SecureRandom random).

OpHako, 4T10obbl obecneynTb Heobxogmmoe KavyeCcTBO CAyYalHbIX MocCaefoBaTe/IbHOCTEN,
KpunTtolpo JCSP mrHopmpyeT reHepaTopbl, nepefaHHble TakMm crnocobom B KavecTBe MapaMeTpos.
Mo3ToMy [N yBenn4YeHUs NMpou3BOAUTESIbHOCTM He CTOMT co3haBaTb HOBble reHepaTopbl TONbKO O
TOro, 4Tobbl NPOMHMLMann3MpoBaTb MMU Apyrue knaccol JCA/JCE.

Ons gpyrux uenemn, nocae Toro, Kak reHepaTop CyyYanHbixX Ynucen 6bia1 co3gaH, MOXXHO MNONYYUTb
C/ly4anHyto nocnenoBaTenbHOCTb yHKUMen void nextBytes(byte[] bytes)

39


https://docs.oracle.com/javase/7/docs/api/java/security/SecureRandom.html#nextBytes(byte[])
https://docs.oracle.com/javase/7/docs/api/java/security/KeyPairGenerator.html
https://docs.oracle.com/javase/7/docs/api/java/security/Signature.html
https://docs.oracle.com/javase/7/docs/api/java/security/SecureRandom.html
https://docs.oracle.com/javase/7/docs/api/java/security/SecureRandom.html
https://docs.oracle.com/javase/7/docs/api/java/security/SecureRandom.html
https://docs.oracle.com/javase/7/docs/api/java/security/SecureRandom.html
https://docs.oracle.com/javase/7/docs/api/java/security/SecureRandom.html

XKTAN.00087-01 90 03. KpunTollpo CSP 5.0 KC1 ucnonHeHue 1-Java. PykoBoacCTBO nporpamMMucTa

2.13.3. JonHnymannsaumnsa gatymka

MeTopn public byte[] generateSeed(int numBytes) knacca SecureRandom ncnosnb3yeTtcsa B JCA ons
JOVHMLMaNM3aUnn gaTymMka AOMOJIHUTENbHOW 3HTponuen. B cnyvyae ncnosb3oBaHUs KpuntonpoBanaepa

KpunTollpo JCSP gaHHbIN MeTod HE MPOU3BOOAUNT HUKAKUX OENCTBUNA; BCe HEOBXOAUMbIE MAaHUMYNALUUN C
OaTYNKOM NMpomn3BoaAaTCa kpunTonposangepom Kpuntollpo CSP camocToATENbHO.

2.13.4.Bo3MOXXHble ownbKM faTymKa

B npouecce paboTbl reHepaTop ciydanHbix yncen Kpuntollpo JCSP KOHTpOAMpPYyeT KayecTBo
BbIXOAHOM MOC/Ae[0BaTEeNbHOCTM M MNPOBOAUT MEPUOANYECKUA KOHTPOAb LEeNocTHoCcTu. B cnydvae
obHapyxeHuns HapyLleHuns LLeNIoCTHOCTN, reHepaTtop BO3Oy)XOaeT NCKJIlOYEHMEe
ru.CryptoPro.JCP.Random.RandomRefuseException. BO3HMKHOBEHNE 3TON OWMNOKM BO3MOXXHO B Jil0BOM
MecTe, rge WCMoJib3yeTCsi reHepaTop, Hanpumep, MpuU reHepauuMm KAy uam BbipaboTke nognucu.
Mcnonb3oBaHume kpuntonposanaepa Kpuntollpo JCSP B 3TOM c/lydae He gonyckaeTcs.

2.13.5.bronorn4yecknn oatymk

Mpu reHepvpoBaHUM KJKOYEBOM Napbl C noMowbio knacca KeyPairGenerator gna rapaHTum
KayecTBa BbIXOAHOW MoOCAefoBaTeNbHOCTM (M, C/llefoBaTeNbHO, CEKPEeTHOro kJ4va) reHepaTop
CNyYalHbIX 4mcen HeobxooMmMo OOMHULMANN3NPOBATb LOMOJIHUTENbHOW 3HTponuen. LOna 3Toro
kpuntonpoBangep Kpuntollpo CSP npencrtaBnseT cneuuasbHOM OKHO WM KOHCOJIb OJ19 MOJIyYeHUs
SHTPOMNUN OT HaXKaTUa TacT KJaBUATYPbl N ABUXKEHUS MbILUW.

2.14.PaboTa c cepTudunkaTaMmm Yyepes CTaHOaPTHLIN NHTepdenc
JCA

Ons ocywecTBneHna onepaumnin, peaansyemblx kpuntonposangepom Kpuntollpo JCSP, 3a4acTyto
TpebyeTca ncnonb3oBaHme cTaHAapTHbIX MeTonoB JCA paboThl ¢ cepTudmkaTamn. Taknmu onepaumnsamu,
HanpuMmep, ABAAIOTCA:

d 3anncCb KJito4a 3J'IEKTDOHHOI7I noANMCK Uan Kn4esoro obMeHa Ha HOCUTEND;

d 3annCb Ha HOCUTENb CepTI/I(pI/IKaTa OTKPbITOro KJsito4a, B COOTBETCTBUN C XPaHALWLMMCA Ha
HocuUTe e KJo4YoM, N cepTudukKaTa C HoCcUTens;

®  3anucb cepTUdmrKaTa B XpaHWJIMLLE JOBEPEHHbIX CEPTUPNKATOB N YTEHUE cepTudmrkaTa
N3 XpaHUInLLa;

b npoBepkKa 3)'IeKTpOHHOf;I nogonucum npun noMoLwmn KJiro4a npoBepKn 3J'IeKTpOHHOVI nognucn,
4YNTaAaeMoro 13 ceptTugukaTa;

* MOCTpOEHWe 1 NpoBepKa Lernoyek cepTUpUKaToB.

MockonbKy KpunTonpoBaingep Kpuntolpo JCSP He peasiM3yeT cTaHAapTHble MeToabl paboThl C
cepTumKaTamMu, a iMwb obecneynBaeT UX NOAAEPXKKY, TO B AAHHOW AOKYMeHTauuu NpuBoaMTCS NNLb
OnucaHne UCnonb30BaHNSA 3TUX METOA0B MPY BbIMOJIHEHUM NepPeYNC/IEHHbIX BbilLe ornepauunii.

2.14.1.NeHepaumna X509-cepTuurkaTos

FeHepaumna X509-cepTudurkaToB OCYLECTBASETCAS Npu noMowm meToda generateCertificate()
knacca CertificateFactory cnepytouwmm obpasom:

InputStream inStream;
CertificateFactory cf = CertificateFactory.getInstance('"X509");
//vnn

//CertificateFactory cf =
CertificateFactory.getInstance(JCP.CERTIFICATE_FACTORY_NAME);

Certificate cert = cf.generateCertificate(inStream);

MeTon generateCertificate() nony4aeT B KayecTBe MNapaMeTpa BXOAHOW MOTOK, B KOTOPbIA
3anucaH 3akogupoBaHHbIA B DER-kogupoBke cepTudmkaT, U Bo3BpawaeT obbekT knacca Certificate.
MHuumanmsauuo obbekTa knacca CertificateFactory cnepyet npoussognTtb uMmeHem "X509" wnn
JCP.CERTIFICATE_FACTORY_NAME (kak noka3aHO Bblwe). B 3ToM ciy4ae BblgaBaeMbll MeTOLOM
generateCertificate() cepTugukat O6yneT yaoBNeTBOpATb CTaHZapTy X.509, a 3HaynT 4SBAATbCSA
obbekTOM kKnacca X509Certificate (3ToT knacc saBnsgeTcA pacwumpeHuneMm Knacca Certificate).
KpuntonpoBangep Kpuntollpo JCSP nogaep>xnBaeT ToJIbKO cTaHAapT X.509.

FeHepauma X509-cepTunKaToB UCMONL3YETCA B TexX oOnepaumsx, KOTopble COorjaacHo
CTaHJapTHoMy nHTepdency JCA TpebytloT ans cBoero BbinosHeHNA 06bekThl Knacca Certificate. Takumu
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onepaunaMm ABNAOTCA, HanpuMmep, 3anncb Kiko4Ya 3J'IeKTpOHHOVI noanucu unm Kawyesoro obmeHa Ha
HOCUTEJIb N 3anncCb cepTUPrKaTa B XpaHUInNLLE A0BEPEHHbIX CEPTUPUNKATOB UIN Ha HOCUTESb.

3akoaunpoBaHHbin B DER-KoanpoBke cepTudukaT, nepefaBaembin QyHKUMN generateCertificate()
BO BXOLHOM MOTOKE MOXeT OblTb MosiydyeH npu Momolmn mMeToloB knacca GostCertificateRequest
(cM.  paspen  «[OMONMHUTENbHbIE  BO3MOXHOCTM  paboTbl C  cepTudukaTamm»). [lonyveHue
3aKOAMPOBAHHOIO cepTudurKaTa npu nomowm knacca GostCertificateRequest ncnonb3yertcs B Tex
cnyyasx, korga TpebyeTcsi COOTBETCTBME OTKPbLITOrO KJo4a cepTudgumkaTa ToNbKO 4TO CO34aHHOMY
KJI04Y 3JIEKTPOHHOW Moanucyu nnu Kiaw4esoro obMeHa (Hanpumep, Npu OCYLLECTBJIEHUM 3amnuUCU 3TOro
KJlo4a Ha HocuTenb). Ecnm XXe 3TOT K4 He u3BecTeH (Hanpumep, nMpu MNpoOBepKe 3NeKTPOHHOWN
noanncun), Nnbo CeKPEeTHLIN KoY, KOTOPOMY COOTBETCTBYET OTKPbIThIA KJ0Y cepTudmnkaTa bbin co3aaH
paHee (Hanpumep, Npu 3anucu cepTudrkaTa Ha HOCUTENb, Ha KOTOPOM Y)X€ CYLLeCTBYeT CEKpPeTHbIN
KJ104), TO B 3TOM CJ/lyvae 3aKoOMpOBaHHLIN cepTudmnkaT, nepenaBaemoln hyHkumn generateCertificate(),
MOXXEeT BbITb MpoYnTaH M3 arnna.

2.14.2 . KogupoBaHue ceptudukaTta B DER-koonpoBKy

KoaupoBaHue cyllecTByollero ceptugukaTa (obbekTa knacca Certificate) ocyuwectsnaercs npu
nomoLumn MmeToda getEncoded() knacca Certificate cneayowmum obpasom:

Certificate cert;
byte[] encoded = cert.getEncoded();

3akoaunpoBaHHbIn B DER-KognpoBke MeTogoMm getEncoded() cepTugukaT Bo3BpallaeTcsa B BUAE
6anToBoro mMaccuea. CepTucdukat cert, ona KOTOPOro OCywecTBAAETCS KogupoBaHue, MoXeT 6biTb
rnoslydeH pasnnyHbIMM MeTogamu: reHepaumen X509-cepTudukaTa, YTeHMeM cepTudumkaTa OTKPbITOro
Ka4a ¢ HocuTens, nmbo 4YTeHMeM [OBEpPeHHOro cepTudukaTa M3 XpaHunuwa (BCe 3T MeToabl
Bo3BpallatoT 06bekT knacca Certificate).

Onepaumns KooupoBaHuUs cepTudurKaTa NCNoSb3yeTcs B Cllyvyae, korga TpebyeTcda CoxXpaHuTb B
(haiiN TOSILKO YTO CreHepUPOBaHHbI WM MPOYUTAHHbLIA C HOCUTENS (MIN M3 XpaHUAWLLA) cepTUdUKaT.

2.14.3.Tlony4eHne OoTKPbITOro Kj4a n3 ceptuukaTa

Mony4yeHne OTKPLITOro Kio4a u3 cepTudukata (obbekTa knacca Certificate) ocywecTensercs
npn noMmowm metona getPublickKey() knacca Certificate cneaywouwmm obpasom:

Certificate cert;
PublicKey publicKey = cert.getPublicKey();

CepTucmkat cert, M3 KOTOPOro mnosiyyaeTcs OTKpbIThIA kiaod publicKey, moxxeT 6biTb
rnojslydeH pasfnyHbIMKM MeTohaMu: reHepaumen X509-cepTudurkaTa, YTeHMeM cepTudumkaTa OTKPbLITOro
Kno4a C HocuTens, nmbo 4YTeHMemM [OBEpPEeHHOro cepTudukaTa M3 XpaHuauwa (BCce 3TM MeToAbl
Bo3BpallatoT 06bekT knacca Certificate).

Onepaumns NoJly4eHUst OTKPbLITOrO KJto4a M3 cepTudurkaTa UCNoNb3yeTCss Npu OCyLLeCcTBEHUN
NPOBEPKN INEKTPOHHOI MNOANUCHK.

2.14.4.TlocTpoeHne 1 NpoBepKa Lernoyvykn ceptudmnKaTos

Mpy BbINOHEHMW OMepaunn 3arnncu KaYa Ha HOCMTEsIb COrflacHO CTaHZAapTHOMY UHTepdency
JCA BMecCTe C KJIIO4YOM Ha HOCUTeNb clefyeT 3anucbiBaTb U LLenoYKy CcepTUUKaTOB, Ha4YMHaKoLWYoCs C
cepTuduKaTa OTKPbITOrO KJYa, COOTBETCTBYIOLLEr0 CEKPEeTHOMY KJI4YY W  3aKaH4YuBalLylocs
[OBEpEeHHbIM KOpPHEBbIM cepTudmKaToM. bnarogaps 3Tomy TpeboBaHWiO noANUCH cepTUdMKaTa
OTKPbITOro KJto4a, COOTBETCTBYIOLLEro 3anncbiBaeMOMY CEKPETHOMY KJIto4y, BCErja 3aBepeHa Lerno4vkon
cepTUdUKaTOB.

Llenoyka, Kak y>xe roBopuiocCh Bbille, MOXET COCTOSATb TOJIbKO M3 OJHOr0 cepTudukaTa (K4
NMPOBEPKN 3JIEKTPOHHON MOAMUCA KOTOPOr0 COOTBETCTBYET KJIIOYY 3JIEKTPOHHOW noAanucuk). Ecnn
CepTUGMKAT KJlo4a MPOBEPKM 3JIEKTPOHHOW MOAMUCK ABJSIIETCA CaMOMOAMUCAHHbLIM, TO MpPOBEpPKa
NoAnMcKU 3TOro cepTucdrkaTa He TpebyeTcs (cepTUduUKAT 3aBepeH KJIIOYOM 3EKTPOHHOW MoAnucH,
KOTOPOMY COOTBETCTBYET KJIlOY MPOBEPKU 3MEKTPOHHOW MOAMUCKU 3TOro cepTudgukaTa). feno obcTouT
MHa4ve, Korga CepTUgUKAT MoAnMMCaH Ha HEKOTOPOM KOPHEBOM cepTudukaTe uUeHTpa, amnbo Ha
HEKOTOPOM MPOMEXYTOYHOM CepTUdUKaTe (KOTOPbIA B CBOKO ovyepenb MOAMUCAH Ha KOPHEBOM WU Ha
LPYroM TnpoMexyTo4yHOM cepTudukaTte). Torma pnas obecnevyeHWss MPOBEPKU MOAMUCK  Takoro
cepTugUKaTa MpuM ero YTeHWW, COBMECTHO C 3anucbio cepTudukKaTa Kiova MPOBEPKU SNEKTPOHHOM
noanucy Ha HOCUTENb B XPaHWINLLE [OBEPEHHbLIX CEPTUGPUKATOB ClieflyeT KJacCTb BCIO LIEMOYKY
CepTUCMKATOB, KOTOPOW 3aBEpPEeH 3TOT cepTuUdukart.

2.14.4.1.CosMmecTuMocTb ¢ KpunTtollpo YL, npu npoBepke Leno4yku
cepTudpumkaToB

[na npoBepkn LIenoYKkn B pexxume coeMmectumocTu ¢ Kpuntollpo YL, B cnenyeT BOCMOJ/Ib30BaTbCA
nposangepom RevCheck (JCPRevCheck.jar), Bxogswmm B NocTaBKy KpunTonpoBangepa Kpuntollpo JCP.
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[na ero Bbi30Ba B nNpuMepax, OMMCaHHbIX HUXXe, cnefyeT 3aMeHUTb Bbi30oB asnropmtMma "PKIX" Ha Bbi30B
anropuntma "CPPKIX"

//80Nna npoBepku uenovykum online

System.setProperty('"com.sun.security.enableCRLDP", "true");//ecnn ucnonb3yetcsa SUN
JVM

nnn

System.setProperty('"com.ibm.security.enableCRLDP", "true");//ecnu ucnonb3yetcsa IBM
JVM

//8N5 NOCTPOEHUS LEenoyku

CertPathBuilder builder = CertPathBuilder.getInstance("CPPKIX");

"

//[Ns NPOBEPKU LENOYKM

CertPathvalidator validator = CertPathvalidator.getInstance("CPPKIX");

B ocTanbHbIXx cay4asx npuMmeHeHus B JTLS (cpSSL.jar) npouenypa nMpoBEpPKU LEMNOYKMU
cepTnMKaTOB peryampyeTcs ¢ nomowbio naHenn JCP (Bknagka "HacTponku cepsepa').

2.14.4.2.MpoBepKa Leno4yku ceptucdmkKkaToB C ucnosibsosaLHmem OCSP

HauyunHas c Bepcuu java 1.5 nosBuiacb BO3MOXHOCTb MPOBEPATb LEMNOYKY CepTUdUKaToB
ncnonb3dysa On-Line Certificate Status Protocol (OCSP). [Ons npoBepKM WCNONb3YOTCA CTaHOApPTHbIe
CcpefcTBa java-MalluHbI.
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3. PaboTa c napameTpamm B KpunTonposangepe
KpunTollpo JCSP

3avacTyio npu paboTe C kAOYaAMM ISNEKTPOHHOW MNOAMNWCU KOYEBOro obMeH BO3HUKaEeT
HeobxoAUMOCTb U3MeHUTb Habop MapamMeTpoB TOrO0 WM MHOr0 KpUMTOrpacuyeckoro aaropvtMma Aans
BbINOJIHEHUA Tpebyemon onepaunn. Ana 3Tux uenen B kpuntonposangepe Kpmuntollpo JCSP peannsosaH
uHTepgenc ParamsInterface napamMeTpoB anropvMTMa, SABAAKLWUNCS peanusaumen CTaHOapPTHOro
knacca AlgorithmParameterSpec. O6bekT Tuna ParamsInterface, B 3aBucumocTn oT cnocoba ero
co3faHusa, onpepenset

* uHTepderic Habopa NapaMeTPOB KJoYa NOAMUCK;

*  UHTepdenc napaMeTpoB aaropmTma noanncu/knoyesoro obmena NOCT P 34.10-2001;
®  UHTepdenc NnapaMeTpoB aJropmTMa noanncu/ knroyvesoro obmeHa NOCT P 34.10-2012;
* uHTepdenc napameTpos asropmTma xswmposaHusa FOCT P 34.11-94;

* VHTepdenc napameTpoB anropmtMa wngposaHus NOCT 28147-89.
Bo Bcex cnyyasix, uHTepgeinc napameTpos/Habopa napameTpos ParamsInterface nossonseT:

* noJjiydaTb MAEHTUMUKATOP TEKYLLMX MapaMeTpoB ajropmTMa / Habopa napameTpoB
Kt04a Npu nomowm pyHKUnm getoID();

* nonyYaTb naeHTUdMKaTOp No yMOJ4aHMIO AN1S NapaMeTpoB aJropntMa / Habopa
rnapaMeTpoB KJt4Ya npu nomowm pyHKkuun getDefault(OID paramSetOid);

® MpoBepsATb NMpaBa Ha U3MEHeHne naeHTnguKaTopa No ymoa4aHuo ojs napaMmeTpoB
anroputma / Habopa NnapamMeTpoB KJOYa Npu noMoLm dyHkunn setDefaultAvailable(),

® yCTaHaB/MBaTb MAEHTUHUKATOP MO YMOSHaHMIO ANa NapamMeTpoB anroputma / Habopa
napamMeTpoB KJtoYa npu noMowmn GyHKunmn setDefault(OID paramSetOid, OID def);

® nojay4YaTb CMUCOK AOMYCTUMbIX MAEHTU(HUKATOPOB A1 NapaMeTpoB asropntMa / Habopa
rnapaMeTpoB KJ4Ya npu nomowm pyHKkumnn getOIDs() nnn getOIDs(OID paramSetOid);

® nosy4aTb CMUCOK CTPOKOBbIX MpeacTaB/eHN OONYCTUMbIX NOEHTUHNKATOPOB AN
rnapaMeTpoB anropmntma / Habopa NapamMeTpoB KJjtoYa Npu nomMowm dyHkunm getNames(),

® oJsiydaTb CTPOKOBOE npeacTaB/ieHne 04HOMro U3 A0NYCTUMbIX UOEHTU(UKATOPOB 014
napaMeTpoB anropmtma / Habopa NapamMeTpoB K/toYa Npu noMmowm pyHkunn getNameByOID(OID
oid);

* noay4YaTb OAUH U3 AOMYCTUMbIX UAEHTU(HNKATOPOB OJ19 NapaMeTpoB ajaropuTtma / Habopa
rnapaMeTpoOB KJil04a Mo ero CTPOKOBOMY NpeAcTaB/IEHMNIO NPY MOMOLLUN YHKLMN
getOIDbyName(String oid).

3.1.PaboTa c HabopoM NapamMeTPoB A FreHepaLumn KItYen
3NIEKTPOHHOW MOANUCY U KJIto4eBOIro obMeHa

B npouecce reHepauun KJOYEBOW Mapbl MOAMUCK CYLLECTBYET BO3MOXHOCTb WU3MEHUTb Habop
rnapamMeTpoB, B COOTBETCTBUM C KOTOPbIM ByaeT co3haHa KtoyeBas napa (Kak onucbiBanocb Bbille, MO
YMOJIYaHUIO CO3[aeTCs NMapa C NapamMmeTpamMu, YCTaHOBJIEHHbIMU B KOHTPOJIbHOM NaHenun). B 3ToT Habopa
rnapamMeTpoB BXOAST:

* unaeHTudunkaTop Habopa NapamMeTpoB AJ1A reHepaumn KI4YeBOn napbl;
* napameTpsbl anropntMa nognucu FOCT P 34.10-2001;
* napameTpbl anroputMma nognmcu NOCT P 34.10-2012;

* napameTpbl anroputMma xawmposaHua NOCT P 34.11-94;
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* apaMeTpbl anropmtMma wngposaHmnsa NOCT 28147-89.

N3meHeHne Takoro Habopa mnapaMeTpoB OCYLLECTBASETCA MNpu noMowm wuHTepdenca
AlgIdInterface, saBnsowerocs pacwupeHnem uHTepgerica ParamsInterface. O06bekT Tuna
AlgIdInterface npepacTaBnsieT coboi MHTepdenc ycTaHaBiMBaemMoro Habopa napamMeTpoB. TaKoi
06bekT MoXeT ObITb cOo34aH npu nomowm knacca AlgIdSpec, sBasiowerocs peanvsauuen 3Toro
nHTepgenca HeCKObKNMM criocobamm:

// npeHTudnkaTop Habopa napameTpoB ANA K/w4Ya MognNucu, COOTBETCTBywWero anroputmy [OCT
P 34.10-2001

// "1.2.643.2.2.19" wnn JCP.GOST_EL_KEY_OID
String keyOIDStr;

0ID key0id = new OID(keyOIDStr);

// waeHTndmkaTopbl napameTpoB anropuTMoB
0ID sign0id;

0ID digestOid;

0ID crypt0Oid;

// napameTpbl anropuMTMOB

ParamsInterface signParams;
ParamsInterface digestParams;
ParamsInterface cryptParams;

/* onpepeneHne Habopa napameTpoB MO yMos4aHuio (YCTAHOB/IEHHOrO B KOHTPO/IbLHOW MmaHenun)
*/

AlgIdSpec keyParamsl = new AlgIdSpec(null);
/* onpepeneHue Habopa napameTpoB MO MAEHTUPMKATOPY anroputMa reHepauumu K4eBoi napbl
(B 3TOoM cnyyae ycTaHaBnuMBaeTcs Habop napamMeTpoB MO YMONYaHWO, COOTBETCTBYWWMWIA 3TOMY

ngeHTndéukaTopy). Ha AaHHbi MOMEHT €AUHCTBEHHbIM AOMNYCTUMbIM ugeHTudukatopom Habopa
napamMeTpoB

ONA reHepauun kawya nognucu gasnsetca "1.2.643.2.2.19" (wam JCP.GOST_EL_KEY_O0ID),
noaToMy Takoli crnocob co3gaHusa MAEHTUYEH MepBOMYy crnocoby*/

AlgIdSpec keyParams2 = new AlgIdSpec(key0id);

/* onpepeneHne Habopa napameTpoB MO MAEHTUPMKATOPY anropuTMa reHepauum KAwYeBOi napbl

M 3afaHHbM ugeHTudukaTopam napamMeTpoB. MonyyeHue TakKUx UAEHTUPUKATOPOB OMUCAHO
Huxe . */

AlgIdSpec keyParams3 = new AlgIdSpec(key0id, signOid, digest0id, crypt0id);

/* onpepeneHne Habopa napameTpoB MO MAEHTUPMKATOPY anropuTMa reHepauum KAwYeBOi napbl

W 3ajaHHbIM napaMeTpam anropuTmoB. [oflydeHMe TakKux napaMeTpoB OMWCAaHO HUxe.*/

AlgIdSpec keyParams4 = new AlgIdSpec(key0id, signParams, digestParams, cryptParams);
B cnyuae ucnonb3oBaHus uaeHTH(UKAaTOpa Habopa MapaMeTpOB /i Kitoda TIOATIHCH,

cootBetcTBytoiiero anroputMy I'OCT P 34.10-2012 (256), ob6bekT k/acca AlgIdSpec co3faeTcs
CJleIyIOIIMM 00pa3oM:

/* onpepeneHne Habopa napameTpoB MO yMosivaHuio (YCTaAHOB/IEHHOrO B KOHTPOJIbHOW MaHenun)
*/

AlgIdSpec keyParamsl = new AlgIdSpec(AlgIdSpec.0ID_PARAMS_SIG_2012_256);

B cnyuae ucnionb3oBaHus uaeHTU(UKaTOopa Habopa mMapaMeTpoB [jisi Kitoda TIOATIUCH,
cootBeTcTBytomero anroputmy I'OCT P 34.10-2012 (512), ob6bekT kmacca AlgIdSpec co3maeTcs
Cie[ytoImM obpasom:

/* onpepgeneHne Habopa napameTpoB MO yMos4YaHuio (YCTAHOB/IEHHOrO B KOHTPOJ/IbHOW MaHenun)
*/

AlgIdSpec keyParamsl = new AlgIdSpec(AlgIdSpec.0ID_PARAMS_SIG_2012_512);
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3.2.PaboTa c napamMeTpamMmn anropuTMoB MoANUCU/KIIOYEBOrO
obmeHa NOCT P 34.10-2001 n FOCT P 34.10-2012

iBHO M3MeHeHVe napamMeTpoB ajropmtma nognucu/kniodesoro obmeHa MOCT P 34.10-2001 He
BCTpeYaeTca B (PYHKUMSAX CTaHOapTHoro uHTepdenca JCE, HO oHO MoXeT 6biTb WCMOSb30BAaHO B
rnpouecce onpepeneHna Habopa NapaMeTpoB OJ19 FreHepauun KAKYEBbLIX Nap nognucu (cMm. Bbiwe). Ons
M3MEHEHNA NCMNOJIb3YyeMbIX MapaMeTpPoB airopuTMa nognucu/knoyesoro obmeHa, HeobxogMMo B NEPBYIO
o4vyepenb MoayyYnTb MHTepdenc napameTpoB anropmtma noanucu FOCT P 34.10-2001 mo ymonyaHuio
(yCTaHOBNEHHbLIX B KOHTPOJIbHOW MNaHenu). [laHHaa onepauusi MOXXeT OblTb BbIMOJIHEHA MNPXM NOMOLLMU
cTaTmyeckoro ™metona getDefaultSignParams() knacca AlgIdSpec, Bo3BpallatloWero CCbUIKY Ha
nHTepgenc ParamsInterface:

ParamsInterface signParams = AlgIdSpec.getDefaultSignParams();

MonyyeHne Habopa mMapamMeTpoOB 3/IEKTPOHHON noAnuCu/KN4eBoro obmeHa u yCTaHOBKa
rnapaMeTpoB Mo ymon4aHuio (byayT NCNoNb30BaThCA B AaJibHENLLEM):

/* nofyyeHue BCeX [OMYCTUMbIX WAEHTUOUKATOPOB MapameTpoB airopuTMa nognucu*/

Enumeration signOids = signParams.getOIDs(paramSet0id); // paramSetOid -
naeHTuduKaTop Habopa napameTpoB

/* nonyyeHve OAHOro U3 uaeHTuPmkaTopos. OH MOXeT ObiITb MepegaH B COOTBETCTBYIOWUNA
KOHCTpYKTOp keyParams3 gnsa knacca AlgIdSpec*/

0ID sign0id = (0ID)signOids.nextElement();

/* n3MeHeHue ugeHTudmkaTopa napameTpoB MO YyMOMYaHWKO. W3MEHEeHHble Takum o6pa3om
napameTpbl MOryT 6biITb nepefaHbl B COOTBETCTBYIOWNIA

KOHCTpYKTOp keyParams4 gna knacca AlgIdSpec*/

sign0ids.setDefault(paramSet0id, sign0Oid);

3.3.PaboTa c napameTpamum anropmtma xawmposaHusa IOCT P
34.11-94 n rOCT P 34.11-2012

N3MeHeHne napamMeTpoB afiropuTMa X3WMPOBAHUSA MOXKET ObiTb MCMO/b30BaHO B ABHOM BUAE B
rnpouecce co3gaHWa 3IeKTPOHHOW NMOAMNCK, @ TakK)XXe B HeSIBHOM BuAe B npouecce onpefeneHnsa Habopa
napamMeTpoB [AJIS reHepaumun KJ4YeBbIX nap nognucu (cm. Bbllwe). ONnf M3MEeHeHUs WCMOoJib3yeMblX
napamMeTpoB X3WKUPOBaHWA, HeobxoOAMMO B TMepBYyl o4epenb MOAYy4YUTb WHTEPdEnCc napaMeTposB
anroputma xawmnposaHmsa FTOCT P 34.11-94 no ymon4aHuto (yCTaHOBJIEHHbIX B KOHTPOJIbHON MaHenu).
HaHHasn onepauus MoXeT 6bITb BbINOJIHEHA npwm MoMoLLN CcTaTn4eckoro MeToAa
getDefaultDigestParams() KJlacca AlgIdSpec, BO3Bpalllalolero CCbIIKY Ha MHTepdenc
ParamsInterface:

ParamsInterface digestParams = AlgIdSpec.getDefaultDigestParams();

Mony4yeHne Habopa NapamMeTpPOB X3LLIMPOBAHUA N YCTaHOBKa NapaMeTpoB Mo ymMoadaHuio (byayT
MNCMOJ1Ib30BAaTbCS B AdJIbHENLLEM):

/* nonyyeHune BcexX A0MYCTUMbIX MAeHTI/I(bI/IKaTOpOB napamMeTpoB anropumtma XSU.II/IpOBaHI/IH*/

Enumeration digestOids = digestParams.getOIDs(paramSet0id); // paramSetOid -
ngeHTuoéukatop Habopa napameTpoB

/* nonyyeHne O4HOrO U3 MAeHTUPMKaTopoB. OH MOXeET ObITb MepegaH B COOTBETCTBYWWWIA
KOHCTpYKTOp keyParams3 pgnsa knacca AlgIdSpec*/
0ID digest0id = (0ID)digestOids.nextElement();

/* W3MeHeHue wuaeHTUPMKaTOopa MapameTpoB XJWMPOBAHWS MO YyMOAYaHWo. W3MEHEHHble TaKum
obpasom

napameTpbl X3WWPOBAHUSA MOTYT 6biTb MepegaHsl B COOTBETCTBYOWMWiA
KoHCTpyKTOp keyParams4 gna knacca AlgIdSpec. MOMMMO 3TOro OHM MOFYT GbiTb UCMO/b30BaHbI
4NS U3MEHeHWs napaMeTpoB X3WWPOBAHUSA NpPU CO3JaHWM 3EKTPOHHOW nognucu.*/

digestOids.setDefault(paramSet0id, digestO0id);
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3.4.PaboTa c napameTpamMum anaropmTtma wmngposaHus NOCT
28147-89

ABHO M3MeHeHMe napameTpoB anropmtma wugposaHma FOCT 28147-89 He BCTpeyaeTcs B
dyHKUMAX CTaHAapTHOro nHtepderica JCE, HO OHO MOXKeT BbITb MCNOJIB30BaAHO B NMPOLLECCE onpenesieHns
Habopa napamMeTpoB QAN reHepauuMm KJYeBbiX nap nognucym (CM. Bblwe). Ona  mn3MeHeHus
WNCMOJIb3yeMbIX MapaMeTpPoOB 3/EKTPOHHOW MOoAMMCK, HeobxogMMo B MepBylD oYepedb MNOJYyHYUTb
MHTepdenc napameTpoB anropmtMa wudpoBaHma NOCT 28147-89 no ymondaHutio (yCTaHOBJIEHHbIX B
KOHTPOJIbHOW MaHenun). NaHHas onepauns MoXeT ObiTb BbIMOJHEHA NPX MOMOLLM CTAaTUYECKOro MeToa
getDefaultCryptParams Knacca AlgIdSpec, BO3BpaLlaloLwero CCbUIKY Ha nHTepdenc
ParamsInterface:

ParamsInterface cryptParams = AlgIdSpec.getDefaultCryptParams();

Mony4yeHne Habopa NapamMeTpoB WNEPPOBaHUSA U YCTaHOBKa NapaMeTpoB Mo yMondaHuwo (byayT
MNCMOJ1Ib30BaTbCSA B AaJ/ibHENLLEM):

/* nonyyeHue BcexX AONYCTUMbIX UAEHTUPMKATOPOB NapamMeTpoB asropuTMa wudposBaHus™/

Enumeration cryptOids = cryptParams.get0OIDs(paramSet0oid); // paramSet0id -
naeHTuduKaTop Habopa napameTpoB

/* nonyyeHve OAHOro U3 uaeHTuPmkaTopos. OH MOXeT ObiITb MepegaH B COOTBETCTBYIOWUNA
KOHCTpYKTOp keyParams3 gnsa knacca AlgIdSpec*/
0ID cryptO0id = (0ID)cryptOids.nextElement();

/* W3MeHeHWe ugeHTUPMKaTOopa napamMeTpoB WWPPOBAHUS MO YyMoOAYaHUW. W3IMEHEHHblE TaKuM
obpazom

napaMeTpbl WUGpoBaHUA MOryT ObiTb MNMepegaHbl B COOTBETCTBYHIWMNiA
KOHCTpYKTOp keyParams4 pgnsa knacca AlgIdSpec*/

cryptOids.setDefault(paramSet0id, crypt0id);
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4. JononHuTesIbHble BO3MOXXHOCTU paboTbl C
cepTupmnKaTamm

MoMMMO BO3MOXXHOCTM paboTbl C cepTudUKaTaMu Yepe3d CTaHOAPTHbIN WHTepdenc JCA, B
KpuntonpoBangepe Kpuntollpo JCSP peann3oBaHbl HEKOTOPbIE AOMOJHUTENbHbIE QYHKUMN paboThbl C
cepTuUKaTamMu:

e reHepaums 3anpoca Ha cepTUdUKaT;

e OTMpaBKa 3arpoca cepBepy U NnoJlyyeHne oT cepBepa COOTBETCTBYIOLLEro
3anpocy cepTudunKaTa;

* reHepauUusa CamMonoAnMCaHHOro cepTudmkaTa.

MepeyncneHHble  onepaumn  OCYLWECTBAAKTCA NpM  MOMOLWM  CheuunasbHOro  Kjacca
GostCertificateRequest. [aHHbIN Kracc peann3yeT (QyHKUMOHAN TreHepauun 3arnpocoB Ha
CepTUPUKAT OTKPbLITOro KJw4Ya B cooTBeTCcTBUM C anroputMamm FOCT P 34.10-2001 ¢ anropmTmom
xawmposaHua FOCT P 34.11-94 n TOCT P 34.10-2012 ¢ anroputmMom xawmposaHusa FOCT P 34.11-2012.
OTKpbITble  KJO4YW, ON19 KOTOPbIX FEeHepUupylTcs 3anpocbl Ha cepTudukaT, TakXe [OOJSKHbI
cooTBeTcTBOBaTh aaropmtmam FOCT P 34.10-2001 wnam FOCT P 34.10-2012 (cnocob reHepauum Takmx
KJ1t04EeN OMNncaH Bbille).

BbipabaTbiBaeMbI 3aNpoC MMEeT CTPYKTYpYy, OnucaHHyio B cTaHOapTe PKCS#10 «Certification
Request Syntax Specification» (cm. RFC 2986).

4.1.Hnumannsauma reHepaTtopa 3anpocoB 1 CepTUPNKaTOB

Korona TpebyeTcs co3faTb 3anpoc WAM  cepTudMKaT CHavasla HaAo BOCMO/b30BaThCH
KOHCTPYKTOPOM, Mpu BbI30BE KOTOPOro rnepeaaTh B Ka4YecTBe napamMeTpa Ha3BaHMe KpunTonposanaepa
(JCSP):

GostCertificateRequest request = new
GostCertificateRequest(JCSP.PROVIDER_NAME);

YcTaHoBUTbL cnocob wucnonb3oBaHua knwo4da keyUsage ™moxHo MeTomom setKeyUsage(),
rnapaMeTpoM KOTOPOro rnepefaeTcs uesovncieHHana 32-6uTHas nepeMHHas int - 6uToBas Macka
Cnocob0B MCNOMb30BaHNA Ki4Ya. o ymonyaHumio uncnosb3dyetca kombuHauma DIGITAL_SIGNATURE
"uncpposasa noanuck” m NON_REPUDIATION "HeoTpekaeMocTb" wunm KoHcTaHTa SIGN_DEFAULT,
obbeauHsaowWwana ABa 3TN 3HadveHunsa. Ecnn Bbl co3zpaeTe 3anpoc Ang kawda wudgposaHusa (To ecTb AN
anroputma "GOST3410DHEL" wmnm "GOST3410DH 2012 256") ctouT pobasutb KEY_ENCIPHERMENT
"wudpoBaHne knw4en" wn KEY_AGREEMENT '"cornacoBaHue kino4en". MOXXHO BOCMOJIb30BaTbCA
KoHCcTaHTon CRYPT_DEFAULT koTopas o6beAnHAET BCe YeTbIpe 3HAaYEHUS.

int keyUsage = GostCertificateRequest.DIGITAL_SIGNATURE |
GostCertificateRequest.NON_REPUDIATION |
GostCertificateRequest.KEY_ENCIPHERMENT |
GostCertificateRequest.KEY_AGREEMENT;

request.setKeyUsage(keyUsage);

HobaButb ExtendedKeyUsage "ynydweHHbln k4" MoxHo Metogom addExtKeyUsage().
MNapameTp meTtony addExtKeyUsage () MoxHo yka3sblBaTb Maccusom int[]{1, 3, 6, 1, 5, 5, 7,
3, 4} nnm MOXXHO CTPOKOM "1.3.6.1.5.5.7.3.3" nnm 06BbeKTOM TMNa
ru.CryptoPro.JCP.params.O0ID. No ymon4aHutoo cnmcok byneT nycTbiM.

request.addExtKeyUsage(GostCertificateRequest.INTS_PKIX_EMAIL_PROTECTION);
request.addExtKeyUsage("1.3.6.1.5.5.7.3.2"), // "MpoBepka NOANUHHOCTWU KnaneHTa"

HDonyctumble OIDblI gnsa ExtendedKeyUsage n Homepa 6utoB Mackm keyUsage onucaHbl B RFC
5280.

B knacce GostCertificateRequest onpeneneHbl cnegytolme KOHCTAHTLI:
public static final int[] INTS_PKIX_SERVER_AUTH = {1, 3, 6, 1, 5, 5, 7, 3, 1};
public static final int[] INTS_PKIX_CLIENT_AUTH = {1, 3, 6, 1, 5, 5, 7, 3, 2};
public static final int[] INTS_PKIX_CODE_SIGNING = {1, 3, 6, 1, 5, 5, 7, 3, 3};
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public static final int[] INTS_PKIX_EMAIL_PROTECTION = {1, 3, 6, 1, 5, 5, 7, 3, 4};
public static final int[] INTS_PKIX_IPSEC_END_SYSTEM = {1, 3, 6, 1, 5, 5, 7, 3, 5};
public static final int[] INTS_PKIX_IPSEC_TUNNEL = {1, 3, 6, 1, 5, 5, 7, 3, 6};
public static final int[] INTS_PKIX_IPSEC_USER = {1, 3, 6, 1, 5, 5, 7, 3, 7};
public static final int[] INTS_PKIX_TIME_STAMPING = {1, 3, 6, 1, 5, 5, 7, 3, 8};
public static final int[] INTS_PKIX_OCSP_SIGNING = {1, 3, 6, 1, 5, 5, 7, 3, 9};

Mpun Heob6xo04MMOCTU MOXKHO B 3anpoc Ao6aBuTb cobCTBEHHOE paclumpeHmne, nommMo KeyUsage u
ExtendedKeyUsage. MMpumMep pnobaBfieHWs pacliMpeHus OCHOBHble orpaHuyYeHus BasicConstraints B
3anpoc:

Extension ext = new Extension();

int[] extoid = {2, 5, 29, 19};

ext.extnID = new AsnlObjectIdentifier(extOid);
ext.critical = new AsnlBoolean(true);

byte[] extvalue = {48, 6, 1, 1, -1, 2, 1, 5};
ext.extnValue = new AsnlOctetString(extValue);
request.addExtension(ext);

Takoe pacwmpeHne aBToMaTuyeckum pobasnserca B cepTudumkaT MpuM  reHepauun
camonoAnuncaHHoro ceptugukaTta (6e3 obpaweHns K UeHTpy cepTudumkaumm) meTogamm Kiacca
GostCertificateRequest 370 pacwmpeHne nmeeT 3HaveHus "Tun cybbekTa = LIC", "OrpaHudeHune Ha
ONVHY NyTN = 5" N ABNAeTCS KPUTUHECKNM.

Ncnonb3oBaTb meTon addExtension() pns yctaHoBku B 3anpoc KeyUsage n ExtendedKeyUsage
Henb3Aa, /15 3TOro Hajo Bocnosib3oBaTbcA MeTogamm setKeyUsage () n addExtKeyUsage()

PaHee pns wmHuumanusaumm obbekToB Tuna GostCertificateRequest wucnonb3oBancs
MeTof init

request.init("GOST3410EL"); // JCP.GOST_EL_DEGREE_NAME - gna knw4ei nognucwu,

request.init("GOST3410DHEL", isServer); // JCP.GOST_EL_DH_NAME - ans knwdei obmeHa.

nin

request.init("G0ST3410_2012_256"); // JCP.GOST_EL_2012_256_NAME - Aisi K/iodeit
nognucu,

7

request.init("GOST3410DH_2012_256", isServer); // JCP.GOST_DH_2012_256_NAME - Aans
Koueir obmeHa.

nin

request.init("G0ST3410_2012_512"); // JCP.GOST_EL_2012_512_NAME - Ans Kw4yei
nognucu,

7

request.init("GOST3410DH_2012_512", isServer); // JCP.GOST_DH_2012_512 NAME - Aans
Knoyeidr obmeHa.

Ha4nHasa c Bepcun 1.0.48 JCP paHHbI MeTo 06baABEH HeXXeNnaTeIbHbIM K MCM0JIb30BaHMIO
(«deprecated»). Bbi3oB init ("GOST3410EL") mnm init("GOST3410_2012_256") wnnan
init("GOST3410_2012_512") 3KBMBAJIEHTEH BbI30BY

request.setKeyUsage( GostCertificateRequest.SIGN_DEFAULT);

BbizoB init("GOST3410DHEL", isServer) 150071 init("GOST3410DH_2012_256",
isServer) nam init ("GOST3410DH_2012_512", isServer) >3KBMBaNeHTEH ABYM Bbl30BaM:

request.setKeyUsage( GostCertificateRequest.CRYPT_DEFAULT);
request.addExtKeyUsage(GostCertificateRequest.INTS_PKIX_CLIENT_AUTH);

request.addExtKeyUsage(GostCertificateRequest.INTS_PKIX_SERVER_AUTH); // Tonbko pgns
cepBepa
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WUnn TpeMm, ecsin BTOPOI napameTp meTonda init () ycrtaHoBneH B true.

Ncnonb3oBaBwmnca paHee dnar "lMoanncbiBaHne cepTuduKaToB" WCK/OYEH U3 cnucka no
YMOJ14aHU1I0, Ternepb ero Hafao ykasblBaTb ABHO.

4.2. eHepaLma 3anpoca Ha cepTUPUKaT

Ons reHepauum 3anpoca Ha cepTudukaT npu nomowm knacca GostCertificateRequest
He0b6X0ANMO BbLIMOJHUTL CIeAYIOLLYI0 NOC/Tef0BaTebHOCTbL AENCTBUN:

4.2.1.0npepeneHne napaMeTpoB OTKPbITOro Kjto4a cybbekTa

Mocne ToOro, Kak reHepatop 6bl1 MPOVMHULMANM3NPOBaH TpebyemMbiMW aNrOPUTMOM KJlO4Ha U
Ha3HavyeHneM cepTudukaTa, OO Hayasla HenoCcpenCTBEHHO reHepauunm 3arnpoca, 3ak/lovalolencs B
KOAMPOBAHMN W NOAMUWCAHUN COAEPXMMOro Monen 3anpoca, CjledyeT onpenenuTb MapameTpbl U
3Ha4yeHne OTKPLITOro Kiw4a cybbekTa, B COOTBETCTBMU C KOTOpbIM M ByaeT co3pgaBaTbCca 3anpoc Ha
cepTuduKaT. DTa onepaumns ocywecTBaseTcs npu nomowmn metopa setPublicKeylnfo(), koTopomy B
KayecTBe NnapameTpa rnepenaeTcs OTKPbITbIN KIHOY:

PublicKey publicKey;
request.setPublicKeyInfo(publicKey);

OTKpbITbIN  KAOY  publicKey posxeH CcoOOTBETCTBOBATb ajropuTMy, KOTOPbIM  6bii
NPOUHULMANM3MPOBAH FreHepaTop.

OyHKUKMa setPublicKeyinfo() no3BonsieT nepeyCcTaHaBIMBaTb 3HaYeHME M NMapaMeTpbl OTKPbITOrO
KJllo4abl, B COOTBETCTBMM C KOTOpPbIM CO3JaeTCA 3anpoc Ha cepTudurkaT. Ho Takme W3MeHeHus
DOMyCTMMbl JIMWb A0 Tex Mop, Noka 3anpoc He 6bin noamnmcaH. B mMpoTMBHOM ciy4ae 3TOT MeTon
WHALNNPYET UCKII0YEHNe.

4.2.2.0npepeneHne nmeHn cybbekTa

aOns ocyLecTB/ieHns reHepauuu 3anpoca Ha cepTudukaT 06BbeKTy TMNa
GostCertificateRequest cnenyeT nepepaTb BC Heobxoaumylo uHpopMaunio o cybbekTe-
BNafefbLe OTKPbITOro ka4Ya. OnpepeneHve nMmeHn cybbekTa OCyLlecTBASETCA MpW MOMOLLM MeToAa
setSubjectinfo(), kKoTOpoMy B Ka4yeCTBe MNapamMeTpa nepefaeTcs CTPOKOBOe MpeAcCTaB/ieHNE VMEeHU B
COOTBETCTBUN CO cTaHaapToM X.500:

String name = "CN=Ivanov, OU=Security, O=CryptoPro, C=RU";
request.setSubjectInfo(name);

Mpn NOBTOPHOM BbI30OBe YHKUUWN SsetSubjectinfo() ocywiecTBNAeTCA 3aMeHa YCTaHOBJIEHHOro
npegbIAyLnM ee BbI30BOM WMMeHW Ha HoBoe. TakuMm obpa3oMm, MeTopn setPublicKeyinfo() no3sonset
nepeonpenenaTb NMA cybbekTa, AN KOTOPOro OCyLleCTBASETCSA reHepaumsa 3anpoca Ha cepTudukaT.
Ho Takme mM3MeHeHMs [OMyCTUMbI NUWb A0 TexX Mop, MokKa 3anpoc He 6bin nognucaH. B mpoTuBHOM
c/lydae 3TOT MeTo MHULUNPYET NCKITIYEHNE.,

4.2.3.KognposaHue n noanmcb 3anpoca

Mocne TOro, Kak BCe HeobxoOuMble OaHHble O CybbekTe BHECEeHbl (OTKPbITbIA KJKOY U 1MS),
OCyLLEeCTBNSAETCA HENOCPEeACTBEHHO reHepauns 3anpoca, 3ak/lyatolieecs B KOAUPOBaHNM nepefaHHbIX
obbekTy Tuna GostCertificateRequest paHHbIX U UX NoANMCKU. DTa onepauuns OCyLLEeCTBASETCA Npu
nomown metopda encodeAndSign(), KOTOpOMy B KayecTBe MnapamMeTpa nepefaeTcs CEeKPEeTHbIA KoY,
MCNosb3yeMbl 418 NoanucK 3anpoca Ha CepTUPMKAT, a TakXKe anroputM NnoANnCK:

PrivateKey privateKey;

request.encodeAndSign(privateKey, JCP.GOST_EL_SIGN_NAME); // B cnydae anropuTma Krda
FOCT P 34.10-2001

nin

request.encodeAndSign(privateKey, JCP.GOST_SIGN_2012_256_NAME); // B cny4ae anropuTma
kntodya FOCT P 34.10-2012 (256)

nin

request.encodeAndSign(privateKey, JCP.GOST_SIGN_2012_512 NAME); // B cnydyae anropuTtma
kntodya FOCT P 34.10-2012 (512)

MepenaBaeMblil  KOY 3IEKTPOHHOW noanucu/knoyesoro obmeHa privateKey poskeH
COOTBETCTBOBATb aJropuTMy, KOTOPbIM Obl1 MPOVMHULNANN3UPOBAH FeHepaTop. Ka)kabii co3haBaeMbln
3anpoc MoxXeT 6bITb MoANMcaH Nuwb 0AuH pa3. MNpu NonbITKe BbI30Ba 3TOW (hyHKLMN NOBTOPHO, byaeT
VHULMNPOBAHO UCKOYeHMe. B pe3synbTaTe Bbi30Ba hyHKUUM encodeAndSign() 3anpoc npeacTaBiaseTcs
npuobpeTaeT ONMUCaHHbLIN Bbille BUA, N B NaMATWN OoH XpaHuTtcsa B DER-koaunposke.
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4.2.4.Ne4yaTb NognmMcaHHOro 3anpoca

Mocne Toro, Kak 3anpoc 6bi1 MoAnuMcaH M 3akoAupoBaH (ApPyrMmMm CloBaMu, CreHepupoBaH),
TpebyeTca nony4nTb ero us namatn. Knacc GostCertificateRequest no3sonsieT nonyyaTb 3anpoc B
Tpex Bmaax:

PrintStream stream; // BbIXOQHOW MOTOK, B KOTOPLIA nedyaTaeTcs

// cOOpMUPOBAHHLIA 3anpoc
request.printToDER(stream); // 3anucbiBaeTca B NOTOK B DER-KogupoBke
request.printToBASE64(stream); // 3anucoiBaeTcs B MNOTOK B BASE64-KogupoBKe
byte[] encoded = request.getEncoded(); // Bo3BpawaeTcsa B Buae 6ainToBOro

// maccuBa B DER-koaunpoBKe

Taknm obpa3oMm, chopMUPOBAHHLIN 3aMpPoc MOXKEeT OblTb NosyvyeH Kak B DER-koOMpPOBKe, Tak n B
BASE64-koanpoBKe. 3anpoc MoXKeT 6bITb 3anucaH nmbo B NOoToK, nb6o B 6aNTOBLIA MacCuUB.

3anncb B NOTOK yaobHa B Tex ciyyvasx, Korga 3anpoc TpebyeTcsa COXpaHUTb B HEKOTOPLIN (hann
(meTopn printToDER() coxpaHseT 3anpoc B DER-kooupoBke, a meTopn printToBASE64() - B BASE64-
KoaunpoBke). Ecnm »xe npepnonaraetca fajibHelrllee MCMoJib30BaHWEe [aHHOro 3anpoca (Hanpumep,
OoTNpaBKa ero UeHTpy cepTudumkauum), To yanobHee ero nonyyvyaTb B Buae 6GanWToBOro Maccuea npwu
nomowin metona getEncoded().

4.3.0TnpaBKa 3anpoca LeHTpY cepTuunkaumm n nosyvyeHume
COOTBETCTBYIOLLLEr0 3arpocy cepTudmnkaTa OT LeHTpa

Mocne TOro, Kak 3anpoc 6bin Co34aH, ero MOX>XXHO OTnpaBUTb UEHTPY CepTVI(pI/IKaLI,VII/I angd
Mosly4eHnsi COOTBETCTBYlOLLEro 3anpocy ceptudmrkaTta. Knacc GostCertificateRequest nossonser
OCyLLeCTBUTb 3Ty onepauunto pa3sin4HbIMU cnocobamu:

4.3.1.Mony4yeHne ceptuurKaTa HernocpencTBeHHo nocne
reHepaumm 3anpoca

Mocne TOro, Kak 3anpoc 6bia1 co34aH, MOXKHO NpefBapuTE/IbHO He COXPAHATb ero B MacCUB Un
MOTOK, @ Cpa3y Mocjie reHepauun oTrnpaBnTb LEHTPY CcepTudUKaumum oaa nosyyveHus sanpaluvBaemMoro
cepTudukaTa. Onepauunss OTMpPaBKW 3anpoca LUEHTPY HenocpeacTBEHHO Mocje ero reHepauumn
ocyllecTBnseTcs npu nomowm yHKUun getEncodedCert(), koTopasa nony4aeT B KayecTBe napameTpa
URL ueHTpa cepTudukaumm u BO3BpallaeT 3akoampoBaHHbin B DER-kogmposke cepTudukar,
COOTBETCTBYOLWNIA NogNncaHHOMY 3anpocy, B Buae 6anToBOro Maccmea:

String httpAddress = "http://www.cryptopro.ru/certsrv/";
byte[] encodedCert = request.getEncodedCert(httpAddress);

Mony4yeHHbIn TakuM o06pa3oM 3akoAupoBaHHbIN B DER-kooMpoBKe cepTUguUKaT MOXeT B
JanbHerWweM WCNoJib30BaTbCA CTaHAapTHbIMU cpeacTBamn JCA (Hanpumep, QYHKUMAMKM  Khacca
CertificateFactory).

CnenyeT 3aMeTUTb, YTO OTMPABNEH LEHTPY cepTUduUKaumMm MoXXeT BbiTb TOJIbKO MOAMMCAHHbIN
3anpoc. B npoTuBHOM cnyyae MeTon getEncodedCert() VHALUUPYET UCKIOYEHUE.

4.3.2.MMony4yeHne ceptuurKaTa M3 3anpoca, NnpencraB/ieHHOro B
DER-kognpoBke

CoxpaHeHHbIn B DER-kognpoBKe 3anpoc MOXXET ObiTb OTMpaBJ/ieH LEHTPY cepTudukaummn ans
rnoJsiy4eHuns 3anpalwinBaemMoro cepTuukaTa npu rnomoLym cTaTu4eckoro MeToAda
getEncodedCertFromDER() pBymsa cnocobamu:

String httpAddress = "http://www.cryptopro.ru/certsrv/";

InputStrean stream; // BXOAHOW MOTOK, B KOTOpbIi 3anucaH
// 3anpoc B DER-kogupoBke

byte[] encoded; // DER-3aKOAMpOBaHHLIA 3anpoc

byte[] encodedCert

GostCertificateRequest.getEncodedCertFromDER(httpAddress, stream);
byte[] encodedCert =
GostCertificateRequest.getEncodedCertFromDER(httpAddress, encoded);

50


https://docs.oracle.com/javase/7/docs/api/java/security/cert/CertificateFactory.html

XKTAN.00087-01 90 03. KpunTollpo CSP 5.0 KC1 ucnonHeHue 1-Java. PykoBoacCTBO nporpamMMucTa

Ob6a BbI3oBa MeTopa getEncodedCertFromDER() nony4aloT B Ka4yecTBe OL4HOIr0 M3 MapamMeTpoB
URL wueHTpa cepTudumkaumm ©n BO3BpallaloT 3akoampoBaHHbIn B DER-koampoBke cepTudukar,
COOTBETCTBYIOLWNIA NOANMCAHHOMY 3anpocy, B Buae 6anTosoro Maccusa.

Mony4yeHHbI TakuM obpa3oM 3akoaupoBaHHbIN B DER-kogMpoBke cepTUUKAT MOXeT B
JanbHENWeM WnCnosib30oBaTbhCA CTaHOapTHbIMM cpeactBamu JCA (Hanpumep, QyHKUMAMM Khacca

CertificateFactory).

Pa3zHuUa 3aka04aeTCa B TOM, 4TO nepBoMy cnocoby BbizoBa pyHKuun getEncodedCertFromDER()
B KayecTBe MNapaMeTpa NepenaeTcs BXOAHOW MOTOK, B KOTOPbLIA 3anMcaH 3akogupoBaHHbIN B DER-
KOOWpOBKe 3anpoc. Takol MnOTOK O6bIYHO HamnpaBJsieH Ha (alfl, coaep)Xallui 3anpoc. 3anuncb Xe
3anpoca B ann MoxeT 6biTb ocywecTBfeHa npu nomowm Metoda printToDER() knacca
GostCertificateRequest (nogpobHee cM. coxpaHeHue 3anpoca). BTopomy e crnocoby Bbi30Ba
dbyHKUMN  getEncodedCertFromDER() B KavyecTBe nNapameTpa nepepaetca 6alToBbIN MacCuB,
conepxawmin B cebe DER-3akoAMPOBaHHbLIA 3anpoc. Takol MaccuB MOXKeT OblTb MOJIyH4EeH MPX MOMOLLU
mMeTona getEncoded() knacca GostCertificateRequest (nogpobHee cM. coxpaHeHne 3anpoca).

4.3.3.NMony4eHne cepTndmkKaTa 13 3anpoca, NpeancraByeHHOro B
BASE64-koonpoBke

CoxpaHeHHbI B BASE64-KOoAMpPOBKe 3anpoc MOXXeT BbiTb OTNpaBsieH LEHTPY cepTudumkaumm gns
nony4yeHus 3anpawrBaemMoro cepTudukaTta npu rnomMoLum cTaTn4eckoro MeToAa
getEncodedCertFromDER() cneayowunm obpa3om:

String httpAddress = "http://www.cryptopro.ru/certsrv/";
InputStrean stream; // BXOOHOW MOTOK, B KOTOPbIi 3anucaH
// 3anpoc B BASE64-kKogupoBKe
byte[] encodedCert =
GostCertificateRequest.getEncodedCertFromBASE64(httpAddress, stream);

MeTton getEncodedCertFromBASE64() nony4aeT B KayectBe napameTtpoB URL ueHTpa
cepTuUKaumMm N BXOOHOW MOTOK, B KOTOPbLIAN 3anncaH 3ako4upoBaHHbIn B BASE64-koampoBKe 3anpoc.
Takon NMoToK 06bIYHO HanpaBJseH B (hans, cogep Xawmn 3anpoc. 3anmcb Xe 3anpoca B hana MoXeT BbiTb
oCylLecTBJIEHa NMpu Nomoln MmeTona printToBASE64() knacca GostCertificateRequest (noapobHee
CM. CoxpaHeHue 3anpoca). MeTon getEncodedCertFromBASE64() Bo3BpallaeT 3akKoanpoBaHHbI B DER-
KOAMPOBKE CepTU(UKAT, COOTBETCTBYIOLLMNI NOANMCAHHOMY 3anpocy, B Buae 6antoBoro maccuea.

MonyyeHHbIn Takum obpa3oM 3akogmpoBaHHbIi B DER-kogMpoBke cepTudumkaT MOXeT B
JanbHellWeM WCNoJb30BaTbCA CTaHAapTHbIMU cpeacTBamyn JCA (Hanpumep, QYHKUMAMKM Kacca
CertificateFactory).

4.3.4.lNMony4eHne KOpHEBOro cepTuukaTa ueHTpa cepTudmnkaunmn

Mocne ToOro, Kak COOTBETCTBYIOLLMNIA 3anpocy cepTudukaT 6bl NoayyYeH OT LEeHTpa, 3a4acTylo
TpebyeTcsa BbIMOJHUTL NOCTPOEHNE LLEMOYKN CeEPTUDNKATOB, HAYMHAIOLWENCA C KOPHEBOrO cepTudmrkaTa
LUeHTpa, W  3aKaH4YMBaKLWencs  rMoJlyYyeHHbIM OT  3TOro  UeHTpa cepTudukatoMm. Knacc
GostCertificateRequest no3BonsieT nMony4aTb KOPHEBOW CepTUdUKAT LEeHTpa cepTudmkaumm npu
MOMOLLIN CTaTU4Yeckoro Mmetoaa getEncodedRootCert() cnepytouwmm obpa3om:

String httpAddress = "http://www.cryptopro.ru/certsrv/";
byte[] encodedRootCert =
GostCertificateRequest.getEncodedRootCert(httpAddress);

DyHKUna getEncodedRootCert() nony4daeT B KayecTBe napameTpa URL ueHTpa cepTudmnkaumm m
BO3Bpalll@aeT 3aKoaupoBaHHbIN B DER-kogMpoBKE KOpPHEBOW cepTudukaT LUeHTpa B Buae 6aniToBOro
MaccuBa.

Mony4yeHHbIn TakuM o06pa3oM 3akoaupoBaHHbIN B DER-kOoOMpoOBKE KOpHeBOW cepTudukaTt
encodedRootCert mMoxeT B gafbHelwem 6biTb 0bpaboTaH yHKuuamMM knacca CertificateFactory, n
rnocne MOXeT MWCNoJb30BaTbCsA, Hanpumep, A8 MoCTpoeHus ueno4vek. O6paboTaHHbLIN Takon
cepTudurkaT MmoxeT 6biTb foBaBNEH B XpaHWINLLE LOBEPEHHbIX CEpTUDNKATOB.

4.4.I eHepaLuma caMmonoanmcaHHOro ceptTuguKkaTa

Ona reHepauum CaMOMOAMUCAHHBIX CEPTUMUKATOB MOXHO BOCMOJIb30BAaTbCA METOAOM
getEncodedSelfCert() knacca GostCertificateRequest. 3ToT MeToa nosnyyaeT B kKavyecTBe NapaMeTpa
Ko4eByto napy cybbekTa (OH e usgaTenb cepTudukaTa), a Takxe umsa cybbekTa (OHO e unms
n3patens). lepepaBaemas kJl4YeBas Mapa [AOJ/HKHA COOTBETCTBOBaTb aJirOPUTMY, KOTOPbIM Obin
nponHuumManuinpoBaH reHepatop. CepTudukaT Bo3BpawaeTcs B DER-koampoBke B Buae 6antoBoro
MaccuBa.
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Mocne Toro, kak o0b6bbekT knacca GostCertificateRequest npouHMuMannsnposaH,

ocyLlecTBnseTcs coObCTBEHHO reHepaumns cepTudmrkaTa:

KeyPair pair; // knw4yeBas napa cybbekTa (OHa Xe napa wn3gaTtens)

String name; // vmMaA cybbekTa (OHO Xe uMMA um3gaTtens)

String signAlgorithm; // anroputm nognucu

byte[] encodedCert =

request.getEncodedSelfCert(pair, name, signAlgorithm);

MofnyyeHHbIA Takum o6pa3oM 3akoAuMpoBaHHbIN B DER-KOOMPOBKE CaMOMOAMMCAHHBbIN
ceptucdmkat encodedCert wmoxeT B ganbHenwem 6biTb o0b6paboTaH dyHKUMAMU  Kjacca
CertificateFactory, 1 nocne MoXXeT UCMO0JIb30BaTbCsA, HANPUMep, A5 3aMuUCK KJloY Ha HOCUTESb.

Mpn reHepaunn camonognucaHHoro ceptudukaTta (6e3 obpalleHns K LEeHTpYy cepTuduKkaumnm)
MeTonamm knacca GostCertificateRequest emy ycTaHaB/AMBaAlOTCA Te K€ paclUMPEHUs, 4TO U Mpwu
reHepauum 3anpoca, a Takxe pacwumpeHune basicConstraints - oCHOBHble orpaHuyeHuns. 3TO paclumpeHmne
MMeeT 3HaveHunsa "Tun cybbekTa = LC", "OrpaHunyeHmne Ha SJaNHY NyTn = 5" n ABNAeTCA KPUTUYECKUM.

HeobxoAnMMO MOMHWTb, YTO reHepauns CaMonoAmnMCaHHbIX CePTUGUKATOB UMEEeT CMbIC/ TONbKO
ONa TecToBbiX uenei. Ons peanbHon paboTbl crefyeT MNOJAb30BaTbCA reHepauMein 3anpocoB A
OTMpPaBKM UX LEeHTpaM cepTUdMKaunn.onosHNTENIbHbIE BO3MOXHOCTW paboThl C cepTudukaTamu ons
yu 1.5
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5. JonosiHnTeNbHbIE BO3MOXXHOCTU paboTbl C
cepTndpukatamm gna YL 1.5

B kpunTtonposangepe Kpuntollpo JCP aons B3aumogenctsus ¢ YU 1.5 peanusoBaHbl ciegytouime
hyHKUMM paboThbl C cepTndmkaTamu:

e mosiyueHHe Habopa TapamMeTpoB [ijisi PeruCTpaLvy TI0Ib30BaTers;

perucrpaLys rojb30Baresisi U [ojlyyeHre TOKeHa U 1apoJis;

* IIpOBepKa CTaryca perucTpalyy I0/b30Bare/is;

e TIOJyuYeHHe CIMCKa KOpHeBbIX cepTrdurkaToB Y1I;

e MO/IyYeHHe CIHCKA 3alIPOCOB Ha CepTU(UKAThI NI0/Ib30BaTe/Is;
e TreHepalys 3arpoca Ha CepTU(HUKar;

e OTIIpaBKa 3ampoca cepsepy;

e TIIpOBepKa CTaryca CepTU(UKaTa;

e T[IOJlyueHHe OT cepBepa COOTBETCTBYIOIIEro 3arpocy cepTudukara.

|_|epe‘-II/ICJ'IEHHbIe onepaunn ocyuwiecCTBNAKTCA npun nomMowun crneunanbHOro KJlaCCa
CAl5GostCertificateRequest, noToMKa Khnacca GostCertificateRequest. Bce ycnoBus
hopMMpPOBaHNSA U CTPYKTYpPa ONucaHbl B COOTBETCTBYIOLLLEM pa3fesne Bbille.

OcobeHHOCTbIO (YHKUMOHaNa saBAsSeTCcA HeobxogMMOCTb WCMOAb30BaTb MpoTokon HTTPS c
npuMeHeHmem JTLS (Moaynb cpSSL.jar, M. «MIHCTpyKUMA no ncnosb3osaHuioo (JTLS)»). B aTom cny4ae
HeobxoanmMo HacTpouTb JTLS M yKasaTb B KOAE XpaHWauLie AOBEPEHHbIX CePTUHMKATOB C KOPHEBbLIM
cepTndUKaToM cepBepa:

System.setProperty("javax.net.ssl.trustStoreType", JCP.HD_STORE_NAME);
System.setProperty("javax.net.ssl.trustStore", "nyTb_k_dakny_xpaHunuwa");

System.setProperty("javax.net.ssl.trustStorePassword", '"naponb_K_xpaHunuuwy");

5.1.Mony4eHne Habopa NapamMeTpoB 4NsS perncTpaumnm
nosib3oBaTend

Ona nonyyvyeHmna Habopa napamMeTpoB (MAn Nosen) Onsg perucrpauumn noab3oBaTens B
YU 1.5 cnegyeT Bbi3BaTb CTaTUYecKyl QyHKUUO getUserRegistrationFields knacca
CAl5User n nepepaTb en agpec YU, Hanpumep:

Vector<CAl5UserRegistrationField> userRegistrationFields =
CAl5User .getUserRegistrationFields(“https://www.cryptopro.ru:5555/ui”);

3pecb CAl5UserRegistrationField - Kknacc, onucbiBalOWWA none Ans 3anosiHeHus
nepen peructpaunen nosb3oBaTens. CNMCoK nonen MoxxeT ObiTb A0CTaToYHO 6onblIvM U
OT/IMYaTbCA B pa3Hbix YU. Ero - knacca - nogpobHoe onucaHme ecTb B Javadoc-AOKYMeHTauum
naketa JCPRequest. [aHHbIN Knacc comdepXuT Habop GyHKUMN, onpenensowmx
HeobxoOUMOCTb  3aMOJIHEHUS nons (mandatory), yntTaemoe - UM4 nons (name),
3apeructpupoBaHHoe uMsa (formName), MaKCuMalibHbI pa3Mep 3HadeHUsa (maxLength),
3Ha4YeHue no ymon4daHuto (value), Tun nons (componentType: edit, textarea, select,
separator) U CNMCOK AOMNYCTUMbIX 3HaYeHUN pasa componentType:select (allowedValues).
Mpwn pernctpaumm nosib3oBaTeNsa B Ka4yecTsBe MMeHN NoJA csiefyeT Ncnosib3oBaTb formName.
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MpnMep ncnosb3oBaHUA 3TOro KJacca N PyHKUMN getUserRegistrationFields ecTb B
rnakeTte userSamples.cal5 Moayna samples.jar n Ha3blBaeTCcHa RegisterUserExample.

5.2.Pernctpauus rnosb3oBaTens, NoJlydeHne TOKEHaA W Maposia u
npoBepKa cTaTyca

Ona perncTpauun nosb3oBaTeNs U MOJIydYeHUs TOKeHa (MoeHTudgurkaTopa) v napons clegyert
MCMNO/b30BaTb CNeAYOLWNA KOA:

Map<String, String> fields = new HashMap<String, String>(); // cnucok nap
K/Mo4Y=3HavyeHne, 3anonHseTcs c nomowblo formName=Value

fields.put(“RDN_CN_1", *“test”); // RDN_CN_1 6b1 nonyyYyeH W3 paHee 3arpyXeHHHOro
cnucka nonei Ana 3anosiHeHus

fields.put(“RDN_C_1", “RU”); // RDN_C_1 6b1 NOMy4YeH M3 paHee 3arpyXeHHHOro crnucka
nonen Ana 3anosiHeHus

CAl5User newUser = new CAl5User(fields);
CAl5UserRegisterinfoStatus userStatus =

newUser.registerUser(“https://www.cryptopro.ru:5555/ui”); // perwncTtpauus

Cnucok nonen, KOTOpoe HY>XHO nepefaTtb B YL, ona permctpaumm nonb3oBaTens, 3anosHaeTcs
napamMmn «nMMs nonsg»=«3HayeHume»;, NMeHa nonen MOoryT ObITb nojsly4eHbl 3apaHee C NMoOMOLLbIO (byHKLI,I/II/I
getUserRegistrationFields. B npumepe 3anonHAITCA TOJNIbKO OBa MOJA, XOTA Ha CaMOM
jene MOXeT MNoHagobuTbcs 3anonHWTb 6onblie nosen (B 3aBUCMMOCTU OT CBOWCTBA
mandatory nons). CnMcok nonen nepefaetca B Knacc CAl5User C nocsenyolnM Bbi30BOM
QYHKUNN registerUser.

Knacc CAl5UserRegisterInfoStatus nokasblBaeT pe3ynbTaT perucrtpaumm - cTaTyc
CR_DISP_ERROR B cjy4ae owwubku, CR_DISP_ISSUED - ecaM onepauus 3aBeplleHa YCreLlHo,
CR_DISP_UNDER_SUBMISSION - eciau orepauus ewe BbiNojHseTcs (B 3ToM cjyvae HeobxoAumo

rnepuognyeckn MnpoBepAaTb COCTOSHME C mnomoublo GyHKuMK checkUserStatus knacca CAl5User). B
cnydae 3aepXKKu perucrtpauum nnm ee ycrewHoro 3aBepLleHus 0b6bekT Knacca
CAl5UserRegisterInfoStatus 6yneTt cogep)xaTb TOKEH M Maposib NOJib30BaTENS:

if (userStatus.getValue() == CA15Status.CR_DISP_UNDER_SUBMISSION) {
Thread.sleep(30 * 1000); // xgem 30 CeKyHA
CA1l5User userinfo = new CAl5User(userStatus.getTokenID(), userStatus.getPassword());
CAl5UserRegisterStatus status = userinfo.checkUserStatus(

“https://www.cryptopro.ru:5555/ui”); // npoBepsiem cTaTyC perucrpayumn

MNoapobHoe onucaHne kKnaccos CA15User n CAl5UserRegisterInfoStatus eCTb B Javadoc-
OOKYyMeHTauunm naketa JCPRequest.

MprvMep WCMOMIb30BAaHMS 3TUX KJIACCOB U (YHKUMIA €CTb B MNakeTe userSamples.calb
Moaynsa samples.jar U Ha3blBaeTCcda RegisterUserExample.

5.3.Mony4yeHne cnncka KoOpHeBbIX cepTugmnkaTos YL,

Ona nonyy4yeHma CrNnMcKa KOpHeBbLIX cepTudumkaToB YL cnepyeT Bbi3BaTb C/iedAyloLlyto
cTaTu4yeckyto pyHKUMIO getRootCertList kKnacca CA15GostCertificateRequest:

Certificate[] rootCerts = CAl5GostCertificateRequest
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.getRootCertList("http://www.cryptopro.ru/ui");

ByneT nonyyeH Cncok cepTUrKaTos, B JaHHOM CilydYae - no npoTtokony HTTP.

MprvMep wnCNonb3oBaHWS 3ToM yHKUMM €CTb B rMakeTe userSamples.cal5 wmoayns
samples.jar n Ha3biBaeTCcA GetRootCertificateExample.

5.4.Tlony4eHne cnucka 3arnpoCcoB Ha cepTUuKaThl

NnoJsib30BaTesis
Ons nonyy4yeHus CMMcka 3anpocoB Ha cepTudunKaTbl 3aperucTprUpoBaHHOrO paHee MoJjib3oBaTens
cnenyet MCNo/sIb30BaTb CTaTUYeCKYIO PYHKLMIO getCertificateRequestList KJlacca

CAl5GostCertificateRequest u knacc CAls5User:

CAl5User userInfo = new CAl5User(“token”, “password”); // 3aperncTpupoBaHHbIN
nonb3oBaTesnb

Map<String, CAl5CertificateRequestRecord> requestMap =
CA1l5GostCertificateRequest.getCertificateRequestList(

“https://www.cryptopro.ru:5555/ui”, userInfo); // cnucok nap
«MAeHTupmKaTop_3anpoca»=«onucaHne_3anpoc»

B requestMap 6yaoyT nomelleHbl Mapbl «UAEHTUMMKATOP_3arnpoca» = «OMuMcCaHuWe _3anpoca».
MoopobHoe onmcaHMe kKacCa ecTb B Javadoc-OOKyMeHTauumu nakeTa JCPRequest. Knacc
CAl5CertificateRequestRecord coOoepXuUT  onucaHuMe  3anpoca nosnb3oBaTens, YaCTHOCTWU:
noeHTugukaTop 3anpoca (requestIdentifier), ApaTy oTnpaBkuM 3anpoca (sentDate), gaTy obpaboTkun
(approvalDate), kommeHTapui (comment), ctaTyc o6paboTkm 3anpoca (status) n cam 3anpoc B hopmaTte
PKCS10 (pkcs10).

MprvMep WCMO/MIb30BaHMS 3TUX KJIACCOB U (YHKUMIA €CTb B NakeTe userSamples.calb
Mooyssa samples.jar M Ha3blBaeTCs GetUserCertificateRequestListExample.

5.5.'eHepauma 3anpoca Ha cepTUPUKaT, NpPoOBEPKa CTaTycCa
cepTurKaTa 1 nosydeHne CoOOTBETCTBYIOLLEro 3anpocy

cepTuurkaTa
Onsa BbINOJIHEHUA reHepauunm 3anpoca Ha cepTudukaT ONA 3aperncTpupoBaHHOro
noJibJsi3oBaTens MO>XHO cnenoBsaTb pasgeny 4.2, HO NCMNoJ1Ib30BaTb KJ1aCcC

CAl5GostCertificateRequest, Hanpumep:

CAl5User userInfo = new CAl5User (“token”, “password”); // 3aperncTpupoBaHHbI
nosb3osaTesb

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_DH_NAME); //
anropuTM Kaya

KeyPair pair = kg.generateKeyPair(); // reHepauyus

CAl5GostCertificateRequest req = new
CAl1l5GostCertificateRequest (JCP.PROVIDER_NAME);

req.init(JCP.GOST_EL_DH_NAME, false);
req.setPublicKeyInfo(pair.getPublic());

req.setSubjectInfo(“CN=test,C=RU”); // cnucok nonein 3anpoca (subject name) ponxeH
coBnagatb CO CMUCKOM, NepefaHHbM paHee Ana perucrpauuum nonb3oBaTtens

req.encodeAndSign(pair.getPrivate(), JCP.GOST_EL_SIGN_NAME); // noanucb 3anpoca
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CA15RequestStatus requestStatus =

req.sendCertificateRequest(“https://www.cryptopro.ru:5555/ui”, userInfo); //
oTnpaska 3anpoca

C nomouwblo kKnacca CAl5User 3ajaeTca 3aperucTpMpoBaHHbLIA  MOJIb30BaTENb,
reHepmpyeTcsa Ka4yeBas napa Ha anaroputme FOCT P 34.10-2001 DH. 3aTeM hopmumpyeTtcs
3anpoc ¢ wuHdopMaumen o Bnagensue (subject), NONHOCTLIO COOTBETCTBYIOWEN CMUCKY
nonen, nepepaHHoMy nMpu perncTpaumn AaHHOro nonb3oBaTensd. C nMoMowbl QYHKUUN
sendCertificateRequest knacca CAl5GostCertificateRequest 3anpoc nepepaetcsa B YL.
NHdopmaumsas co cTaTtycom o6paboTkm onepaumu nomewiaetcd B 06BbEKT  Khacc
CAl5RequestStatus.

MogpobHoe onucaHme knacca CA15RequestStatus ecTb B Javadoc-OAOKyMeHTauum
nakeTa JCPRequest. OH Mo3BONAET y3HaTb MAEHTMPUKATOP 3ampoca m ctaTyc obpaboTku:
CR_DISP_ERROR B cny4ae owmnbkn, CR_DISP_ISSUED B chay4ae ycnewHon o6bpaboTkuy,
CR_DISP_UNDER_SUBMISSION B cny4ae npogosxkawwencs obpaboTku, CR_DISP_DENIED B
Cc/ly4ae oTKa3a B obpaboTke.

YT106bl Y3HaTL CTaTyC 06paboTKM M YyCTaHOBUTbL (haKT BbiMyCKa cepTudmrKaTa, cnegyeT
BbIMOJ/IHUTbL MPOBEPKY:

CAl5RequestStatus certStatus = CAl5GostCertificateRequest.checkCertificateStatus(
“https://www.cryptopro.ru:5555/ui”, userInfo,

requestStatus.getRequestIdentifier()); // wcnonb3yem wugeHTuoukaTop 3anpoca
AN NPOBEPKW, BbINYWEH Au cepTudmukaT

O6beKkT certStatus Takxe MoOXeT BEPHYTb OAWH U3 CTATYyCOB, NEPeYnCsIeHHbIX Bbille.
Ecnu 6bin nonyvyeH CR_DISP_ISSUED, TO MOXHO 3arpy3nTb cepTudgukat B DER-koanpoBke ¢
MOMOLLbIO cTaTnyeckonm PYyHKLUNN getCertificateByRequestId KJlacca
CAl15GostCertificateRequest:

byte[] certificateEncoded =
CAl5GostCertificateRequest.getCertificateByRequestId(
“https://www.cryptopro.ru:5555/ui”, userInfo,

requestStatus.getRequestIdentifier()); // ucnonb3yem ungeHTudukaTop 3anpoca

Echm B certStatus 6bi1 monyyvyeH cTtaTtyc CR_DISP_UNDER_SUBMISSION, TO MOX>XHO
BbINOJIHWTL MPOBEPKY CcTaTyca C nomoubio checkCertificateStatus no3)ke U MNOBTOPHO
obpaTnTbCcs K getCertificateByRequestId.

MpeobpaszoBaTb NOJy4YeHHbIN Maccue 6anToB, Cogep KaLLMN CEPTUPMKAT, MOXKHO TakK:

X509Certificate certificate =
(X509Certificate) CertificateFactory.getInstance('"X.509")

.generateCertificate(new ByteArrayInputStream(certificateEncoded));

MprvMep WCNOMb30BaHWS 3TUX KJACCOB U YyHKUMIA €CTb B MakeTe userSamples.calb
Mooynsa samples.jar u Ha3blBaeTcsa SendRequestAndGetCertificateExample.
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6. JonosHNTENbHbIE BO3MOXXHOCTU paboTbl C
ceptudpmkatamm ogna YU 2.0

B kpunTtonposangepe Kpuntollpo JCP ans B3aumogenctsus ¢ YL 2.0 peanmsoBaHbl cregytoume
hyHKUMM paboThbl C cepTndmkaTamu:

e ronyvyeHHe Habopa rapameTpoOB Jijisl perucTpalyy rnoss3osarens B Y1 2.0;
*  perucTpaLys I0/1b30Baresis U IolyueHye TOKeHa U 1apoJis;

e IIpOBepKa CTaTyca perucrpaLlyy Iob30Bare’is;

e T[IOJlyueHHe CIIMCKa KOpHeBbIX cepTudukaros Y1 2.0;

e TMIOJlyueHHe CITMCKA 3allpoCOB Ha CepTU(UKAThI TIOIb30BaTe/Is;

e MofTBep)/leHue (paKkTa yCTaHOBKU cepTU(MKaTa MoIb30Bare/is;

e  aBTOpM3aLMs 10JIb30BaTe ISl TI0 TOKEHY U [1apoJIt0 WK CepTU(UKATY;
e TIOJyueHHe CITMCKa 3alpoCoOB Ha OT3bIB CePTHU(HKATOB;

e TIOJyUeHHE CITUCKA I11aboHoB cepTuduKkaToB Y1] 2.0;

e reHepalys 3arpoca Ha CepTUQUKaT;

e OTIpaBKa 3arpoca cepsepy;

e TIpOBepKa cTaryca cepTu(uKara;

* TIOJTyYeHHe OT CepBepa COOTBETCTBYIOLIETO 3arpocy cepTUdUKara.

ﬂepe'-mcneHHble onepauunn OoCyLwlecCTBNAKTCA npun nomMoLwun crneuynanbHOro KJlaCCa
CA20GostCertificateRequest, noToMKa Khnacca GostCertificateRequest. Bce ycnosus
dopMmMpoBaHNUSA U CTPYKTypa OMucCaHbl B COOTBETCTBYlOLLEM pa3fesie Bbiwe. BoNbWMHCTBO MeTon0B
knaccoB CA20GostCertificateRequest n CA20User aCUHXPOHHbIE.

B APl pns YL 2.0 nonb3oBaTenb YL obnapaeT ewe oOOHUM OOMOJIHUTENIbHbIM
napamMeTpoM — narka noJib3oBaTess, B KOTOPON OH ByneT 3aperncTprupoBaH.

OcobeHHOCTbIO (DYHKLMOHaNa sBnseTca HeobxoAMMOCTb WCMNOSb30BaTb MpoTokosn HTTPS ¢
npuMeHeHnem JTLS (Moaynb cpSSL.jar, cM. «MIHCTpYyKUMA No ncnosb3oBaHuio (JTLS)»). B aToM ciay4ae
HeobxoAUMO HacTpouTb JTLS M yKasaTb B KOAE XPaHWIMLLE LOBEPEHHbLIX CEPTUEHIUKATOB C KOPHEBLIM
cepTndUKaToM cepsepa:

System.setProperty("javax.net.ssl.trustStoreType", JCP.CERT_STORE_NAME);
System.setProperty("javax.net.ssl.trustStore", "nyTb_kK_dainy_xpaHunuwa");

System.setProperty("javax.net.ssl.trustStorePassword", '"naponb_K_xpaHunuuwy");

B cuTtyaumn, korga TpebyeTcs aBTopM3aLusa o cepTuguKaTy rnosib3oBaTens, MoXXeT
notpeboBaTb yKasaHWe TUMNa KOHTENHepa MoJsib3oBaTesNa U Naposisi K HEMY:

System.setProperty("javax.net.ssl.keyStoreType", JCP.HD_STORE_NAME);

System.setProperty("javax.net.ssl.keyStorePassword", '"maponb_K_KOHTeliHepy");
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6.1.Mony4yeHne Habopa NapamMeTpoB 4NA perncTpaumnm
nonb3oBaTtensa B YL 2.0

Ons nonyyeHus Habopa napameTpoB (Mnan nofewn) oNs perncrpaumn nosb3oBaTens B
YU 2.0 cnepyeT BbI3BaTb CTaTUYeCKylo @QYyHKUMIO getUserRegistrationFields khnacca
CA20User u nepepaTb en agpec YL, Hanpumep:

Vector<CA20UserRegistrationField> userRegistrationFields =
CA20User .getUserRegistrationFields(“https://www.cryptopro.ru/ui”, «nanka_nonb3oBaTensa»);

34ecb «nankKa_nonb3oBaTens» - Nanka B KOTOPOW npeanosiaraeTcs 3aperncTpmpoBaThb
rnosib3oBaTens. CA20UserRegistrationField - Kjacc, onucbiBalOWWA Mosie oas 3anoJjIHEHUS
nepepn permcrTpauven nosb3soBatens. CNMCOK nonen MoxeT BbiTb A40CTaTo4YHO 6onbwmM. Ero -
Knacca - noapobHoe onmucaHme ecTb B Javadoc-OOKyMeHTauuMu nakeTa JCPRequest. daHHbIN
Klacc coaepXut Habop dyHkuun, onpegensowmx OID 351emMeHTa Yy4YeTHOM 3anucu
nosnb3oBaTtens (oid), nMa snemeHTa (name), NokanmsoBaHHoe MMA (localizedName), CrNCOK
BO3MOXXHbIX 3HAa4YE€HUIN 3nemMeHTa (settingsValues), 3Ha4yeHue no ymondaHuto (defaultValue)
N eule HeckosbKO ¢naros. lpn peructpaumm nonb3osaTtesia B kadyectse OlD'a nona cnegyet
ncnonb3osaTb OID anemeHTa.

MpnMep Ncrosib30BaHUA 3TOro Kacca N pyHkUnm getUserRegistrationFields ecTb B
nakeTe userSamples.ca20 moayna samples.jar W Ha3biBaeTca CA20StepByStepExample.

6.2.Pernctpaunsa nosb3oBaTesnid, nojy4eHre ToOKeHa 1 napons n
rMpoBepKa cTaTyca

Ona pernctpauum nosnb3oBaTens W MoJiydeHUss TOKeHa W Mapofs cjiegyeT MWCMnoJsib30BaTb
cnenyoLwnii Koa:

Map<String, String> fields = new HashMap<String, String>(); // cnucok nap
K/l4=3HayeHue, 3anosHsAeTcsa ¢ nomouwbiw OID=Value

fields.put(“2.5.4.3", “test”); // 2.5.4.3 6blA NOAy4YeH U3 paHee 3arpyxXeHHHOro
cnucka nonei gns 3anonHeHus

fields.put(“2.5.4.6", “RU"); // 2.5.4.6 6bi1 NONy4YeH M3 paHee 3arpyXeHHHOro crnucka
nonen AnA 3anosHeHus

CA20User newUser = new CA20User(fields, “nanka_nosb3oBaTensa”);

CA20AuxiliaryUserinfo userinfo = new CA20AuxiliaryUserinfo("comment", "description",
"test@cryptopro.ru”, "key phrase"); // pononHuTenbHasa MHopMauna o0 Nosib3oBaTene

CA20UserRegisterIinfoStatus userStatus =

newUser.registerUser (“https://www.cryptopro.ru/ui”); // peruncTtpayus

Cnncok nonein, KOTOpoe HY>XXHO nepefaTtb B YL ona perncrpaymu nonb3oBaTess, 3anonHaeTcs
napamMn «oid»=«3HauyeHune»; OID'bl nonen MoryT ObiTb MNOJyYeHbl 3apaHee C MOMOLLbI (YHKLUN

getUserRegistrationFields. B npumepe 3ano/IHAIOTCA TONIbKO ABa MoJs, XOTH KOJNYeCTBO
nonen MoXXeT BbITb NHbIM.

Danee 3anosiHaeTcod co3paeTcda obbekT KJlacCa CA20AuxiliaryUserInfo C
OOMOJIHNTENbHON WMHGopMaunen o nonb3oBaTene. CNMCOK MNofsien nepepaeTcsa B Khacc
CA20User c nocnenyrowmm Bbi30BOM DYHKLUN registerUser.

Knacc CA20UserRegisterInfoStatus noka3biBaeT pe3ysbTaT perncrpaumm - ctatyc E B ciyvae
owmnbkun, C - ecan onepaums 3aBepLUeHa yCnewHo, A - eC/in 3anpoc MpPUHAT, Q - ecan onepauus elle
BbINONHAETCA  (HeobxooMMO  MepuoamnYecku  MPOBEPSATb  COCTOAHME € MOMOLbI0  (YHKUUN
checkUserStatus knacca CA20User). B cny4ae 3agepxkm perncrpaunm uin ee ycrielHoro 3asepLueHus
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06bekT knacca CA20UserRegisterInfoStatus 6OypeT copepXaTb TOKEH W Maposib MNoJsb30BaTeNs u
MaeHTUPUKaTop 3arnpoca perucTtpaumm nosb3oBatens:

if (luserStatus..getStatus().equalsignoreCase(CA20Status.STATUS REQUEST C)) {
Thread.sleep(30 * 1000); // xaem 30 CeKyHZA

CA20User userinfo = new CA20User(userStatus.getTokenlD(), userStatus.getPassword(),
“nanka_nonb3oBaTtensa”);

CA20Status status = userinfo.checkUserStatus(

“https://www.cryptopro.ru/ui”); // nposepsem cTaTyC perucrpayum

Knacc CA20Status — 6a30BbIfi K/acC C ONMCaHUWEM BCEX OCHOBHbIX CTaTyCOB, BO3BpallaeMblX
BCEMW MEeTOoJaMW KNlacCcoB nakeTa caz2o.

MoagpobHoe onucaHue kKnaccoB CA20User, CA20Status m CA20UserRegisterInfoStatus
eCTb BJavadOC-,ﬂ,OKyMeHTaLI,VIVI nakeTa JCPRequest.

MprvMep WCMOJ/Ib30BAaHMS 3TUX KJIACCOB U (YHKUMIA €CTb B MNakeTe userSamples.ca20
MoLoysis samples.jar u Ha3bliBaeTcss CA20StepByStepExample.

6.3.lMosly4eHne cnncka KopHesbix cepTudgukaTos YL, 2.0

Onsa nony4eHMa CNMCKa KOPHEeBbIX cepTudukaTos YL cnepyeT Bbi3BaTb CAeAYHOLWLYIO
cTaTnyeckyto pyHKuuno getRootCertList kKnacca CA20GostCertificateRequest:

Certificate[] rootCerts = CA20GostCertificateRequest
.getRootCertList("https://www.cryptopro.ru/ui");

ByneT nonyyeH Cnncok KopHeBbIx cepTudumnkaTos YL, B faHHOM ciiyyae - no npotokony HTTPS.

MprvMep wncnonb3oBaHMSA 3Tol dyHKUMM €CTb B rakeTe userSamples.ca20 wMoayns
samples.jar u Ha3biBaeTcA GetCA20RootCertificateExample.

6.4.lMosy4eHmne cnmncka 3arnpocoB Ha cepTUPUKaThbI
noJsib3oBaTend

IOna nosny4yeHma cnnucka 3anpocoB Ha CepTUPUKaTbl 3aperncTpMpoBaHHOro paHee noJjib3oBaTens
cnepnyet MCMNoJ/1Ib30BaTb CTaTUYeCKYyIo PYyHKLUUIO getCertificateRequestList Kfacca
CA20GostCertificateRequest u Knacc CA20User:

CA20User userInfo = new CA20User(“token”, “password”, “nanka_nonb3osatensa”);
// 3aperncTpupoBaHHLIi NoNb30BaTE b

Vector<CA20CertificateRequestRecord> requests =
CA20GostCertificateRequest.getCertificateRequestList(

“https://www.cryptopro.ru/ui”, userInfo); // cnucok nap 3anpocoB

B requests 6yayT nomeLleHbl 3anpockl Ha cepTudukaTtel. NoapobHoe onncaHmne Knacca ecTb
B Javadoc-gookyMeHTaumn naketa JCPRequest. Knacc CA20CertificateRequestRecord comepxuT
onuncaHwe 3anpoca MoJib3oBaTess, YacCTHOCTU: WAeHTUduMKaTop 3anpoca (certRequestId),
naeHTudukaTop noas3osatens (userId) n CANCOK APYrux Nonen.
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Mpn nepepavye B QYyHKLMIO getCertificateRequestList o0b6bekTa nosb3oBaTeNsa C
yKa3aHneM TOKeHa 1 maponsa aBTopusaumnsa bygeT NnpomcxoonTb MO TOKeHY 1 naposat. OgHako
ec/qin noJib3oBaTesib OTNpaBua MoaTBepXAeHne YCTaHOBKU cepTudukaTa Ha cepsep, nocre
TOro, Kak OH ero — cepTudukaT - Moayyusa, To noTpebyeTca aBTopusaunsa No cepTudunkaTy
nonb3oBaTensd. Ee MOXXHO BbINOJHNTb HECKOJIbKUMKU criocobaMu, ONMMCaHHLIMU B C/IEeAYIOLLEM
pa3gene.

MprvMep WCNOMb30BaHMS 3TUX KAacCoB U (YHKUMA €eCTb B MNakeTe userSamples.ca20
Moayna samples.jar WM Ha3biBaeTca CA20StepByStepExample.

6.5.[loaTBep>xaeHne (hakTa YCTaHOBKU cepTUdmKaTa
rMoJib30BaTesig U aBTOpM3aLMaA NO TOKEHY U MapoJIo NN
cepTudmKaTy NMoJib30oBaTesNs

Mocne TOro, Kak MoJsb30BaTeNb MOJYy4YUs cepTuukaT (CM. pasgenbl ganee),
pekoMeHAyeTCs OTNpPaBUTb NOOTBEP)XOEHME O TOM, YTO OaHHbIN CepTUPMKAT YCTaHOBNEH B
KJII04YEBOW KOHTENHep:

CA20User userInfo = new CA20User(“token”, “password”, “nanka_nonb3osaTtena”); //
3aperucTpupoBaHHblii Nosb3oBaTesb

CA20RequestStatus status = CA20GostCertificateRequest.

markCertificateInstalled(“https://www.cryptopro.ru/ui”, userInfo,
«MAeHTupmKaTop_sanpoca_Ha_cepTupukar»);

MNMonb3oBaTeslb MMeeT Ha MOMEHT OTMNpPaBKW YBEAOMJIEHWS TOKEH W naposib U
aBTOPU3YETCs C UX nomollbio. Mocne oTpaboTkn 3anpoca B nose status byneT cogep>xaTbCs
nHgopmaumsa o6 obpaboTaHHOM 3anpoce M cTaTyC K. Mpu nocneaylowmux obpalweHusx K YL
noTpebyeTcs aBTOpU3aLMa No cepTuUdUKaTy Nosib3oBaTeNs.

Ecnu yBepomneHue 06 yCTaHOBKe cepTudumnkarta He 6b1s10 OTrnpaBJiIeHO, TO MO>XXHO MpPoAoJ/IXXaTb
aBTOPM30BaTbCA MO TOKEHY N Mapoio.

KeyStore trustStore = KeyStore.getInstance(JCP.CERT_STORE_NAME);

trustStore.load(new FileInputStream(«nyTb_K_XpaHWAuly JOBEPEHHbIX_CepTudnkaTos»),
«Napob_K_XpaHunuuy»);

KeyStore keyStore = KeyStore.getInstance(JCP.HD_STORE_NAME);
keyStore.load(null, null);

CA20CertAuthUser userInfo = new CA20CertAuthUser(keyStore,
«MNaposib_K_KOHTelHepy_nonb3oBaTensa», trustStore, «nanka_nonb3oBaTena»); //
nonb3oBaTtens YL, aBTopu3ylwuMincsa no ceptupukaty

Tenepsb, Npu nepepadvye userInfo, Hanpumep, B PYHKUUIO NONYyHEHNS CNUCKA 3aNpocoB
Ha cepTuduKaTbl (CM. NpeabiayLWmnin NYHKT), aBTopu3aumsa 6yaeTt BbIMOAHATLCA MO
cepTudukKaTy Nosb3oBaTeNs, a He TOKeHy 1 napoJio.

[ pyroi BapraHT aBToOpM3aLMn MO CepTUUKATY — 3TO UCMOJIb30BaHUE
System.setProperty, Hanpumep, Tak

System.setProperty("javax.net.ssl.trustStoreType", JCP.CERT_STORE_NAME);
System.setProperty("javax.net.ssl.trustStore", "nyTb_k_dakny_xpaHunuwa");
System.setProperty("javax.net.ssl.trustStorePassword", '"naponb_K_xpaHunuwy");
System.setProperty("javax.net.ssl.keyStoreType", JCP.HD_STORE_NAME);

System.setProperty("javax.net.ssl.keyStorePassword",
"naposib_K_KOHTeliHepy_nonb3oBaTena");
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CA20CertAuthUser userInfo = new CA20CertAuthUser («nanka_nonb3osatensa»); //
nonb3oBaTenb YU, aBTopu3ylowuiica no ceptudukaTty, ¥ nocnegywuwee ucnonblopaHue userInfo

MpuMep MCNONb30BaHUA 3TUX KACCOB U (PYHKUUN eCTb B NakeTe userSamples.ca20
Moayssa samples.jar n Ha3biBaeTcs CA20StepByStepExample.

0.6.[ eHepaumsa 3anpoca Ha cepTUPUKaT, NpPoBepPKa CTaTycCa
cepTurKaTa 1 noslydeHne CoOOTBETCTBYIOLLEr0 3anpocy
cepTuurkaTa

Ona BbINOJIHEHUA reHepauun 3anpoca Ha cepTudukaT [aa 3aperucTpmpoBaHHOro
nonb3oBaTesns MO>XHO cnepoBaThb pasgeny 4.2, HO NCMosib30BaThb Knacc
CA20GostCertificateRequest, Hanpumep:

CA20User userInfo = new CA20User (“token”, “password”, «nanka_nonb3oBaTens»); //
3aperucTpupoBaHHblii Nofb3oBaTesNb

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_DH_NAME); //
anropuTM Knwoya

KeyPair pair = kg.generateKeyPair(); // reHepauus

CAl5GostCertificateRequest req = new
CAl5GostCertificateRequest (JCP.PROVIDER_NAME);

req.init(JCP.GOST_EL_DH_NAME, false);
req.setPublickKeyInfo(pair.getPublic());

req.setSubjectInfo(“2.5.4.3=test,2.5.4.6=RU”); // cnucok noneii 3anpoca (subject
name) AoO/MXeH coBnafjaTb CO CMUCKOM, NepefaHHbM paHee AN perucTpauuum nonb3oBaTens

// [LobaBneHne 0ID'a wabnoHa cepTudukaTta

final String sz0ID_CERTIFICATE_TEMPLATE = "1.3.6.1.4.1.311.21.7"; // 0ID
pacwupeHusi B 3anpoce

OID OID_CERTIFICATE_TEMPLATE = new OID(szOID_CERTIFICATE_TEMPLATE);
0ID selectedTemplateO0id = new OID(template.getOid());

// ®oopmaTt: wabnoH, 1, O.
CertificateTemplate certificateTemplate = new CertificateTemplate(
new AsnlObjectIdentifier(selectedTemplateOid.value),

new AsnlInteger (1), new AsnlInteger(0));

AsnlDerEncodeBuffer buffer = new AsnilDerEncodeBuffer();

certificateTemplate.encode(buffer);

byte[] encodedCertificateTemplate = buffer.getMsgCopy();
AsnlOctetString certificateTemplateValue = new

AsnlOctetString(encodedCertificateTemplate);

Extension templateExtension = new Extension(new AsnlObjectIdentifier(
OID_CERTIFICATE_TEMPLATE.value), certificateTemplatevalue);
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req.addExtension(templateExtension);

req.encodeAndSign(pair.getPrivate(), JCP.GOST_EL_SIGN_NAME); // noanucb 3anpoca

CA20RequestStatus requestStatus =

req.sendCertificateRequest(“https://www.cryptopro.ru/ui”, wuserInfo); // oTnpaBka
3anpoca

C nomouwblo Knacca CA20User 3ajaeTca 3aperucTpMpoBaHHbLIA  MOJIb30BaTENb,
reHepmpyeTcsa Ki4yeBas napa Ha anaroputme FOCT P 34.10-2001 DH. 3aTeM hopmupyeTtcs
3anpoc ¢ wuHdopMaumen o Bnagensue (subject), NONHOCTLIO COOTBETCTBYIOWEN CMUCKY
nosien, nepedaHHOMy NMpu perucTpauum OaHHOro rnosb3oBaTtens. B Teno 3anpoca nobasnseTcs
HeKpUTUYeckoe pcwmpeHne 1.3.6.1.4.1.311.21.7", copepxawee wHdpopmaunio o6
NCcnosib3yeMomMm wWabsioHe (0 TOM, KakK NosyyYnTb WabsoHbl, onMcaHo B cneaywouwem pasgene). C
nomoulbio pyHKUMM sendCertificateRequest knacca CA20GostCertificateRequest 3anpoc
nepenaetcsa B YLU. NHpopMaumnsa co ctaTtycoMm o06paboTkm onepauumm noMewaeTcs B 06beKT
Kflacc CA20RequestStatus.

MoopobHoe onucaHMe knacca CA20RequestStatus ecTb B Javadoc-fOKyMeHTauuu
nakeTa JCPRequest. OH MO3BONSAET y3HaTb MAEHTUGUKATOP 3anpoca u cTtaTyc obpaboTku: E B
cnyydae ownbkm, C B cnyyvae ycnewHonm obpaboTku, A — ecnu 3anpoc MNpuHAT, Q B cayvae
npoaosKatouwenca obpaboTkm, D B cyyHae oTKkasa B obpaboTke.

YT0ObI Y3HAThL CTaTyCc 06paboTKM N yCTaHOBUTL (haKT BbiNyCcKa cepTuduKaTa, cnegyeT
BbIMOJIHATb MPOBEPKY:

CA20RequestStatus certStatus = CA20GostCertificateRequest.checkCertificateStatus(
“https://www.cryptopro.ru/ui”, userInfo,

requestStatus.getCertRequestId()); // wncnonb3yem uaeHTudukaTop 3anpoca AN4
NpoBEPKU, BhINYWEH Nn cepTudukat

ObBbeKkT certStatus TakXe MOXeT BEPHYTb OAUH N3 CTaTyCOB, NEPEYNUCNEHHbIX BbIlUE.
Ecnn 6bin nonydeH C, TO MOXHO 3arpysutb cepTudumkaT B DER-koaMpoBKe C MOMOLLbIO
CcTaTmyeckon pyHkumm getCertificateByRequestId knacca CA20GostCertificateRequest:

byte[] certificateEncoded =
CA20GostCertificateRequest.getCertificateByRequestId(
“https://www.cryptopro.ru/ui”, userInfo,

requestStatus.getCertRequestId ()); // wncnonb3lyem maeHTUdMkaTop 3anpoca

Ecnn B certStatus 6bi1 moay4eH cTaTyc A unu Q, TO MOXXHO BbIMOJIHUTbL MPOBEPKY
CTaTyca ¢ nomowbio checkCertificateStatus no3xe U NOBTOPHO 06paTuUTbCA K
getCertificateByRequestId.

Mpeobpas3oBaTb NOJIyYEHHbIN MaccuB 6aiToB, COOEP KALLNA CEPTUPMKAT, MOXKHO Tak:
X509Certificate certificate =
(X509Certificate) CertificateFactory.getInstance("X.509")
.generateCertificate(new ByteArrayInputStream(certificateEncoded));

Mpumep MCMNoONb30BaHUA 3TUX KNaccoB M OYyHKUMIA eCTb B nakeTe userSamples.ca20
Moayna samples.jar M Ha3biBaeTca CA20StepByStepExample.
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6.7.Mony4yeHne cnucka wabnoHos cepTudgumkaTos YL, 2.0

C nomowbl @QYyHKUMKM getUserCertificateTemplates knacca CA20User MOXHO
noNyyYnMTb Ccnucok wabsnoHoB cepTudukKaToB Manku, B KOTOPOM 3apernucTpupoBaH
rnosib3oBaTeslb:

CA20User userInfo = new CA20User (“token”, “password”, «nanka_nonb3oBaTtensa»); //
3aperucTpUpoBaHHLIi Monb3oBaTeNb

Vector<CA20GostTemplateField> templates = userIn-
fo.getUserCertificateTemplates(“https://www.cryptopro.ru/ui”);

Cnucok templates 6ypeT copepxaTb nepeuyncieHue wabnoHoB B Buae 0OBLEKTOB
kKnacca CA20GostTemplateField M MO3BOUT YCTaHOBUTb MOAAEPXUBAEMbLIA TUM KIOYEN
(keySpec), mmsa wabnoHa (name), nokanm3oBaHHoe uMA wabnoHa (localizedName), OID
wabnoHa (oid) w cnar npaBa aBTOMaTMYECKM BbINYCTUTb cepTudukaT (authApproval).
MNoapobHoe onucaHune Knacca CA20GostTemplateField ecTb B Javadoc-AOKYMeHTaUUM NakeTa
JCPRequest.

MpumMep MCNONb30BaHUA 3TUX KNaccoB U PyHKUMIA eCTb B MakeTe userSamples.ca20
MoOynsa samples.jar M Ha3blBaeTcs CA20StepByStepExample.

6.8.[lonly4eHmne cnucka 3anpoCcoB Ha OT3bIB CepPTUPUKATOB

C MOMOLLbIO CTaTn4yeckon PYyHKLNN getRequestRevocationlList Kfnacca
CA20GostCertificateRequest MOXHO TMOJY4YUTb CMNCOK 3aMpoCOB OT3blBa CepTUPUKATOB
nonb3oBaTens:

CA20User userInfo = new CA20User (“token”, “password”, «nanka_nonb3oBaTens»); //
3aperncTpuMpoBaHHbLIi NONb30BaTe b

Vector<CA20RevocationRecord> revocations = CA20GostCertificateRequest.
getRequestRevocationList(“https://www.cryptopro.ru/ui”, userInfo);

Cnucok revocations bygeT cogoep)xaTb nepeyncneHue wabsoHoB B Buae 06beKTOB
KJlacca CA20RevocationRecord ©n nMo3BOJIUT Y3HaTb WAEHTU(MUKATOP 3anpoca OT3bIBa
(revRequestId) wn pgpyrme napameTpbl (MAeHTUPUKATOP 3ampoca Ha cepTudukar,
naeHTUUKaTop Nosb3oBaTens u T.4.). NMoapobHoe onucaHmne kKnacca CA20GostTemplateField
eCTb B Javadoc-gokyMmeHTauuun naketa JCPRequest

Mpumep MCMoONb30BaHUA 3TUX KMacCoB U QYyHKUMA eCTb B NakeTe userSamples.ca20
Moayna samples.jar M Ha3biBaeTca CA20StepByStepExample.
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7. PaboTa c anekKTpoHHOW noanuckto ang XML-
NOKYMEHTOB

Kpuntonpoeangep Kpuntollpo JCSP obecneymBaeT (opMMpoOBaHME W MPOBEPKY 3SNEKTPOHHOWN
noanucu B cooTBeTcTBUM C anroputmom FOCT P 34.10-2001 u TOCT P 34.10-2012 ona oTAeslbHOro
obbekTa XML-gokymeHTa, ana scero XML-goKyMeHTa, a TakXe ANa ABYX He3aBMCUMMbIX NOAMUCEN BCEro
XML-pokyMeHTa.

Kpuntonposanpnep Kpuntollpo JCSP no3BonseT OCylWwecTBAATb (OPMUPOBAHME U MNPOBEPKY
3N1eKTpPoHHON noanucnm XML-gokymeHTa B COOTBETCTBUM C anroputmom FOCT P 34.10-2001 n FOCT P
34.10-2012. Mpwu >Tom kKpuntonpoBangep Kpuntollpo JCP wucnonb3yet 4YeTbipe 6ubanotekn,
obecneynBatome paboTy C 3N1EKTPOHHOW NOANNCLI0 XML-00OKYMEHTOB:

commons-logging.jar
serializer.jar
xalan.jar

xmlsec.jar

Ona koppekTHon paboTbl KpunTonpoBampepa Bce 3Tn 6GMBANOTEKM [A0/MKHbI ObiTb
CKaYaHbl C canTa http://www.apache.org. PekomMeHAOyeTCsi BOCMOJIb30BaTbCA CCbIJIKOM
http://xml.apache.org/mirrors.cqgi, Bbibnpasa nocnenHow0 BEPCUO NPOAYKTa.

OCHOBHble onepauun OoCyYWecTBAAITCS Npu  noMowun GQYHKLUMA  Ceaylwmx KJacCoB:
org.apache.xml.security.algorithms, org.apache.xml.security.exceptions, org.apache.xml.security.keys,
org.apache.xml.security.signature, org.apache.xml.security.transforms, org.apache.xml.security.utils.
MockonbKy kpunTonpoBangep Kpuntollpo JCSP He peannsyeT MeToAbl MePEeYNCIEHHbIX Bbille NaKeToB, a
nnwb obecnevymBaeT uUx nogaepxkKy ans anropmtma noanucu FOCT P 34.10-2001 n TOCT P 34.10-2012,
TO B A@HHOW AOKyMeHTauunu nogpobHoe onncaHne 3sTMX MeToA0B HE NPUBOANTCS.

Mepen HayYanoM wCNONb30BaHMA KnaccoB wu3  6Gubnmotekm XML Security Heobxonumo
3apernctpmpoBaTb FOCT anroputMmel. CaenaTb 3TO MOXKHO ABYyMSA cnocobamu:

Bo-nepBbiX, BbI30BOM MeToda ru.CryptoPro.JCPxml.XmlInit.init() (cTapbli M™MeTog
ru.CryptoPro.JCPxml.xmldsig.JCPXMLDSigInit.init() Toxe nooaepxuBaeTcs).

Bo-BTOpBbLIX, BbI30BOM CTaHpapTHOro WMHULManmM3aTopa
org.apache.xml.security.Init.init(), koTopbin obsizaTeneH npu paborte c Gubnmotekmn XML
Security, HO C npenBapuTenbHO YCTaHOBJIEHHbIM CBOWCTBOM

System.setProperty("org.apache.xml.security.resource.config",

"resource/jcp.xml") nnun ykasbiBas 3TO CBOMCTBO Mpu 3amnyckKe Java-MalluHbl cnegyowmMm obpasom:
java -Dorg.apache.xml.security.resource.config=resource/jcp.xml. Takum obpa3om,
pernctpaums [OCT anroputmMoB He TpebyeT nepekoMnuasuMn npuioxeHus. CooTBeTCTBylOLLME
KOHCTaHTbl onpegeneHbl B panne ru.CryptoPro.JCPxml.Consts

/**

* umsA Property HacTpoWKu KoHourypauumu.

*/

public static final String PROPERTY_NAME = "org.apache.xml.security.resource.config";
/**

* UmMA pecypca KoHourypauuu.

*/

public static final String CONFIG = "resource/jcp.xml";
/**

* anroput™m nognucu (FOCT P 34.10-2001)

*/

public static final String URI_GOST_SIGN = "http://www.w3.0rg/2001/04/xmldsig-
more#gostr34102001-gostr3411";

/**

* anropuTM X3WWPOBAHMS, MCNOAb3yembli npu nognucu (FOCT P 34.11-94)
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*/

public static final String URI_GOST_DIGEST = "http://www.w3.0rg/2001/04/xmldsig-
more#gostr3411";

/**
* anroput™m nognucu (FOCT P 34.10-2001) no HOBOMY CTaHAapTy
*/

public static final String URN_GOST_SIGN =
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102001-gostr3411";

/**
* anropuTM XawupoBaHusa, FOCT P 34.11-94 no HOBOMY CcTaHAapTy
*/

public static final String URN_GOST_DIGEST =
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr3411";

Jx*

* URN anropuTma nognucy nNo HOBOMY CTaHAapTy

* http://tools.ietf.org/html/draft-chudov-cryptopro-cpxmldsig-07

*/

public static final String URN_GOST_HMAC_GOSTR3411 =
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr3411";
Jx*

* anroput™m nognucu (FOCT P 34.10-2012? 256)

*/

public static final String URN_GOST_SIGN_2012_256 =
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-gostr34112012-256";
Jx*

* anropuTMm xawuposaHus, FOCT P 34.11-2012 (256)

*/
public static final String URN_GOST_DIGEST_2012_ 256 =
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-256";
Jx*

* anroput™m nognucu (FOCT P 34.10-2012? 512)

*/
public static final String URN_GOST_SIGN_2012_512 =
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-gostr34112012-512";
Jx*

* anropuTMm xawuposaHusa, FOCT P 34.11-2012 (512)

*/
public static final String URN_GOST_DIGEST_2012_ 512 =
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-512";

Ona nageHTUdMKaUUM POCCUNCKUX anaropuTMOB MNOAMANCU W X3WMPOBaHMSA BHyTpn XML B
KpunTtollpo CSP 2.0, 3.0, 3.6 mn paHHMXx Bepcuax Kpuntollpo JCP wucnonb3oBanncb crenytowme
MPOCTPaHCTBa NMEH: D,ﬂﬂ aJropntma XawnpoBaHUA MCrnonb30BasjioCb MPOCTPaHCTBO nMmeH
http://www.w3.0rg/2001/04/xmldsig-more#gostr3411, a ans anropuTtma nognucum
http://www.w3.0rg/2001/04/xmldsig-more#gostr34102001-gostr3411. 3TMm npocTpaHCTBa
UMEH WCMNoJIb30BaTb HE pekoMeHAayeTcsi, XoTa paboTocrnocobHOCTb MOJSIHOCTbIO COXPaHeHa AN
comecTumocTu. C MosIBNEHMEM HOBOro MpoeKTa CTaHfapTa PeKoOMeHAyeTCs WCMonb30BaTb A
anroputma noanucum urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102001-
gostr3411 " ansa anropmTtma X3WMpoBaHUA
urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr3411
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Ha ocHoBe MeTOAOB MepeyvYucsieHHbIX BbiWe MakeToB Kpuntonposangep Kpuntollpo JCSP
MO3BOJISET OCYLLEeCTBAATb (hopMUpPOBaHME MOAMNUCK KaK oTAesbHOoro obbekTta XML-OOKyMeHTa, Tak u
BCcero cogepXxumoro XML-gokymeHTa (COOTBETCTBEHHO, MPOBEPKY MOAMUCK KaK 0bbekTa, Tak U BCero
COLEP>XXMMOro AoKyMmeHTa). MoMnMo 3TOro cyuiecTsyeT BO3MOXKHOCTb (POPMUPOBAHUSA U NPOBEPKN ABYX
He3aBMCUMbIX noanucen ogHoro XML-nokyMeHTa. Bce nepeyncneHHble cnocobbl co3paHnsa 1 NPOBEPKU
3NeKTpoHHOW noanucn XML-pokymeHTa gns anroputma FOCT P 34.10-2001 n FOCT P 34.10-2001
nogpobHo onuceiBaldTCA B MNpuvMepax, KOTopble BXOAAT B KOMMAEKT MOCTaBKM MPOrpaMMHOro
obecnevyeHus Kpuntollpo JCSP (samples/samples_src.jar/xmlSign/).

BHuMaHue! Bubnumoreka JCPxml.jar pos>kHa HaxoAauTbCA BMecTe C Oubnuorekom
xmlsec.jar, Tak 4T06bl ClassLoader npu 3arpy3ke knacca, peanusywowero anroput™ [OCT u3
6ubnuotekn JCPxml.jar, umen goctyn K 6a30BOMy Knaccy, KOTOpbIN HaxoauTcsa B bubnnoreke xmisec.jar.
Hanpumep, ecnn cepBepHoe NpusIoXKeHne, KOTopoe A0J/KHO MPoBepsiTb NOAMNUCH, 3aMNyLLEHO Ha cepBepe
J2EE n BkntovaeT B cebsa bubnmorteky xmlsec.jar, a JCPxml.jar yctaHoBneHa B lib/ext, mnosaBuTca KOHMOAUKT,
KOTOpbIA  cOeflaeT  HEeBO3MOXHOW  noanucb/npoBepkKy. Cuctemubln  ExtClassLoader, KoTopbin
OoCyLLecTBASET 3arpy3ky us lib/ext, He bypeT nmeTb JocTyn K 6@30BOMY KlacCy U HE CMOXKET 3arpy3uTb
knaccel n3 JCPxml.jar. B cBoto ovepenb ClassLoader npunoxenunsa (WebappClassLoader) He 6yneT umeTb
[ocTtyn K Knaccam wu3 JCPxml.jar. Ona ycTpaHeHWA KOHMAMKTa MOXHO nepesioxunTb 6mbnuoTteky
JCPxml.jar B npunoxxeHune kK bubnmoteke xmlsec.jar.
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8. KpunTollpo Java CSP n Cryptographic Message Syntax
(CMS)

Kpuntonposangep Kpuntollpo JCSP no3BossieT oOCyWecTBAATb (OpMUpOBaHME U MNPOBEPKY
3N1EKTPOHHOW NOAMUCK B COOTBETCTBUM C anroputmamm noanucm FOCT P 34.10-2001 n FOCT P 34.10-
2012 n anroputMmamm xawmnposaHunsa FOCT P 34.11-94 n TOCT P 34.11-2012 pna coobwieHnin, co3gaHHbIX
Ha ocHoBe Cryptographic Message Syntax (CMS).

Mpumepbl co3paHMa u noanucm coobuweHun CMS, a Takxe NPOBEPKM MNOAMUCU BXOAAT B
KOMMNEeKT MocTaBku nporpamMMHoro obecneyeHns KpunTollpo JCSP
(samples/samples_src.jar/CMS_samples/). B cootBetcTtBuM c Cryptographic Message Syntax
noAnncb MoxeT BbITb 2X BUAOB: MOANUCL Ha AaHHbIE U NOAMUCL Ha NoAnucbiBaeMble aTpnbyThl noanucu
(ecnn oHun cywecTBytoT (cM. CMS)), 4TO 1 peasn30BaHO B NMpMUMepax.

8.1.Ucnonb3oBaHue ytunutbl ComLine

Mpwn BbinoNHeHNN KoMmaHabl CheckConfFull nponcxoanT npoBepka BCeX YCTAHOBJIEHHbIX MOOYEN,
B TOM 4ucne un JCSP. MNMposepkun JCSP BKAOYaAlOT: BbiNOJHEHNE NPOOGHOM NOAMUCA U MPOBEPKM MOAMUCH,
reHepauuio K/KYen W Cco34aHMe XpaHwauuwa [OBEPEHHbIX CepTuduKaToB, 3awundpoBaHue u
pacwndpoBaHne TeKCTa, coeaunHeHme o npoTtokoay TLS 1.0 € umMCNonb30oBaHMEM KJIMEHTCKOW
ayTeHTudnkaumm n 6e3 (JCSP + cpSSL).

8.2.0cobeHHOCTM NCNOoIb30BaHNSA C APYTrUMU MOOYNSAMU

Y1obbl MCMONb30BaTb YCTaHOBMAEHHbIM npoBangep JCSP B CAdES Bmecto JCP, nepeg
BbIMOJIHEHNEM KOAa c/iefyeT 3anncaTbh C/IeAYIOLLYI0 KOMaHAY:

CAdESConfig.setDefaultDigestSignatureProvider ("JCSP"); // knacc CAdESConfig BxoauT B
nakeT ru.CryptoPro.CAdES

nméo
System.setProperty("ru.CryptoPro.defaultProv", "JCSP");

KOHTEKCTbl KJlOYen, X3len, KOoHTelHepa ocBoboxpatoTca B MeTodax finalize() obbekTos
COOTBETCTBYOLWMNX KNAaCCOB.

67


ftp://ftp.rfc-editor.org/in-notes/rfc2630.txt
ftp://ftp.rfc-editor.org/in-notes/rfc2630.txt
ftp://ftp.rfc-editor.org/in-notes/rfc2630.txt
ftp://ftp.rfc-editor.org/in-notes/rfc2630.txt
ftp://ftp.rfc-editor.org/in-notes/rfc2630.txt
ftp://ftp.rfc-editor.org/in-notes/rfc2630.txt
ftp://ftp.rfc-editor.org/in-notes/rfc2630.txt

XKTAN.00087-01 90 03. KpunTollpo CSP 5.0 KC1 ucnonHeHue 1-Java. PykoBoacCTBO nporpamMMucTa

9. Nlcnonb3oBaHue bubnnoTekn CAJES.jar ansa cosgaHus,
MPOBEPKU 1N YCOBEPLLUEHCTBOBAHUSA noannucm goopmaTa
CAdES-BES, CAdES-T n CAdES-X Long Type 1

B coctas anctpubytuea «Kpuntollpo JCSP» Bepcua 5.0 exoant bubnmnoteka CAdES.jar.
Ee Ha3HavyeHne — co3gaHuMe, NMpoBepkKa W ycoBeplleHCTBOBaHWe noanucu gopmaTta CAdES-
BES, CAdES-T n CAdES-X Long Type 1.

CAdES (CMS Advanced Electronic Signatures) — 3To cTaHgapT 3/IEKTPOHHOW Nognucu,
pPacWMPAOWNA BEPCUIO CTaHdapTa 3NeKTpoHHow nognucn CMS un paspaboTaHHbin ETSI.
[NaBHbLIM LOKYMEHTOM, KOTOPbIA OMNMUCbIBAET OaHHbIA CTaHOapT, asnsetca ETSI TS 101 733
Electronic Signature and Infrastructure (ESI) (https://tools.ietf.org/html/rfc5126,
https://www.etsi.org/deliver/etsi ts/101700 101799/101733/01.08.01 60/ts 101733v010801p.p
df).

CAdES-BES (Basic Electronic Signature) - ocHoBHOMW W©n npocTenwunn dopmaTt
3/IeKTPOHHOW MOAMUCK, OMUCbiBaeMblin B cTaHgapTe CAdES. OH obecneudmBaeT 6a3oByto
NMPOBEPKY MOOJIMHHOCTWU AaHHbIX U 3aWUTY UX LENOCTHOCTU. BKIOYEHHbLIE B HErO aTpubyThI
OOJDKHbI NPUCYTCTBOBaTb U B Apyrux gopmatax CadES. CAdES-BES copepxuT crnegyiouime
aTpubyThl:

*Habop oba3aTenbHbIX NognucbiBaeMbix aTpmbyToB (onpeneneHo B CAdES). ATpubyThl
Ha3bIBalOTCA MNOAMUCAHHLIMU, €CIU reHepauma NOoANUCUA MPOUCXOAUT OT COBOKYMHOCTU 3TUX
aTpubyToB 1 AaHHbIX NOJIb30BaTENS;

*3HaYeHMe UUpPOBOM NOAMNUCKU, BbLIYUC/IEHHOE O/ [JaHHbIX TOJib30BaTens U
NoAnucbiIBaeMblx aTpubyToB. [NA BbIYUCIEHUS 3TOro 3HAa4YeHUs OObIYHO MWCMOJIb3YIOTCS
aNropuTMbl reHepaunmn LMOPOBOA NOANUCH.

Takxe CAJES-BES MoxeT copgep>xaThb:
*Habop OonoSHNTENbHbIX aTPpUbyTOB;
*Habop HeobsiI3aTeNbHbIX NOAMNCLIBAEMbIX aTPUOYTOB.

MoxeT coaepXaTb noanmcbiBaeMble OaHHble MOJib30BaTeNA, MOoA4 KOTOPbIMA MOHMMaETCA
OOKYMEHT nnin coobuleHne noanucbiBatoLemn CTOPOHHbI.

MommnMo nognucbiBaeMbix aTpubytoB, B CAdES-BES M™MoxeT ©ObiTb BKJIHOYEH
HenognucbiBaeMbln aTpmbyT counter-signature. OH onpenenseT @akKT MHOMOKPaTHOro
noanucbiBaHMsA coobuieHuns.

CAdES-T (Timestamp) - 3T0 popMaT 3N1E€KTPOHHOW MNOAMUCU C OOBEPEHHbLIM BpeEMEHEM.
[loBepeHHOe BpeMsa MoXeT BbITb yKasaHo ciefyowmmMm cnocobamu:

*C nomMoulblo HenognucbiBaeMoro atpubyTa signature-time-stamp, BKOYEHHOro B
31IEKTPOHHYIO MOAMNUCH;

*C NMOMOLLbIO OTMETKW BPEMEHU, MPeAcCTaB/IEHHON MOCTABLINKOM [OOBEPEHHbIX YCayr
(Trusted Service Provider).

NHorpa BO3HWKaeT CUTyauus, B KOTOPOW MCMOJSb30BaHHbIE cepTudUKaTbl, Byayym
LEeACTBUTESIbHBIMM Ha MOMEHT reHepauumn noanucu, Gblinm oTo3BaHbl Mocse 3Toro. MosTomy
ANsi noKasaTesbCTBa TOro, YTO AaHHble OblIM NoAnucaHbl A0 OT3blBa CEPTUGPUKATOB, N YTO
3TU [aHHble CYLWeCTBOBa/IM Ha OMpefesieHHbIA MOMEHT BPEMEHMW, WUCMOMb3YHTCS LWTaMmMbl
BPEMEHMN.

CAdES-X Long Type 1 npeactaBnseTt cobom moanucek ¢opmaTta CAdES-T, B KOoTOpyto
nobaBneHbl HemnoanucbliBaeMble aTpubyTbl complete-certificate-references n complete-
revocation-references, certificate-values n revocation-values n wtamn spemeHn CAdJES-C-time-
stamp. complete-certificate-references cogepxuT wmnaeHTUOUKaTOPbl BCEX CEPTUPMUKATOB,
NCNOSb3YIOLWNXCA MNpu  npoBepke noanucu. complete-revocation-references conepxuTt
noeHTudukaTopbl CepTUPMKATOB M3 CNMCKa OT3biBa cepTudumnkaTtoB (Certificate Revocation
Lists, CRL) n/unun oTBeTbl NPOTOKO/I@ YCTAaHOBIEHMA cTaTyca cepTudumnkaTtos (Online Certificate
Status Protocol, OCSP), KoTopble ncnonb3ytTCca ona nposepku nognucu. AtTpnbyt CAdJES-C-
time-stamp copepXuWT wWTaMn BpeMeHW Ha Bcen noanucu (buHapHoM noAmMmucKM u ee
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aTpubyToB). 3170 obecnedymBaeT LENOCTHOCTb W HaaM4ne LOBEPEHHOro BPEMEHU BO BCEX
3NneMeHTax noanumcn. Tem cambiM, 3TOT aTpubyT NO3BONSAET 3alLUNTUTbL CEPTUDUKATDLI, CNCKN
OT3blBa CepTUUKATOB U OTBETbl MPOTOKOJSIA YCTAHOBJEHUS CTaTyCa CepTUPMKaATOB,
MHdOPMaLMSA O KOTOPbIX 3anMcaHa B MNOAMUCK, MPU KOMMOPOMETaUWUW KJKYa UeHTpa
cepTudukKaunm, Kawya wusgaTtens CNUCKa OT3blBa CepTUUMKATOB WU KAloYa mlpaTtens
MPOTOKOMa YCTaHOBJIEHNA CTaTyCa cepTudukaTtoB. ATpmnbyThl certificate-values n revocation-
values npenctaBnsAT coboN NMosHblE AaHHbIE CEPTUHONKATOB U CMUCKN OT3blBa CEPTURMNKATOB.
9tTnm obecne4ymBaeTcad A[OCTYyN KO BCenM uHdoOpMauum o cepTudUKaTax W OT3blBaXx,
HeobXxoanMbIX AJ1S MPOBEPKM MOANUCK (Oa)Ke eC/IN UX UCXOOHbIN UCTOYHUK HemocTyrneH), u
npenoTBpaLlaeTCcss BO3SMOXXHOCTb YTEpPU 3TON MHMOPMaLMN. BHYTPEHHMA WTamMn BpeMeHUN Ha
noanuce signature-timestamp TakXxe [OonosiHgeTcs aTpubyTtammn complete-certificate-
references, complete-revocation-references, certificate-values u revocation-values.

Bubnmnoteka CAdES.jar nMeeT HECKOJIbKO 3aBUCUMOCTEN:
*yCTaHoOB/EeHHbIN «KpunTollpo JCSP» Bepcusa 5.0;

*3aBUCMMOCTb OT 6ubnuotek bouncycastle Bepcum jdkl50n-1.50: bcpkix-jdkl50n-
1.50.jar un bcprov-jdk150n-1.50.jar;

*3aBUCMMOCTb OT BubnmnoTtekn AJES-core.jar.

Mepen ycTtaHoBkonm CAdES.jar pekoMeHOyeTCA CKOMMpoBaTb B Manky, Kygda
npou3BOANTCA YyCTaHoBKa, 6ubnmotekm bouncycastle n AdES-core.jar, ybeamBLLUNCb, 4TO
«Kpuntollpo JCSP» Bepcuma 5.0 yctaHoBseH. YcTaHoBuUTb CAdES MOXHO HECKOJIbKUMMU
cnocobamu:

«c nomoulbto setup.exe (B OC Windows) - B rpynne "CAdES, XAdES”;
«C nomowbto setup_console - B rpynne "CAdES, XAdES”;

*C nomMouwbio KOMaHJJ,HOIZ CTpOKK, nNyTeMm nocnepgoBaTes/ibHONr0O Bbli30Ba KJIaCCOB-
YCTaHOBLUMKOB CHa4Yasna moaynsa AdES-core (java -jar AJES-core.jar), 3aTeM — yCTaHOBLUMKA
moayna CAdES.jar (java -jar CAdES.jar);

*MPOCTbLIM KOMMpPOBaHUEM hansos, HanpumMep, B nanky JRE/lib/ext.

DokymeHTaunsa CAdES, BkoYalowas onmcaHne KaacCcoB 1 MeTOA0B, a TakXXe npuMmepsi
paboTbl, HaxoaMTcs B nanke javadoc auctpubyTtmea B anne CAdES-javadoc.jar. lMonHble
TEKCTbl MPUMEPOB CO3[4aHWUS, MPOBEPKM, YCOBEPLUIEHCTBOBAHUSA, 3aBEPEeHNa U T. 4. HaXo4aTcs
B nakeTe CAdES ganna samples-sources.jar.

CAdES npepocTaBnseT Heckosibko KhnaccoB: CAdESSigner, CAdESSignature n
EnvelopedSignature.

MoooepxmBaeTcs cozgaHue nognucen gopmaTa:
*CAdES-BES

*CAdES-T

*CAdES-X Long Type 1

Moonep)xmBaeTcs yCoBepPLUEHCTBOBaHME noanvucen opmaTa:
*CAdES-BES pno CAdES-T

*CAdES-BES no CAdES-X Long Type 1

*CAdES-T go CAdES-X Long Type 1

Mpumep cozpaHuna CAJES-BES n CAJES-X Long Type 1 nognucen.
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System.setProperty('"com.sun.security.enableCRLDP", "true");

System.setProperty("com.ibm.security.enableCRLDP", "true");

// 3aKpbiTblii K4 NOAMNUCH.

PrivateKey privateKey = ...;

// Uenouyka cepTudéukaToB NOAMNUCHU.

List<X509Certificate> chain = ...;

// Co3paem CAdES nognucehb.
CAdESSignature cadesSignature = new CAdESSignature(false);

// Job6baBnsem CAJES-BES nognucb Nel. Takxe MOXHO nepegaTb CRL Ana nNpoBepKW LEMOYKM
noagnmcaHTa BMECTO MCNonb30BaHus enableCRLDP

cadesSignature.addSigner (JCP.PROVIDER_NAME, JCP.GOST_DIGEST_OID,
JCP.GOST_EL_KEY_OID, privateKey, chain, CAdESType.CAdES_BES, null, false);

// Jo6aBnsiem CAdES-X Long Type 1 nognucb Ne2.
cadesSignature.addSigner (JCP.PROVIDER_NAME, JCP.GOST_DIGEST_OID,
JCP.GOST_EL_KEY_OID, privateKey, chain, CAdESType.CAdES_X_Long_Type_1,

"http://www.cryptopro.ru:80/tsp/", false);

// JaHHble ons MoAMWCU B BUAE MaccuBe.

byte[] data = ...;

// Byaywas nognucb B BMAE Maccusa.

ByteArrayOutputStream signatureStream = new ByteArrayOutputStream();

cadesSignature.open(signatureStream); // nogroToBka KOHTeKCTa

cadesSignature.update(data); // xewupoBaHue

cadesSignature.close(); // co3gaHue noagnucu C BbIBOAOM B signatureStream

signatureStream.close();

// TMonyyaem nognucb C ABYMsi MojgnucaHTamum B BUAe MacCUBE.

byte[] cadesCms = signatureStream.toByteArray();

Mpumep nposepkn noanucu CAJES-BES.

// WcxopgHasa CAdES-BES nognucb B Buae MNoToKa 6aliToB M3 ¢aina.

FileInputStream cadesCms = new FileInputStream('"signature.file");

// Uenoyka cepTudukKaToB NOAMNUCHU.
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List<X509Certificate> chain = ...;
// CepTudukatbl ANA NPOBEPKU MOAMNUCHK.
Set<X509Certificate> certs = ...;

// CRL gna npoBepKu MNOAMNUCHU.

Set<X509CRL> CRLS = ...;

// [ekopgupyem n npoBepsieM coBMmelweHHytw CAdES-BES nognuchb.
CAdESSignature cadesSignature = new CAdESSignature(cadesCms, null,

CAdESType.CAdES_BES); // pekogupoBaHue ¢ Tunom CAdJESType.CAdES_BES

cadesSignature.verify(certs, cRLs); // npoBepka, ecnum Heobxoguma

cadesCms.close();

Ecnm cnncok CRL oTcyTCTBYET, TO MOXKHO BKJIIO4YUTb MPOBEPKY LEMOYKN CepTUnUKaToB
OoHnanH c obpaweHmnem Kk CRL no ceTu:

System.setProperty('"com.sun.security.enableCRLDP", "true");

System.setProperty('"com.ibm.security.enableCRLDP", "true");

// WcxopHass CAJES-BES nognucb B Buae noTtoka 6aiitosB u3 ¢aina.

FileInputStream cadesCms = new FileInputStream('"signature.file");

// lUenoyka cepTudnkaToB MNOAMUCK.
List<X509Certificate> chain = ...;
// CepTudukaTbl 4719 NPOBEPKN MNOAMUCH.

Set<X509Certificate> certs = ...;
// lekopupyem u npoBepsieM coBmeleHHYytw CAJES-BES nopnucs.
CAdESSignature cadesSignature = new CAdESSignature(cadesCms, null,

CAdESType.CAdES_BES); // pekogupoBaHue c Tunom CAdJESType.CAdES_BES

cadesSignature.verify(certs); // npoBepka, ecnu Heobxoauma

cadesCms.close();

Mposepka noanucn gopmaTta CAdES-X Long Type 1, Haxogsuien Ha NepBOM MecTe B
CMncKe NoanMCcaHTOB.

// WcxopgHas nognucb B Buae MoTOKa 6aliToB M3 ¢aina.

FileInputStream cadesCms = new FileInputStream('"signature.file");

// [lekopupyeMm COBMelEeHHYK MOAMWCb C aBTOOMpeAesieHVeM TUMOB.

CAdESSignature cadesSignature = new CAdESSignature(cadesCms, null, null);

// NognucaHT ¢ Tunom CadES-X Long Type 1.
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CAdESSigner signer = cadesSignature.getCAdESSignerInfo(0);

// TpoBepKa nognucu.

signer.verify(null);

Mpnmep ycoBeplueHCcTBOBaHUA nognncu ¢opmaTta CAJES-BES go CAdES-X Long Type 1.

// WcxopHass CAJES-BES nognucb B Buae noToka 6akiTtoB u3 ¢aina.

FileInputStream cadesCms = new FileInputStream("signature.file");

// Uenoyka cepTuduKaToB NOAMNUCHU.

List<X509Certificate> chain = ...;

// [eKogupyem COBMEWEHHY MOAMWCb C aBTOOMNpPeAesieHneM TUMOB.
// B 3TOW noanucu TONbKO OAWH MNOAMUCAHT!

CAdESSignature cadesSignature = new CAdESSignature(cadesCms, null, null);

// NMognucaHT ¢ Tunom CadES-BES.
CAdESSigner signer = cadesSignature.getCAdESSignerInfo(0);

// YcoBepweHCTBYeM MNoAMUCbL AAaHHOrO nognucaHTa Ao CAdES-X Long Type 1.
// NognucaHT HOBOro kKnacca 6yaeT Bo3BpalWeH ¢yHKuUuein.

signer = signer.enhance(JCP.PROVIDER_NAME, JCP.GOST_DIGEST_OID, chain,
"http://www.cryptopro.ru:80/tsp/", CAdESType.CAdES_X_Long_Type_1);

// Toflyyaem ycOBepWeHCTBOBAaHHY MOAMUCH .

SignerInformation enhSigner = signer.getSignerInfo();

// CocTaBnsieM HOBbIi CMUCOK, 4YTOOb 3aMeHMTb MognucaHTa.
// B 3TOl NoAnuMCcKM TOMbLKO OAWH MOAMNUCAHT!
SignerInformationStore dstSignerInfoStore =

new SignerInformationStore(Collections.singletonList(enhSigner));

// WcxopgHas nognuceb B daline.

FileInputStream srcSignedData = new FileInputStream("signature.file");

// Byayuwas ycoBepweHCTBOBaHHas nognucb B ¢aiine.

FileOutputStream dstSignedData = new FileOutputStream("enhanced_signature.file");

// B ucxopHoi nognucu srcSignedData 3ameHsem nognucaHTa Ha HOBOroO.

CAdESSignature.replaceSigners(srcSignedData, dstSignerInfoStore, dstSignedData);

srcSignedData.close();

dstSignedbata.close();
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MpuMep 3awnppoBaHns coobLLEeHNa B agpec noayyaTens.

// Bydep ans coxpaHeHus nognucu Enveloped CMS

ByteArrayOutputStream envelopedByteArrayOutStream = new ByteArrayOutputStream();

// Co3paHue obbekTa Enveloped CMS

EnvelopedSignature signature = new EnvelopedSignature();

// [o6aBneHune nonydyatensa (cepTtudumkaTt). Mpu pacwmppoBaHunM noaydaTtesb
// 6ypeT MCNonb30BaTb 3aKpbiThli K4, COOTBETCTBYWWMWIA [aHHOMY CepTuouKaTy

signature.addKeyTransRecipient(recipientCertificate); // cTpykTypa key_trans,
[OMNyCKaeTcsa TONbKO K/o4 06MeHa

// vnn

// signature.addKeyAgreeRecipient(recipientCertificate); // cTpykTypa key_agree

// WHuuymanunsauma Enveloped CMS 6ydepom ANnA cOXpaHeHus nohnucu

signature.open(envelopedByteArrayOutStream);

// TIOATrOTOB/IEHHbIE AaHHble AN 3awuPpoBaHMs - CTPOKA WMAM NOAMUCH,
// nonyyeHHasa c nomoubi CMSSign (samples.jar) wnm CAdES API
byte[] data =

// 3awundppoBaHue AdaHHbIX data

signature.update(data, 0, data.length);

// ®opmupoBaHue nognucu Enveloped CMS

signature.close();

// TNonydyeHne nognucu B ¢opmate Enveloped CMS B 6ydep

byte[] envelopedByteData = envelopedByteArrayOutStream.toByteArray();

Mpumep pacwndgpoBaHns cooblueHns noayyaTenem.

// Bybep Ana coxpaHeHus pacwmppoBaHHbIX AaHHbIX

ByteArrayOutputStream decryptedByteDataStream = new ByteArrayOutputStream();

// NpounTtaHHoe B b6ydep coobueHne dopmaTta Enveloped CMS

byte[] envelopedByteData = ...

// Co3paHvne obbekTa Enveloped CMS c nepepgadveii emy 6ydepa nognucu gna pacwmppoBaHua

signature = new EnvelopedSignature(new ByteArrayInputStream(envelopedByteData));

// PacuudpoBaHme MNOAMNUCK Ha 3aKPLITOM K/4ve nosiydyaTens C 3anuchbio
// pacwmppoBaHHbIX AaHHbIX B O6ydep decryptedByteDataStream

signature.decrypt(recipientCertificate, recipientPrivateKey,
decryptedByteDataStream);
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// TonyyeHne pacwMPpoBaHHbIX AAHHbIX - CTPOKM MAM MNOAMNUCL, KOTOPYKW MOXHO
// panee npoBepuTb C nomoubl CMSVerify (samples.jar) wnm CAdES.jar

byte[] decryptedByteData = decryptedByteDataStream.toByteArray();

Knacc CadESSignature ncnonb3dyetca ond gekoaumpoBaHusa noanucm cdopmaTta CAdES
nepes NPOBEPKON WAN NS MOAFOTOBKU NOAMUCU NpPU ee CcO3daHuUKU. [laHHble NoAnnCcU MOryT
6bITb NMepefaHbl B BUAE BXOAHOrO NMoToka InputStream. Mpu npoBepke nognucb MoXeT ObiTb
OeKogupoBaHa KakK C aBTOMATU4YeCKUMM ornpefefsieHneM Tuna, Tak U C 3a4aHHbIM TUMOM.
Moanucek popmaTa CAJES-X Long Type 1 moxxeT 6biTb NpoBepeHa, HanpuMmep, kak CAJES-BES
nnn CAdES-T, ecnv npu gekognpoBaHUmM noanucu nepefaTb B KOHCTPYKTOP COOTBETCTBYOLWNI
THM.

Knacc  CAdESSigner wncnonb3yetca Aand  npencrtaB/eHUsS  OEeKOAMPOBAHHOIO
nognucaHTa, U o006bekTbl 3TOro TuMa AOCTYMHbI TOJIbKO MNpuM MpoBepke noanucu. B
noanmMcaHHOM coobleHun ux MoxxeT ObiTb Heckonbko. WHTepdencbl CAdESSignerT wu
CAdESSignerXLT1l npepnocTaBnaioT AOMNOJIHUTENbHbIE (YHKLUUW A9 NOJYYEHUSA pPa3iNyHbIX
cBedeHun o nognucu. Knacc CAJESSigner conepxut dyHKuuio verify(), KoTopas TakXe, Kak U
CAdESSignature, no3sonseT ykasaTb, C KakKMM TWUMOM MNPOBEPUTb NOAMNUCL. Tak, HanpuMmep,
06bekT knacca CAdESSignerTimpl, T. e. noanucek popmata CAJES-T, MmoxxeT BbITb NPOBEPEHA,
kak CAdES-BES, ecnu B pyHKumio verify() nognucaHTa nepefnaTb TpebyeMblid TUM.

Jo Bepcum 2.0.39267 BKJOYUTEJIBHO T[OJIHAA MpPOBEpKa LEno4YkKM cepTUudmnkKaTos
onepaTtopa cAyxbbl BHYTpPEHHEro LTamMna He BbINOJHANACb. B Tekyulen Bepcum AaHHas
npoBepKa BbiNOAHAETCA (4149 T-NoANUCK), HO MOXXET BbITb OTKJ/Il0O4YeHa C MOMOLLLLIO NapamMeTpa
ru.CryptoPro.AdES.validate tsp (Hanpumep, -Dru.CryptoPro.AdES.validate _tsp=false). Tekylias
Bepcua TakXke oTaudaeTca 6Honee HKeECTKOM MOAUTUKOM B  OTHOLUEHUU Haauyums
nokasatenbctBa (CRL, OCSP) gna ceptudmkaTta cnyx6bbl WTamna B yCOBEPLUEHCTBOBAHHOM
BHYTPEHHEM LUTaMne BpeMeHU, OLHaKO B LefiaX COBMEeCTUMOCTU C NpeabliayLnMmm BepcuaMu
npoBepka OTK/A4eHa. OHa MoOXeT ObITb BKJ/KYEHa C MOMOLWbIO  MapaMeTpa
ru.CryptoPro.AdES.require_tsp_evidence (Hanpumep,
-Dru.CryptoPro.AdES.require_tsp_evidence=true).

B Tekywenm Bepcum Takxe npu co3pgaHuum noanucu (addSigner) wunu ee
ycoBepuwieHcTBoBaHMM (enhance) moxHo nepepate CRL ons npoBepkn LEMOYKM noanucaHTa
nnn  cepTunkaTo cnyxbbl LWTaMMNoOB WAM B KavyecTBe [AOMOJHUTENBHOr0 WCTOYHMKA
[0Ka3aTenbLCTB.

Knacc EnvelopedSignature ncnonb3yeTtcs ANs co3gaHus 3alundpoBaHHOro coobuieHmns
Tuna Enveloped CMS wam ero pacwmn@poBaHus. B KavecTBe BXOAHbIX AaHHbIX MOXeT
BbICTYNaTb Kak noanuck gopmata CAdES mnnn CMS, Tak n gaHHble noboro gpyroro popmaTa
(3TO cnepyeT y4uTbiBaTb Mpu pacwmndpoBaHnm coobuieHns agpecaTtom). Ludpyemblie mnanm
paclngpoBbIBAEMbIE AaHHbIE MOMYT BbITb NMepedaHbl B BUAE BXOOHOro noTtoka InputStream.
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10.Ncnonb3oBaHue bnbnmnotekmn XAdES.jar onga coznaHus
N npoBepkun noanncu popmata XadES-BES, XadES-T u
XadES-X Long Type 1

B coctas anctpubytuea «Kpuntollpo JCSP» Bepcua 5.0 Bxoant 6ubnmnoteka XAdES.jar.
Ee Ha3HayvyeHMe — co3paHue M npoBepka noanucm gopmata XAdES-BES, XadES-T n XadES-X
Long Type 1.

XAdES (XMLDSig Advanced Electronic Signatures) — 3To cTaHOapT 3/1eKTPOHHOMN
noanncum, pacLlnpsaoLLnn BEpCUIoO CTaHpapTa 3/1IeKTPOHHOM nopnuncum XMLDSig
(https://www.etsi.org/deliver/etsi ts/101900_101999/101903/01.03.02_60/ts_101903v010302p.

pdf).

®opmaTbl XAdES BO MHorom cosBnagatoT ¢ ¢dopmatamm CAdES, HO ogopMneHbl B
COOTBETCTBUM CO CTaHaapToM XMLDSig.

Bubnmnoteka XAdES.jar uMmeeT HECKO/IbKO 3aBUCUMOCTEN:
*yCTaHoOB/EeHHbIN «KpunTollpo JCSP» Bepcusa 5.0;

*3aBUCMMOCTb OT 6ubnuotek bouncycastle Bepcum jdkl50n-1.50: bcpkix-jdkl50n-
1.50.jar n bcprov-jdk150n-1.50.jar;

*3aBUCMMOCTb OT BubnmoTtek AdES-core.jar n CAdES.jar.

Mepen yctaHoBkom XAdES.jar pekoMeHOyeTCs CKOMMpoBaTb B MNanky, KyJda
Mnpou3BOOUTCA YyCTaHOBKa, 6mbnuotekm bouncycastle n ycTaHoBuTb/ckonmpoBaTb AdES-
core.jar n CAdES.jar, yb6eauBwucb, 410 <«Kpuntollpo JCSP» Bepcus 5.0 ycTaHoBAEH.
YcTtaHoBuTb XAdES MoxHO, Kak n CAdES.jar, Heckonbknmu cnocobamu:

«c nomoulbto setup.exe (B OC Windows) - B rpynne "CAdES, XAdES”;
«C nomowblo setup_console - B rpynne "CAdES, XAdES”;

*C nomMouwbio KOMaHJJ,HOIZ CTpOKK, nyTeMm nocnegoBaTes/ibHONr0O Bbli30Ba KJ1aCCOB-
YCTaHOBLUMKOB CHa4Yasna moaynsa AdES-core (java -jar AJES-core.jar), 3aTeM — yCTaHOBLUMKA
moayna CAdES.jar (java -jar CAdES.jar), n XAdES.jar (java -jar XAdES.jar);

*MPOCTbLIM KOMMpPOBaHUEM hansos, HanpumMep, B nanky JRE/lib/ext.

DokymeHTaunsa XAdES, BktoYaLwas onMcaHne KaaccoB U METOAO0B, @ TakK)Xe npuMepsbl
paboTbl, HaxoaUTCs B nanke javadoc aucTpubytmBa B danne XAdES-javadoc.jar. MosHble
TEeKCTbl MPMMEPOB CO34aHUSA M MNPOBEPKM HaxoAATCcAa B NakeTe xades danna samples-
sources.jar.

XAdES npepoctasnsetr XAdES API, B koTopbin BXxogAT kKnaccbl XAdESSignature u
XAdESSigner.

MoonepxmBaeTcs cozgaHue nognucen gopmaTa:
*XAdES-BES

*XadES-T

*XadES-X Long Type 1

Mpumep cozpgaHma XAdES-BES noanucw.

System.setProperty("com.sun.security.enableCRLDP", "true");
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System.setProperty('"com.ibm.security.enableCRLDP", "true");

String documentContext =

"<?xml version=\"1.0\"?>\n" +

"<PatientRecord> \n" +

" <Name>John Doe</Name> \n" +

" <Account Id=\"acct\">123456</Account> \n" +

" <BankInfo Id=\"bank\">HomeBank</BankInfo> \n" +

" <Visit date=\"10pm March 10, 2002\"> \n" +

" <Diagnosis>Broken second metacarpal</Diagnosis> \n" +
" </Visit>\n" +

"</PatientRecord>";

String ref_acct = "acct"; // ccbiika Ha nognuceiBaemblii y3ses

// pekogupoBaHue [OKYMeHTa

DocumentBuilderFactory dbFactory = DocumentBuilderFactory.newInstance();
dbFactory.setNamespaceAware(true);

Document document = dbFactory.newDocumentBuilder().parse(

new ByteArrayInputStream(documentContext.getBytes()));

XPathFactory factory = XPathFactory.newInstance();
XPath xpath = factory.newXPath();

XPathExpression expr = xpath.compile(String.format("//*[@Id="%s']", ref_acct));
NodeList nodes = (NodelList) expr.evaluate(document, XPathConstants.NODESET);

Node node = nodes.item(0);

String referenceURI = "#" + ref_acct;

// ToanuceiBaemMasi CChbiika.
DataObjects dataObjects = new DataObjects(Arrays.asList(referenceURI));

dataObjects.addTransform(new EnvelopedTransform());

PrivateKey privateKey = ... // Kaw4 nognucu

List<X509Certificate> chain = ... // uenouyka cepTudéukaToB noanucwu

XAdESSignature xAdESSignature = new XAdESSignature();

// pobaBnaem nognucaHta ¢opmata XadES-BES. Takxe MOXHO nepegaTb CRL Ana npoBepku
Lenoykn nognucaHTa BMECTO MCNonb3oBaHuMA enableCRLDP

xAdESSignature.addSigner (JCP.PROVIDER_NAME, null, privateKey, chain,
XAdESType . XAdES_BES, null);

FileOutputStream fileOutputStream = new FileOutputStream("signed.xml");
xAdESSignature.open(fileOutputStream);
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// MNoAanucaHue.
xAdESSignature.update((Element) node, dataObjects);
xAdESSignature.close();

Mpumep NpoBepkun Bcex nognmcen gopmaTta XAdES B XML gokymeHTe.

// pekopupoBaHuMe [OKYMEHTa C Mognuchbio
DocumentBuilderFactory dbFactory = DocumentBuilderFactory.newInstance();
dbFactory.setNamespaceAware(true);

Document document = dbFactory.newDocumentBuilder().parse(new
FileInputStream("signed.xml"));

Set<X509Certificate> certs = ... // p[pononHuWTeNbHble cepTudnKaTtsel ANA NOCTPOEHUA
Lenoyvkn
Set<X509CRL> cRLs = ... // CRL Ana npoBepKW LEnoYkn cepTudpmkaTos

XAdESSignature xAdESSignature = new
XAdESSignature(document.getDocumentElement (), XAdESType.XAdES_BES);

xAdESSignature.verify(certs, cRLs);

Ecnn cnucok CRL OTCYyTCTBYET, TO MOXXHO BKJTIOYMTb NPOBEPKY LIEMOYKN CEpTUPUKATOB

OoHnanH ¢ obpaweHmnem Kk CRL no ceTu:

System.setProperty("com.sun.security.enableCRLDP", "true");

System.setProperty('"com.ibm.security.enableCRLDP", "true");

DocumentBuilderFactory dbFactory = DocumentBuilderFactory.newInstance();
dbFactory.setNamespaceAware(true);

Document document = dbFactory.newDocumentBuilder().parse(new
FileInputStream("signed.xml"));

Set<X509Certificate> certs = ... // [ONOAHMUTENbHbE cCcepTuUKaThl A1 MNOCTPOEHUSA

ueno4dkun

XAdESSignature xAdESSignature = new
XAdESSignature(document.getDocumentElement (), XAdESType.XAdES_BES);

xAdESSignature.verify(certs);

MpumMep npoBepkn oTaenbHon nognucn XAdES-BES B XML fokymeHTe.

// pekopupoBaHuMe [OKYMEHTa C Mognuchbio
DocumentBuilderFactory dbFactory = DocumentBuilderFactory.newInstance();
dbFactory.setNamespaceAware(true);

Document document = dbFactory.newDocumentBuilder().parse(new
FileInputStream("signed.xml"));

Set<X509Certificate> certs = ... // p[ononHuTenbHole cepTudéukaTbl AN MNOCTPOEHUA
Lenoykmn
Set<X509CRL> cRLs = ... // CRL gnda npoBepKu LEenoyku cepTudukaTos
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XAdESSignature xAdESSignature = new XAdESSignature(document.getDocumentElement(),
XadESType.XAdES_BES); // pekoguposaHue c Tunom XAdES-BES

XAdESSigner xAdESSigner = XxAdESSignature.getXAdESSignerInfo(0);

// TpoBepKa OTAENbHON nognucu C nopsiKoBbLIM HOMEpoM O

XAdESSigner.verify(certs, cRLs);

Knacc XAdESSignature ucnonb3yeTcs Ojasa gekoampoBaHus noanucm cdopmaTta XAdES
nepes NpPOBEPKON WUAW ANA NOAFOTOBKWM NoANMCKU Npu ee co3faHuun. MNpun npoBepke nNoanuch
MOXXeT bbITb AeKoAMpoBaHa KakK C aBTOMaTUYeCKUM ornpedesieHMeM Tuna, Tak U C 3afaHHbIM
TUnoM. NMopnucek opmaTta XAJES-T MmoxxeT 6bITb NpoBepeHa, HanpumMmep, Kak XAdES-BES, ecnu
npun AeKoonpoBaHUM NOANUCK NMepefaTb B KOHCTPYKTOP COOTBETCTBYOLWMIA THM.

Knacc XAdESSigner ncnonb3syeTcs And npeacTaB/ieHNa 4eKOOMPOBaHHOIo noanucaHTa,
N 06bEeKTbl 3TOr0 TUMa AOCTYMHbI TOJIBKO NpW NpoBepke nognucu. B nognucaHHoM coobuieHun
nx MoXeT OblTb Heckonbko. WHTepdenc XAdESSignerT npepocTaBnseT LOMNOSHUTENbHLIE
YHKLUN ANa NONyYeHUS passnydHbiX cBefeHu o noanucu. Knacc XAdESSigner copoepxuTt
dyHkuwuto verify(), koTopasa Takxe, kak n XAdESSignature, no3BonsieT yka3aTb, C KAKUM TUMOM
npoBepuTb noanucb. Tak, Hanpumep, ob6bekT knacca XAdESSignerTimpl, T.e. noanuckh
opmaTa XAdES-T, moxeT 6biTb npoBepeHa, kKak XAdES-BES, ecnn B dyHkuuto verify()
nognucaHTa nepefaTtb Tpebyembin Tmn.

0o Bepcum 2.0.39267 BKIOYUTESIBHO TMOJIHAA MNpPOBEpKa LUEenovYkn cepTudukaTos
ornepaTtopa cAyXbbl BHYTPEHHEro LwTaMna He BbINOJIHANACb. B Tekyulen BepcMn AaHHas
npoBepKa BbINONHAETCA (A1 T-MOANNCK), HO MOXKXET ObITb OTKJIIOYEHA C MOMOLLbIO MapaMeTpa
ru.CryptoPro.AdES.validate tsp (Hanpumep, -Dru.CryptoPro.AdES.validate _tsp=false). TekyLias
BEpCUA TakXe oTanyaeTca 6Gosee )KECTKOW TMOJMUTUKOM B  OTHOLIEHUX Haanyums
nokasaTtenbctBa (CRL, OCSP) gna ceptudmkata cnyx6bbl WTamna B yCOBEPLUEHCTBOBAHHOM
BHYTPEHHEM LUTaMne BPEMEHW, O4HAKO B LeNAX COBMECTUMOCTM C NpeablaywmnMmm Bepcnamm
npoBepka OTK/4YeHa. OHa MoOXeT ObITb BKJ/HOYEHa C TMOMOLWbIO MapaMeTpa
ru.CryptoPro.AdES.require_tsp_evidence (HanpumMep,
-Dru.CryptoPro.AdES.require_tsp_evidence=true).

B Tekywen Bepcunm TakxXe npu co3gjaHuu noanucu  (addSigner) wnm  ee
ycoBepLleHCTBOBaHMU (enhance) moxxHO nepenaTtb CRL Ans8 nMpoBEpPKM LIENOYKU MOAMUCAHTA
NN  cepTumnKaTos cnyxbbl LWTaMNoOB WAM B KavyecTBe [AOMOJHUTENBHOr0 WCTOYHUKA
[OKa3aTeNbCTB.
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11.cnonb3oBaHue yTuanTbl keytool

Mpu paboTe kKpunTonposanaepom Kpuntollpo JCSP onepauyun

* reHepauumn KJato4da 31eKTPoHHOoW noanucy ¢ anroputmom FOCT P 34.10-2001 wan FOCT P

34.10-2012 » COOTBETCTBYIOLLEr0 eMy CaMOMnMoAnNMCcaHHOro cepTugukaTa C 3anmcbio UX Ha 0OuNH
13 HoCuTenen,

* reHepaumu 3anpoca Ha CepTUdMKAT KJtoYa NPOBEPKN SJIEKTPOHHON Noanucn B
COOTBETCTBMU C XPAHSLLUNUMCA Ha HOCUTEJIE KJTOHOM 3JIEKTPOHHON MOAMNNUCHY;

* reHepauum cCaMmoOMNoOANMMCaHHOIro cepTudmrKaTa KJto4a NPOBEPKN SNEKTPOHHOW NOAMUCK B
COOTBETCTBUM C XPAHALLMMCH Ha HOCUTESIE KJTKOYOM 3/IEKTPOHHOM NOAMNUCK 1N 3anuncb
cepTuUuKaTa Ha HOCUTESb;

®* yTeHue cepTuduUKaTa K4Ya NPOBEPKN INEKTPOHHON NOAMNMNCA C HOCUTENA N 3annucb ero
B hann;

d qyTeHune CepTI/I(pI/IKaTa OTKPbITOro KJsito4a 13 cpa|7|r|a N 3anncCb €ro Ha HoCcnTeNb B
COOTBETCTBUN C XPaHALWMMCA Ha HOCUTEeNE KJIi04OM 3J'IeKTpOHHOI7I nogonuncu;

®* YyTeHMe JOBepeHHOro cepTUdmrKaTa U3 XpaHWIMLLLA W 3aMNncChb ero B ai;

® YTeHMe OOBEpPEeHHOro cepTudmrkKaTa U3 aia 1 3anmcb ero B XpaHuauuie

MOryT OCYLLEeCTBAATLCA He TONbKO Yepe3 CTaHAapTHbIN nHTepdeinc JCA, HO Takxe Npu NomMoLLm
yTununThl keytool.

Mpn reHepauum camonoAnuCcaHHOro ceptudukaTa npu nomown yTunutel keytool Hukakue
paclwmpeHnsa B cepTuUdMKaT He yCTaHaBAuBaloTCA. [N reHepaumn cepTUUKATOB C pacClUNpPeHnsMUn
criefyeT BOCMOJIb30BaThCsA MeTodaMu knacca GostCertificateRequest (cm. Bbiwe).

Huxe nNpuMBOAATCSA NpUMMepbl OCYLWECTB/IEHUS MePeYnC/IEHHbIX Onepauuii Npu nomMoLM OaHHOMN
YTUAUTBI.

11.1.MpocMOTp COAEPXKMMOI0 KNIOHEBOIr0 HOCUTENA

B pnaHHOM rnpumepe ocyLlecTBAsSeTCa NMPOCMOTP COOEPXXMMOIO KJIIOYEBOro HOCUTENS (>xecTkunn
ONCK) 1 MPOVUHNLMANN3NPOBAHHOIO MMEHEM 3TOIM0 HOCUTENA XPaHuMLa AOBEPEHHbIX CEPTUPUKATOB.

MpoCMOTP COOEPXKMMOro OCYLLECTBAAETCS npyu noMown KomMaHObl -list, koTopoi B KayecTse
rnapamMeTpoB rnepearwTCs:

e Tun npoBangepa (Kpuntollpo JCSP): -provider ru.CryptoPro.JCP.JCP
®*  UM#A KJIIOYEBOro HocuTens (KecTkuin anck): -storetype HDIMAGE

® MyTb K XPaHWIMLLY A0BEPEHHbLIX CEPTUPUKATOB, MPOUHNLNANN3NPOBAHHOMY UMEHEM HOCUTENS:
-keystore c:\.keystore

®* NapoJlb Ha XpaHuauLle OO0BEPEeHHbIX cepTudunkaTos: -storepass 123456

TakmM 06pa3oM, MNPOCMOTP COLAEPXXMMOrO HOCUTENS U COOTBETCTBYIOLLEro eMy XpaHuaulia
[l0BEPEHHbIX CEPTUDUNKATOB OCYLLIECTBAAETCS:

keytool -list -provider ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE -keystore
c:\.keystore -v -storepass 123456

11.2.'eHepaumsa KnoYa 1 COOTBETCTBYIOLLEro eMy

camonoanucaHHoOro ceptTugukaTa un 3anncb X Ha HOCUTENb

B paHHOM npuMepe oOCyLeCcTBAAETCA reHepauus Kat04a 3NIEKTPOHHOM MoANUCA WU
COOTBETCTBYIOWEro eMy caMonoAnucaHHoro cepTudukaTta B COOTBETCTBUU € anroputmom NOCT P 34.10-
2001 nnan FOCT P 34.10-2012 v 3anncCb UX Ha HOCUTESIb.

FeHepauma 1 3anNUcCb KJova N cepTUdUKaTa OCYLLECTBASIETCSA Npu NOMOLLKN KOMaHabl -genkey,
KOTOPOW B Ka4yecTBe NapaMeTpoB NnepenarwTCs:
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i YHUKaJIbHOE NMA CO30aBaeMOro Kj4a n COOTBETCTBYHOLLENo eMy CepTVICIDI/IKaTa: -alias
myKey

®  [OJIMHA CO34aBaeMOro kJ4a (B cooTBeTCcTBUM C anroputmom FOCT P 34.10.2001):
-keysize 512

e Tun nposanaepa (Kpuntolpo JCSP): -provider ru.CryptoPro.JCSP.JCSP
* Napofib Ha 3anucbiBaeMblln Kntoy: -keypass 11111111
®*  1M$A KJIOY4EBOro HocuTensa (kectkmn guck): -storetype HDIMAGE

®*  MA co3aaBaeMoro ceptTudgmrkaTa no ctaHgapTy X.500: -dname
CN=myKey, O=CryptoPro, C=RU

o NyTb K XpaHUnly OoBepPEHHbIX CepTVICbI/IKaTOB, nponHnunann3npoBaHHOMy MMeHeEM
HocuTens: -keystore c:\.keystore

®* NapoJlb Ha XpaHuauLle JoBepeHHbIX cepTudurnkaTos: -storepass 123456
* anropuTM reHepauum katoda FOCT P 34.10-2001: -keyalg GOST3410EL

e anropuTt™ nognucu cepTucmkaTta (FTOCT P 34.10-2001): -sigalg
GOST3411withGOST3410EL

Taknm o06pa3oM, reHepauus KJ4Ya 3SEKTPOHHOM MOAMUCKM U COOTBETCTBYIOLLEro emy
CaMonoAnMcaHHOro cepTudmrKaTa 1 3anmncb UX Ha HOCUTENb OCYLLLeCTBASIeTCS:

keytool -genkey -alias myKey -keysize 512 -provider ru.CryptoPro.JCSP.JCSP -keypass
11111111 -storetype HDIMAGE -dname CN=myKey,O0=CryptoPro,C=RU -keystore c:\.keystore
-storepass 123456 -keyalg GOST3410EL -sigalg GOST3411withGOST3410EL

11.3.M'eHepauus KNOYEBOW Mapbl 3anNnUcb ee Ha HOCUTESTb

B naHHOM npumMepe OCyLLEeCTBAAETCA reHepauns Ka4eBon napbl B COOTBETCTBUM C aJiIrTOPUTMOM
[OCT P 34.10-2001 namn roCT P 34.10-2012 » 3anncb ee Ha HOCUTENb.

FeHepauma M 3anucb KJOYEBOW Mapbl OCyLEeCcTBAsSeTCS Npu Nnomowm KomaHabl -genkeypair,
KOTOPOI B Ka4eCcTBE MapamMeTpoB NepeaaroTcs:

*  yYHMKaJIbHOE MMS CO34aBaeMOoro KJya U COOTBETCTBYOLLEro eMy cepTugdurkaTa: -alias
myKey

* [JIMHa CO34aBaeMoro KJt4a (B cooTBeTcTBMU C anropmutmom MOCT P 34.10.2001):
-keysize 512

e umsa nposangepa (Kpuntolpo JCSP): -providername JCSP
®*  VM$ KJIOYEeBOro HocuTensa (kectkun guck): -storetype HDIMAGE
* anropuTt™m reHepauuu kntoda FOCT P 34.10-2001: -keyalg GOST3410EL

e anropuTt™ nopnucu cepTucdmkaTta (FTOCT P 34.10-2001): -sigalg
GOST3411withGOST3410EL

Taknm o06pasoMm, reHepaLns KloHeBOW Napbl U 3aNnUCb €e Ha HOCUTENb OCYLLECTBIISETCS:

keytool -genkeypair -alias myKey -keysize 512 -providername JCSP -storetype
HDIMAGE -keyalg GOST3410EL -sigalg GOST3411withGOST3410EL -keystore c:\.keystore
-storepass 123456 -keypass 11111111
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11.4.l'eHepaLa 3anpoca Ha cepTUPUKAT KJKoYa NMpPOBEPKU
3/IEKTPOHHON NOAMNNUCK B COOTBETCTBUN C XPaHALLMMCA Ha
HOCUTEes1e KJTK0HOM 3JIEKTPOHHOM MOAMUCKU 1 3anNnCb 3arpoca B
dann
B JaHHOM nMnpuMepe OCYLeCTBAAeTCda reHepauna 3arnpoca Ha CepTI/ICbI/IKaT KJ1l04a MpOoBEpPKU

3JIEKTPOHHOWN MOAMUCU B COOTBETCTBUM C XPAHSALWMMCSH Ha HOCMTESIE KJI0YOM 3/1eKTPOHHOW MOAMUCA 1
3anncb 3anpoca B an.

FeHepauma 1 3anucb B (palin 3anpoca OCyLlecTBASeTCs MNpu MOMOLLM KOMaHAbl -certreq,
KOTOPOI B Ka4yecTBe NapaMeTpoB nepenanTcs:

4 YHUKa/lbHOE NM4A KJto4a 3ﬂeKTpOHHOI7I noannucm Ha HocuTesne, B COOTBETCTBUN C KOTOPbLIM
OCYLLLeCTBJISIETCS reHepaums 3anpoca Ha cepTugukaTt: -alias myKey

e Tun npoBangepa (Kpuntollpo JCSP): -provider ru.CryptoPro.JCSP.JCSP
®*  MapoJib Ha KJIOY 3/IeKTPOHHONM nognucu: -keypass 11111111
®*  UMSA KJOYEBOro HocuTena (KecTkuin auck): -storetype HDIMAGE

® MyTb K XPaHWIMLLY LOBEPEHHbIX CEPTUPUKATOB, MPOUHNLNANTNINPOBAHHOMY NMEHEM
HocuTens: -keystore c:\.keystore

®* NapoJjib Ha XpaHuauLle JOBepPeHHbIX cepTudurkaTos: -storepass 123456

e anropuTM NoANUCK 3anpoca Ha cepTudumkaT (FTOCT P 34.10-2001): -sigalg
G0ST3411withGOST3410EL

* nyTb K hany ans 3anucu B Hero 3anpoca: -file c:\request.bin

Takum obpa3oM, reHepauns 3anpoca Ha CepTUGMKAT KitoYa NPOBEPKU 3JIEKTPOHHOW Noanucy B
COOTBETCTBUM C XPAHSALLMMCS Ha HOCUTENe KJIOYOM 3JIEKTPOHHOW MOAMWUCK U 3anuck 3anpoca B aii
ocyllecTBaseTCs:

keytool -certreq -alias myKey -provider ru.CryptoPro.JCSP.JCSP -keypass 11111111
-storetype HDIMAGE -keystore c:\.keystore -storepass 123456 -sigalg
GOST3411withGOST3410EL -file c:\request.bin

11.5.N'eHepauma camonoanMcaHHOro cepTurkKaTa KJito4va
MPOBEPKU 3/IEKTPOHHOM NOAMNCY B COOTBETCTBUUN C XPaHALLMMCA
Ha HoCUTes1e KJIK0YOM S1eKTPOHHOM MOAMMUCK U 3anunChb
cepTuduKaTa Ha HoCUTesb

B pnaHHOM npuMepe OCYyLLeCTBASETCA reHepauma CaMoOnOANUCaHHOINo cepTudukaTa Kioyda
npoBepKu 3J'IeKTpOHHOI7I noarnncn B COOTBETCTBUN C XpaHAWMMCA Ha HOCUTEJ1Ie KJTII0HOM 3ﬂeKTp0HHOI7I
MOAMNUCK 1 3aNnCb cepTUdUKaTa Ha HocuTeNb. ECM Ha HocKTene yXXe CyllecTByeT cepTUdMKaT KJtova
MPOBEPKN 3NEKTPOHHOW MOAMUCU, COOTBETCTBYIOLINIA OAaHHOMY KJOYY 3JIEKTPOHHOW MOAMUCK, TO OH
6yneT nepesanncat.

FeHepauma W 3anuUcb Ha HOCUTE/Nlb CaMOMOAMWCAHHOrO CepTU(UKATa OCYLLECTBNSETCS MNpu
nomoLun komaHabl -selfcert, KoTopoli B KayecTBe NapamMeTpoB NepefatoTCs:

®  YHUWKaJIbHOE NMS KJloYa 3JIEKTPOHHOW NOAMUCK Ha HOCUTese, B COOTBETCTBUMN C KOTOPbIM
OCYLLEeCTBIAETCA reHepaUns caMonoanucaHHoro ceptugukaTa: -alias myKey

e Tun npoanaepa (Kpuntolpo JCSP): -provider ru.CryptoPro.JCSP.JCSP
®* NapoJib Ha KJIOY 3N1eKTPOHHOM nognucu: -keypass 11111111
®* VM KJIOY4EeBOro HocuTena (kectkun gnck): -storetype HDIIMAGE

o NyTb K XpaHUny OoBepPEHHbIX CepTVICbI/IKaTOB, nponHnunann3npoBaHHOMy MMeHeEM
HocuTens: -keystore c:\.keystore

® 1apoJsib Ha XpaHuinLle fOBepeHHbIX cepTudmrkaTos: -storepass 123456
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e anropuTMm nognucu cepTucgukaTta (FTOCT P 34.10-2001): -sigalg
GOST3411withGOST3410EL

®*  1M$ CO3[aBaeMoro cepTudgukaTa no ctaHaapTy X.500: -dname
CN=myKey, O=CryptoPro, C=RU

TakuMm obpasom, reHepaumuss CamMonoAnUCaHHOro cepTudmKaTa KJloYa MNPOBEPKU 3NEeKTPOHHOM
NMOAMUCA B COOTBETCTBUM C XPAHALWMMCSH Ha HOCUTEse KJIIOYOM 3/1eKTPOHHOW MOAMUCUA M 3aruch
cepTudrKaTa Ha HOCUTESb OCYLLECTBASETCS:

keytool -selfcert -alias myKey -provider ru.CryptoPro.JCSP.JCSP -keypass 11111111
-storetype HDIMAGE -keystore c:\.keystore -storepass 123456 -sigalg
GOST3411withGOST3410EL -dname CN=myKey, 0=CryptoPro, C=RU

11.6.4YTeHne cepTudmkaTa Ko4Ya NPOBEPKUN SNTIEKTPOHHON

NoAMNNCK C HOCUTENS 1 3anncCb ero B (hain

B OaHHOM MpuMepe OCYLLEeCTBAAETCS YTeHue cepTuduKaTa KJo4va MPOBEPKM 31eKTPOHHOM
NOAMUCKU C HOCUTESA 1 3amnuchb cepTuduKaTa B cait.

YTeHune cepTudurKaTa Kao4a NPOBEPKN 3IEKTPOHHOMN NOAMUCU C HOCUTENSA U 3anucb ero B hamnn
OCyLLEeCTBAeTCs NPy NOMOLLM KOMaHAbl -eXport, KoTopon B Ka4yecTBe napaMeTpoB nepenarTcs:

®  YHUKaJIbHOE UMS YATAEMOrO C HOCUTENS CePTUMKATa KtoYa NPOBEPKU 3JIEKTPOHHOW
noanucu: -alias myKey

e Tun npoanaepa (Kpuntolpo JCSP): -provider ru.CryptoPro.JCSP.JCSP
®*  UMSA KJIIOYEBOro HocuTens (KecTkuinm auck): -storetype HDIMAGE

® MNyTb K XPaHWVWLLY AOBEPEHHbIX CEPTUPUKATOB, MPOUHNLNANNINPOBAHHOMY NMEHEM
HocuTens: -keystore c:\.keystore

®* NapoJlb Ha XpaHuauLle JoBepeHHbIX cepTudunkaTos: -storepass 123456

* nyTb K (paiNly oNns 3anucun B Hero ceptudgukaTa: -file c:\myKeyCert.cer

Taknm obpasomM, 4YTeHMe cepTudUKaTa KJoYa NPOBEPKU INEKTPOHHOW MOAMUCA C HOCUTENS U
3anucb cepTudmrKaTa B (hans ocyLLecTBASeTCSH:

keytool -export -alias myKey -provider ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE
-keystore c:\.keystore -storepass 123456 -file c:\myKeyCert.cer

11.7.4T1eHmne cepTumnKaTa KJo4a NPOBEPKN SNIEKTPOHHOMN

noanncm m3 q)a|7|na M 3alfncb €ro Ha HOCUTEJIb B COOTBETCTBUN C

XpaHAWMMCA Ha HOCUTESIE KJTIOHOM 3]'IeKTpOHHOVI noannmcnm

B OaHHOM npuMepe OCyLeCcTBAAETCA YTeHne cepTudumkaTa KiYa MPOBEPKN DNEKTPOHHON
noanucu us dannia v 3anmcb €ro Ha HOCUTENb B COOTBETCTBUM C XPaHAWMMCH Ha HOCUTESIE KIOYOM
3/IEKTPOHHOM NOAMNUCK.

YTeHne cepTudMKaTa KJOYa MPOBEPKMN 3JIEKTPOHHOW MOAMUCK M3 haiia U 3anucb ero Ha
HOCUTEsNIb OCYLLEeCTBAAETCS Mpu MOMOLM KoMaHAbl -import, KoTopoli B KayecTBe MapaMeTpoB
nepenanTCcs:

*  YHUVKaJIbHOE UMS KJIt0Ya 3JIEKTPOHHOW NOAMNUCK Ha HOCUTeNe, B COOTBETCTBUUN C KOTOPbLIM
Ha HoCUTEeNb 3anucbiBaeTcs cepTudmkaT: -alias myKey

e Tun npoBanaepa (Kpuntolpo JCSP): -provider ru.CryptoPro.JCSP.JCSP
®*  Maposib Ha KoY 3JIEKTPOHHOM noanucu: -keypass 11111111
*  VMS KJIIOYEBOro HocuTensa (Kectkunm guck): -storetype HDIMAGE

® MyTb K XPaHWVMLLY AOBEPEHHbIX CEPTUPUNKATOB, MPOUHNLNANININPOBAHHOMY NMEHEM
HocuTens: -keystore c:\.keystore

® 1apoJib Ha XpaHwunLle fOBepeHHbIX cepTudmrkaTos: -storepass 123456
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* nyTb K halny ans 4TeHus us Hero ceptugukata: -file c:\myKeyCert.cer

TakuM 06pa3oM, YTeHMe cepTUdUKaTa KJlo4a MNPOBEPKM 3DJIEKTPOHHON MoAnuUCK M3 arna u
3aMNnCb ero Ha HOCUTENb B COOTBETCTBMM C XPAHSALMMCS Ha HOCUTENE KJII0YOM 3JIEKTPOHHOW MoAnmcu
ocyLlecTBaseTCs:

keytool -import -alias myKey -provider ru.CryptoPro.JCSP.JCSP -keypass 11111111
-storetype HDIMAGE -keystore c:\.keystore -storepass 123456 -file c:\myKeyCert.cer
11.8.4T1eHune noBepeHHOro cepTnudUKaTa U3 XpaHumamuia v
3anuncb ero B hann

B poaHHOM npuMepe OCYLLECTBASETCH YTeHMe [OBEepPeHHOro cepTudurkaTa M3 XpaHuauwa u
3anncb cepTudurKaTa B than.

YTeHune poBepeHHOro ceptudumkaTa M3 XpaHuauwa v 3anmcb ero B pans ocywecTBAAeTCa npu
MOMOLLN KOMaHAbl -eXpPort, KOTOpon B KayeCcTBe NnapaMeTpoB rnepefaroTcs:

®  YHUKaJIbHOE UMS YNTAEMOr0 M3 XPaHWINLLE 0OBEPEHHOro cepTuguKaTa
(NpeanonaraeTcs, YTO Ha HOCUTEJE HET KJlo4a C TeM xe uMeHeMm): -alias myCert

e Tun npoanaepa (Kpuntolpo JCSP): -provider ru.CryptoPro.JCSP.JCSP
®*  UMSA KJIIOYEBOro HocuTens (KecTkuinm auck): -storetype HDIMAGE

® MNyTb K XPaHWVWLLY AOBEPEHHbIX CEPTUPUNKATOB, MPOUHNLNANNINPOBAHHOMY NMEHEM
HocuTens: -keystore c:\.keystore

®* NapoJlb Ha XpaHuauLle JoBepeHHbIX cepTudurnkaTos: -storepass 123456

* nyTb K (palsly 4ns 3anucu B Hero ceptugurkaTa: -file c:\myCert.cer

TakuMm o06bpa3oM, YTeHne OOBEPEHHOro cepTudgukaTa M3 XpaHWIMLWA U 3anncb cepTUduUKaTa B
hann ocyLecTBAfeTCS:

keytool -export -alias myCert -provider ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE
-keystore c:\.keystore -storepass 123456 -file c:\myCert.cer

11.9.4YTeHune noBepeHHOro ceptudrkaTta n3 danna 1 3annuco
ero B XpaHwauwie

B naHHoOM npuMepe ocywecTBndeTca 4yTeHne oBepeHHOro cemechKaTa n3 q)a|7|na n 3arnncb ero
B XpaHunnuuie.

YTeHne QOBEPEHHOro CcepTUgMKaTa U 3arNucb ero B XpaHUIuLLe oCyLecTBASeTCS Npy nomoLm
KOMaHAbl -import, KoTopoi B KayecTBe NapamMeTpoB NepenatoTCs:

b YHUKa/lbHOEe 3anncbiBaemMoro cemecpMKaTa (rlpeu,rlonaraeTcsl, 4YTO Ha HOCUTeJie HEeT
KJlloYa C TeM e nMeHeM): -alias myCert

e Tun nposanaepa (Kpuntolpo JCSP): -provider ru.CryptoPro.JCSP.JCSP
®*  1M$ KJIIOYEBOro HocuTensa (kectkun guck): -storetype HDIMAGE

. NyTb K XpaHUny noBepeHHbIX CepTI/ICbI/IKaTOB, nponHnunann3npoBaHHOMy MMeHeM
HocuTens: -keystore c:\.keystore

®* NapoJjib Ha XpaHuauLle JOBepPeHHbIX cepTudurkaTos: -storepass 123456

* nNyTb K (palifly 4Ns YTeHus ns Hero ceptugumkaTa: -file c:\myCert.cer

Taknm obpasoMm, 4YTeHme cepTudumKaTa KJKYa MPOBEPKU 3IJIEKTPOHHOM nognmcn n3 danna u
3annCb ero Ha HOCUTEeJIb B COOTBETCTBUN C XPaHAWMUMCA Ha HOCUTeJIe K/TII0YOM 3ﬂeKTpOHHOI7I nognucun
oCyLlecTBASETCA:

keytool -import -alias myCert -provider ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE
-keystore c:\.keystore -storepass 123456 -file c:\myCert.cer
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11.10.YoaneHue Kto4a 1 COOTBETCTBYHOLLLEro eMy

caMmorioarimcaHHoro CepTI/ICt)I/IKaTa c HOCHnTENA

B AAHHOM npumMmepe ocywlecTBndeTcs yAaaneHue KJ1l04a 3J'IEKTp0HHOVI nognucn n
COOTBETCTBYOLEro eMmy caMonoAnnmcaHHOro ceptTudunkaTa ¢ HocuTens.

YpaneHue KiYa U COOTBETCTBYHOLIEro €My CaMomnoAnuMCaHHOro cepTugukata C HocuTens
OCyLLeCcTBASIETCS Npu noMoLLn kKoMmaHAabl -delete, koTopol B KayecTBe NapamMeTpoB NepenaroTcs:

* YHUKaNIbHOE MMS yaanseMoro kjtda: -alias myKey
e Tun npoBanaepa (Kpuntolpo JCSP): -provider ru.CryptoPro.JCSP.JCSP
®*  UMSA KJOYEBOro HocuTena (KecTkuim auck): -storetype HDIMAGE

® MyTb K XPaHWIMLLY AOBEPEHHbIX CEPTUPUKATOB, MPOUHNLNANNZNPOBAHHOMY NMEHEM
HocuTens: -keystore c:\.keystore

® 1apoJsib Ha XpaHuinLle foBepeHHbIX cepTudmnkaTos: -storepass 123456

Takum 06p330M, yAaneHne KJk4a 3J'IeKTpOHHOVI nognmncm wn CooTBeTCTBYyOWEro emy
caMonognmncaHHoOro CepTI/ICbI/IKaTa C HOCTeNA ocylwlecTBndeTCa:

keytool -delete -alias myKey -provider ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE
-keystore c:\.keystore -v -storepass 123456

Mpn yoaneHnn kn4Ya C HocuTens, Tpebylouwiero napons AOCTyMa K KJ4Yy Ha HocuTene npwu
yhaneHun (Hanpumep, HDIMAGE) B kKayecTBe uMeHun Heobxopommo nepepatb FQCN, npu 3TOM naposb
byneT 3anpolleH Yepe3 OKHO KpuntonpoBangepa Kpuntollpo CSP. Takmm obpasoM, yganeHue Kitoya
9/1€KTPOHHOW MOAMWCM N COOTBETCTBYIOWEro eMy CamMOMNOAMMCaHHOIO cepTuduKaTa CO CYMTbIBaTENS
HDIMAGE ocyuiecTenseTcs:

keytool -delete -alias //./HDIMAGE/cnt -provider ru.CryptoPro.JCSP.JCSP -storetype
HDIMAGE -keystore c:\.keystore -v -storepass 123456

11.11.YpaneHne noBepeHHOro ceptudmrkaTa U3 xpaHmnuiia

B NaHHOM NpuMepe OCyLeCcTBASETCS yAaleHne NOBEPEHHOr0 cepTudumKaTa U3 XpaHUanLLa.

YaaneHne OOBEPEHHOro cepTUgMKaTa M3 XpaHWIMLA OCYLLECTBAAETCS NMPU MoMOLWM KOMaHAb
-delete, KoTOpoOli B Ka4ecTBe NapaMeTpoOB NnepenaloTcs:

*  YHUWKaJIbHOE UMS yaansaeMoro cepTudukaTa (NnpeanonaraeTcs, YTo Ha HoCcUTene HeT
KJllo4a C TeM xe umeHeMm): -alias myCert

e Tun npoBanaepa (Kpuntolpo JCSP): -provider ru.CryptoPro.JCSP.JCSP
®*  UMSA KJOYEBOro HocuTena (KecTkuin auck): -storetype HDIMAGE

i NyTb K XpaHUny noBePEHHbIX CepTVICpVIKaTOB, nponHMuUnann3npoBaHHOMy MMeHeM
HocuTens: -keystore c:\.keystore

® 1apoJsib Ha XpaHwWinLle fOBepeHHbIX cepTudmrkaTos: -storepass 123456

Takum o6pa30M, yaasieHne AOBepeHHOro cepTugukaTa N3 XpaHWinLa ocyLecTBAdeTCA:

keytool -delete -alias myCert -provider ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE
-keystore c:\.keystore -v -storepass 123456
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12.icnonb3oBaHue ytunntbl ComLine

Takxe MOXXHO BOCMOJIb30BaTbCA FOTOBbIMM KjaccamMu naketa ComlLine mn3 moaynsa Samples,
Bxogsawero B coctaB Kpuntollpo JCP. 3anyctnte ComLine € BbI30BOM HY>XHOro knacca nmbo cam Knacc,
NCcnonb3ysa cepylowimne napameTpbl KOMaHOHOW CTPOKU:

java ComLine NameofClass args wam java NameofClass args
Hanpumep:

java ComLine KeyPairGen -alias name_of_key -dname CN=autor,OU=Security,O0=CryptoPro,C=RU
-reqCertpath C:/req.txt

nnn

java KeyPairGen -alias name_of_key -dname CN=autor,OU=Security,0=CryptoPro, C=RU
-reqCertpath C:/req.txt

12.1.MpoBepKa yCTaHOBKN U HAaCTPOEK MpoBanaepos.
lMpoBepKYy yCTAaHOBKN N OCHOBHbIX HAaCTPOEK NpoBalgepa MOXXHO OCYLLLECTBUTL 3aMyCKOM:
CheckConf (6e3 napameTpoB)

12.2.MNpoBepka paboTocrnocobHOCTM NPoBaNLEpPOB.
3anycKom:
CheckConfFull [-servDir C:/*.*]
-servDir
paboyas aonpekTopus
(Mo ymon4aHuio TekyLas)
MO>XHO NpoBepuTb paboTocnocobHOCTL NpoBanaepoB.

BbINOAHAIOTCA TECTbl Ha FeHepaunto KJK4Yen, reHepauuto 1 NMPoBepKy MOAMUCK, @ TakXe TecTbl
Ha co3paaHue ssl-coeanHeHuns (ecnm yctaHoBneH Kpuntollpo JTLS). (3anyck BO3MOXXEH Mpu yC/I0BUN, 4TO
KpunTtolpo JCSP 6bis1 yCTaHOBJIEH YCMELLHO).

12.3.PaboTa ¢ kto4amMm n ceptTudmkaTamm

12.3.1.NeHepauma KI0YEBOW Napbl U COOTBETCTBYIOLWErO eun
camMonoAnucaHHOro ceptTudukaTta. 3anmcb UX Ha HOCUTENb.
FeHepauwnsa 3anpoca Ha cepTudukKaT 1 3annucb ero B hana.

[eHepauuns KAOYEBOM Napbl OCYLWECTBASETCA B COOTBETCTBMW C aJropuTMaMm KJHOHEBOIro
obmeHa n nognucm NOCT P 34.10-2001.

KeyPairGen -alias name_of_key [-alg GOST3410EL] [-storetype HDIMAGE] [-storepath
null] [-storepass null] [-keypass password] [-isServer true] -dname
CN=autor,0OU=Security, 0=CryptoPro,C=RU -reqCertpath C:/*.* -encoding der

-alias

YHUKaNbHOE NMS 3anncbiBAaeMOro KJt4a
-alg

aNropuTM ANs reHepauyum

(no ymonyanuto GOST3410EL)
-storetype

nmsa knwdeBoro Hocutens HDIMAGE (kectkuin guck), REGISTRY (peectp OC Windows), nms
KapTO4YKKN nianm ToKeHa

(no ymonyanuto HDIMAGE)
-storepath
NMyTb K XpaHWINLLY OOBEPEHHbIX CEPTUPUKATOB

(no ymondaHwutio null)
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-storepass

napoJib Ha XpaHWUuLLEe LOBEPEHHbIX CEPTU(HUKATOB

(no ymon4anwuto null)

-keypass

MapoJib Ha 3aNnCbIBaeMbI KJOY

(no ymon4anwuto null)

-isServer

€CJIN KJII0Y CepBeEPHbIN, TO 3HaYeHune true

(no ymon4daHutio false)

-dname

nMs cybbekTa OJ1s reHepaunm caMonognucaHHoro ceptugunkaTa
-encoding

kogunposka (DER/BASE64)

(no ymonyanuto DER)

-reqCertpath

nyTb A1 3anMcK 3anpoca

MonyyeHHble TakuM 06pPasoOM KJOYN MOXXHO WCMOSb30BaTb KakK AN reHepauun 3/1eKTPOHHOMN

nognucw, Tak u gns obmeHa.

12.3.2.Mony4yeHne cepTudmkaTa 13 3anpoca. 3anncb cepTudurkaTa
B XpaHunuvuie v B hann.
getCert -alias name_of_key [-storetype HDIMAGE] [-storepath null]

[-storepass null] -http http://www.cryptopro.ru/certsrv/ -certpath C:/*.cer
-reqCertpath C:/*.*

-alias
YHUKaNbHOE NMSA KJlloYa
-storetype

nmsa knwdesoro Hocutens HDIMAGE (kectkunm puck), REGISTRY (peectp OC Windows), nms
KapTO4YKM NN TOKEHa

(no ymonyanuto HDIMAGE)

-storepath

NyTh K XPaHUANLLY AOBEPEHHbLIX CEPTUPMKATOB
(no ymonyanutio null)

-storepass

MapoJib Ha XpaHUMLLE AOBEPEHHbIX CEPTUHINKATOB
(no ymon4aHuto null)

-http

NyTb K LEHTPY cepTudUKalmm

-reqCertpath

nyTb K pany C 3anpocom

-encoding

KoaupoBka 3anpoca (DER/BASE64)

(mo ymoyaHuto DER)

-certpath

nyTb K hanny 4N 3anmcu cepTudgmkaTa
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12.3.3.MocTpoeHmne uenoykn cepTuurKaTos.

Certs -alias name_of_key [-storetype HDIMAGE] [-storepath null] [-storepass null]
[ -keypass password] -certs C:/my.cer,C:/*.cer,...,C:/root.cer

-alias

YHUKaNbHOE NMSA KitoYa
-keypass

rMapoJsib Ha KoY

(no ymon4daHwutio null)
-storetype

nmsa knwdeBoro Hocutens HDIMAGE (kectkuin guck), REGISTRY (peectp OC Windows), nms
KapTO4YKM NN TOKEHA

(no ymon4daHuto HDIMAGE)

-storepath

NyTb K XPaHUNLLY JOBEPEHHbIX CEPTUNNKATOB

(mo ymondaHwutio null)

-storepass

naposib Ha XpaHWInLLe NOBEPEHHbLIX CEPTUDMKATOB
(mo ymondaHwutio null)

-certs

nyTn K cepTumnkatam

12.3.4.®opMumnpoBaHue 31€KTPOHHON NOANMUCH.

dopMUpoBaHMe 3NeKTPOHHOW NOANMUCA OCYLLEeCTBISeTCS B COOTBETCTBUKU ¢ anroputmom FOCT P
34.10-2001.

Signature -alias name_of_key [-storetype HDIMAGE] [-storepath null] [-storepass
null] [-keypass password] -signpath C:/*.* -filepath C:/*.*

-alias

YHUKaJIbHOEe UMS KJito4va
-keypass

MapoJib Ha 3aMNnCbiBaeMblii KoY
(no ymon4anwuto null)
-storetype

nmsa knwdesoro Hocutens HDIMAGE (kectkunm puck), REGISTRY (peectp OC Windows), nms
KapTO4YKM NN TOKEHa

(no ymonyanuto HDIMAGE)

-storepath

NyTbh K XPaHWUANLLY AOBEPEHHbIX CEPTUPMNKATOB

(no ymon4anwuto null)

-storepass

MapoJib Ha XpaHUIMLLE LOBEPEHHbLIX CEPTU(RIUKATOB
(no ymon4daHwutio null)

-signpath

nyTb K hainy noanucum

-filepath

nyTb K NOANUCLIBAaeMOMY chaniny
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12.3.5.lMpoBepKa 31eKTPOHHOWN MOAMNNCHK.

[MpoBepKa 3N1eKTPOHHON MOAMNCU OCYLLECTBAETCA B COOTBETCTBUM C anroputmamm FOCT P TOCT
P 34.10-2001.

SignatureVerif -alias name_of_key [-storetype HDIMAGE] [-storepath null] [-
storepass null] -signpath C:/*.* -filepath C:/*.*

-alias

YHUKaJIbHOE UMS KJitova
-keypass

MapoJib Ha 3aMNnCbiBaeMblii KJtOY
(mo ymon4daHwutio null)
-storetype

mmsa knwdesoro Hocutens HDIMAGE (kectkum puck), REGISTRY (peectp OC Windows), nms
KapTO4YKM NN TOKEHa

(no ymonydaHuio HDIMAGE)

-storepath

NyTbh K XPaHWUANLLY AOBEPEHHbIX CEPTUPMKATOB

(no ymon4anwuto null)

-storepass

MapoJib Ha XpPaHUIMLLE LOBEPEHHbLIX CEPTUHIUNKATOB
(no ymon4daHwutio null)

-signpath

nyTb K hanny noanucum

-filepath

nyTb K NpoBepsieMoMy chaniy

12.4 . cnonb3oBaHue KpunTollpo JTLS

12.4.1.3anyck cepBepa N3 KOMaHOHOW CTPOKMW.

Server [-port port] [-auth true] [-keyStoreType HDIMAGE] [-trustStoreType
HDImageStore] -trustStorePath C:/*.* -trustStorePassword trust_pass
-keyStorePassword key_pass

-port

nopT cepsBepa

(no ymon4aHuio 443)

-auth

HY>XHa M ayTeHTUPMKaLnNa KINeHTa
(mo ymon4daHwutio false)
-keyStoreType

mMma knwyesoro Hocutens HDIMAGE (kectkuin guck), REGISTRY (peectp OC Windows), ums
KapTO4YKN UM TOKEHA

(mo ymon4daHuio HDIMAGE)
-trustStoreType

TUN HOCMTEeNsa ANA XpaHwauwa JoBepeHHbIX cepTudmkaToB HDImageStore (KeCcTKum [uncK),
FloppyStore (onckeTta)

(mo ymon4aHuio HDImageStore)
-trustStorePath
MyTb K XPaHWINLLY OOBEPEHHbIX CEPTUPUKATOB

-trustStorePassword
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napoJib Ha XpaHUIMLLE LOBEPEHHbLIX CEPTUHIUNKATOB

-keyStorePassword

nMapoJib Ha KJIoY

-servDir

paboyasa onpekTopus cepeepa

(no ymon4yaHuto TekyLas)

Mpun 3anpoce pecypca shutdown cepeep ocTaHaBAMBaeTcs, NpeaBapuUTESIbHO MOCAAB KIANEHTY

OTBET, KOTOprI7I coOoepXunT coobuieHne 06 ocTaHOBKe cepBepa no OKoOH4YaHUM ceccun.

12.4.2.3anycK KQIMeHTa N3 KOMaHOHOW CTPOKMW.

Client [-port port] [-server serverName] [-keyStoreType HDIMAGE] [-trustStoreType
HDIMAGE] -trustStorePath C:/*.* -trustStorePassword trust_pass -keyStorePassword
key_pass [-fileget gettingFileName] [-fileout outputFilePath]

-port

nopT cepeepa

(no ymon4aHutio 443)
-server

uMmsa cepeepa

(no ymon4yaHuto localhost)
-keyStoreType

mMma knwyesoro Hocutens HDIMAGE (kectkun guck), REGISTRY (peectp OC Windows), ums
KapTO4YKM NN TOKEHA

(no ymon4daHuio HDIMAGE)
-trustStoreType

mMma knyesoro Hocutens HDIMAGE (kectkun auck), REGISTRY (peectp OC Windows), ums
KapTO4YKM NN TOKEHA

(no ymon4daHuio HDIMAGE)

-trustStorePath

NyTb K XpaHUANLLY AOBEPEHHbIX CEpTURUNKATOB
-trustStorePassword

napoJib Ha XpaHUAMLLE AOBEPEHHbLIX CEPTUHIUKATOB
-keyStorePassword

napoJib Ha KoM

-fileget

nMmsa pecypca

(no ymonyanuto index.html)

-fileout

nyTb K panny BbiBOAA

(no ymon4aHuto out.html)

12.4.3.3anycK KJIMeHTa Harpy3o4yHoro npuMepa u3 KoMaHaHOW
cTpoku (samples.jar/JTLS samples/HighLoadExample).

JTLS_samples.HighLoadExample -client [-port hostPort] [-host hostName] [-get
sourcePage] [-t T] [-n N] -source sourceDir -store tempDir -trustStorePath C:/*.*

[-trustStoreType trust_type] -trustStorePassword trust_pass [-keyStoreType
keystoreType] [-keyStorePassword key_pass] [-ct X] [-external] [-apache4] [-trace]
[-help]
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Mpwn BbIMNOJIHEHUW KOMaHabl, BO3MOXXHO, notpebyetcs yKa3aTb napameTpsl

-Dcom.sun.security.enableCRLDP=true -Dcom.ibm.security.enableCRLDP=true
OCYLLLeCTBJIEHNS MPOBEPKM LLeno4ku cepTudukaTos online.

-port

nopT cepeepa

(no ymon4anutio 443)

-host

nMsa cepsepa

(mo ymon4anuio 127.0.0.1)

-get

MMS 3arpy>KaeMoro pecypca

(mo ymon4vaHuto default.htm)

-t

KOJINYeCTBO MOTOKOB (MOAKJ/OYEHMNIA)

(no ymon4aHuio 2)

-n

KOJIN4ECTBO 3aMnpoCcoB Ha NOTOK (MOAKJOYEHNE)
(no ymonyanuto 2)

-source

rnanka c pecypcamu o5 nepefavyun cepBepoM KAMeHTY (Moka He UCNoJib3yeTcs)
-store

nanka AN COXpaHeHUs 3arpy>KaeMoro pecypca
-trustStorePath

MyTb K XPaHWINLLY OOBEPEHHbIX CEPTUPNKATOB

-trustStoreType

ons

mma knwyesoro Hocutens HDIMAGE (kectkmin guck), REGISTRY (peectp OC Windows), ums

KapTO4YKN WU TOKEHa
(mo ymon4daHuio HDIMAGE)

-trustStorePassword

MapoJsib Ha XpPaHWINLLLE OOBEPEHHbIX CEPTUDUNKATOB

-keyStoreType

nmsa knwdeBoro Hocutens HDIMAGE (kectkuin guck), REGISTRY (peectp OC Windows), mnms

KapTO4YKN WU TOKEHa
(no ymonyanuto HDIMAGE)

-keyStorePassword

Maposib Ha KoY

-ct

TalMayT paboTbl MOTOKa KneHTa (cek.)

(no ymon4aHuto 5 MuH.)

-external

O3HaYaeT NoAkJYyeHne K "BHelHeMy" (He Co30aHHOMY B 3TOM XXe npumepe) cepeepy

-apache4

O3HavaeT ncnosb3oBaHme apache http client 4.x BMecTo BHyTpeHHero knacca Client. bubnnotekn

apache pnomxHbl 66ITb B KaTanore lib/ext
-trace

O3Ha4aeT NoApoObHbLI BbIBOA B KOHCOJIb
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-help

MHOpMaUus 0 TOM, KaKe KOMaHObl MOXXHO UCMOJ1b30BaTb

12.4.4.3anyckK Kn1neHTa Ha ocHoBe apache http client 4.x ns
KOMaHAHON CTPOKMU
(samples.jar/JTLS samples/ApacheHttpClient4dXExample).

JTLS_samples.ApacheHttpClient4XExample [-port hostPort] [-host hostName] [-get
sourcePage] [-allow] [-auth] [-save path] -trustStorePath C:/*.* [-trustStoreType
trust_type] -trustStorePassword trust_pass [-keyStoreType keystoreType] [-
keyStorePassword key_pass] [-help]

|-|pl/l BbIMOJIHEHNWN KOMaHAObl, BO3MOXXHO, I'IOTpe6yETCFI YKa3aTb napaMeTpbl

-Dcom.sun.security.enableCRLDP=true -Dcom.ibm.security.enableCRLDP=true aons
OCyLLeCTBJIeHNs NPOBEPKN Lenovkn cepTudumkaTtos online.

-port

nopT cepBepa

(mo ymon4vaHuio 443)

-host

nmsa cepeepa

(no ymonyanuio 127.0.0.1)

-get

UMSA 3arpy>xaemoro pecypca

(no ymon4vanuto default.htm)

-save

MOMHBIN MYTb NS COXPAaHEHUS 3arpy>XeHHOoro pecypca
-allow

ONa OTKJII0YEHNS NPOBEPKM COOTBETCTBUA aapeca pecypca u CN cepBepHOro ceptucdunkaTa
-auth

yKasblBaeT Ha HEOOXOAMMOCTb K/IMEHTCKON ayTeHTUdrKaLumm
-trustStorePath

NyTh K XPaHWUANLLY AOBEPEHHbIX CEPTUPMKATOB
-trustStoreType

nmsa knwdeBoro Hocutens HDIMAGE (kectkuin guck), REGISTRY (peectp OC Windows), nms
KapTO4YKM NN TOKEHA

(no ymon4daHuto HDIMAGE)

-trustStorePassword

naposib Ha XpaHUIULLEe AOBEPEHHbIX CEPTUDNKATOB
-keyStoreType

mmsa knwdesoro Hocutens HDIMAGE (kectkum puck), REGISTRY (peectp OC Windows), mnms
KapTO4YKM NN TOKEHa

(no ymon4daHuto HDIMAGE)
-keyStorePassword
napoJsib Ha KoY

-help

VH(pOpMaLnMa 0 TOM, Kakme KOMaHObl MOXKHO UCMNO0J1b30BaTb
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